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CocraBurennb — ['acanoBa 3apema AXMeIOBHA, KAHIUIAT NEAArOTUYECKUX HAYK,
3aMecTHUTelb 3aBenytomiero kapenpoi « MupopmanmoHHbie TEXHOIOTUU U UH(DOpMAaIH-
oHHas 6e3omacHocThy JII'YHX.

BuyTpennmnii penensent — ['anses Bnagumup Cepreesud, kanauaat Gpu3nKko-ma-
TEMaTUYECKHX HayK, JIOLEHT, 3aBeayronuil kadenpoit «MHpopmMaIoHHbIe TEXHOIOTUU
u uHdopmanmonnas 6e3omnacHocth» ' VHX.

BHemnuii penensent — ['azumaromenoB Axmen AOaysutaeBuy, KaHAUIAT SKOHO-
MHUYECKHX HAYK, TJIABHBIA CIEIUAIMCT HAYYHO — opranu3aiuonHoro oraena JJHI] PAH.

IIpeacraBuresb padorogarens — 3aiiHanoB Jxadbpaun TaxyTAMHOBUY, AUPEK-
TOP PETMOHAIBHOTO AKCIIEPTHO-ATTECTAIMOHHOTO IIEHTPa « DKCIIEPTU3a», IKCIIEPT-NPE/I-
CTaBUTENb paboTOoAATENS.

Pabouas npoepamma oucyunaunvl « be3onacHocmuv bIYUCTUMENbHBIX Cemell» pa3-
pabomana 6 coomeemcmeauu ¢ mpebosaHuiMuU hedepaibHo20 20CY0apCmeeHHo20 00pa-
308amenbHO20  CcmMAHOApmMa Bvicuie20 00pa308aHus NO HANPAGIeHUI0 N0020MOEKU
10.03.01 Hngopmayuonunas 6e30nacHocms, YmeepicOeHHo20 npuxazom Munucmep-
cmea oopaszosanus u Hayku Poccutickoii @edepayuu om 17 nosopsa 2020 2., Ne 1427, 6
coomeemcmeuu ¢ npukazom Munucmepcmea Hayku u evicuieco oopasosanus Poccuil-
ckoti @edepayuu om 6.04.2021 2. Ne 245 «O6 ymeepowcoenuu [lopsioka opeanusayuu u
ocywecmsnenus 0o6pazoeamenbHol 0esimerbHOCmU N0 00PA308amMebHbIM NPOCPAMMAM
gvicuie20 00pa308aHUs — NPOSPAMMAM OAKAIA8pUama, NpocpamMmam cneyuaiumemad,
npoOCpaAMMAM MASUCTPAMYPbLy

PabGouas mporpamMma mo aucuMIuiMHE «be30macHOCTh BBIYMCIUTEIBHBIX CETEH»
pasMeliieHa Ha opHUIMaILHOM caiite WWW.dgunh.ru

I'acanoBa 3.A. PaGouas nporpamma mo aucuuiinHe «be3onacHOCTh BBIYHMCIIH-
TENbHBIX ceTeily s HanpasieHust noarotoBku 10.03.01 Mudopmanmonnas Ge3onac-
HOCTh, mnpoduib «be30macHOCTh aBTOMATU3UPOBAHHBIX CHCTEM». — Maxaukaa:
JNI'VHX, 2022 1., 19 c.

PexoMeH0BaHa K yTBepKIeHUIO Y4eOHO-MeToaudeckuMm coBeTtom JII'YHX 28
Mmas 2022 r.

PexomeHioBaHa K yTBEPKIECHUIO PYKOBOJIUTEIEM OCHOBHOM MpodecCHOHAITBHON
o0pa3oBaTenbHON MPOrpaMMbl BBICIIIETO 00pa30BaHUs — MPOTrpaMMbl OakangaBpuara 1mo
HanpasyieHuto noaroroBku 10.03.01 Mudopmarmonnas 6e3omacHoCcTh, poduib «bes-
OTMaCHOCTh aBTOMATHU3UPOBAHHBIX CUCTEM», K.Me/.H., ['acanoBoi 3.A.

Onobpena Ha 3acenanuu kadeapsl « MHPopMaImoHHbIE TEXHOJIOTHU U HH(DOPMAa-
1MoHHas 6e3omacHocTh» 24 Mas 2022 r., mpotokos Ne 10.


http://www.dgunh.ru/
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Pa3nen 1. [lepevyeHb miIaHupyeMbIX pe3yibTATOB 00y4eHHS MO JUCHMUILINHE

Heab0 TUCIUIIMHBI SBJISIETCS (OPMUPOBAHUE KOMIIETEHIIMM 00YYarolierocs B
00J1acTH BBITIOJHEHUS KOMIUIEKCA 3a7a4 aIMUHUCTPUPOBAHUS TOJICUCTEM HMH(MOpMAIIU-
OHHOM 0€30MacHOCTH M yIpaBiieHUs] ”HPOPMAITMOHHOM 0€301aCHOCTHIO KOMITBIOTEPHBIX
CeTEMN.

3ajavyaMy JUCLUIUIMHBI SBIISIOTCS:

— PaccMoOTpeTh apXUTEKTypy BBIYMCIMTENBHBIX CETEH, NpaBujla OpraHu3alu-
OHHOM, TEXHUYECKON U IIPAaBOBOM 3aIUTHI;

— PackpbITh TPUHIMIBI TOCTPOEHUSI CETEH W MpaBICHUS UMH, METOJOJIOTHH
MIPOEKTUPOBAHMS, PA3BEPTHIBAHUS U COIPOBOXK/ICHUS O€30IIaCHBIX CETEH, 00-
CJIIEA0BAHUS U AaHAJIN3A 3AIIHUIIEHHOCTH BEIYUCIUTENBHBIX CETEM;

— Iloka3aTh OCOOEHHOCTH MPOrPaMMHO-ANIMAPATHBIX U TEXHUYECKUX CPEICTB
CO3JaHMs CETEH, UCIOJIb30BaHUs MPOTPAMMHBIX U allapaTHBIX TEXHOJIOTUN
3all[UTHI CETEH;

— (O3HaKOMUTBCS C OCHOBHBIMM IIPUHILIMIIAMU U METOJAaMU 3alllUThl HHPOpMa-
LMY B KOMITBIOTEPHBIX CETSX.

1.1. KoMmnereHuun BBIMYCKHMKOB, (popMHUpyeMble B pe3yJibTaTe OCBOCHHS
AUCHHUILINHBI «be3onacHoCcTh BHIYUCINTEIBHBIX ceTeil» KaK 4acTh MJIaAHHPYeMBbIX
pe3yJbTaTOB 0CBOCHHMA 00Pa30BaTeIbHOI IPOrPaMMBbI

KOJI KOMIIETEH-
005051
IK-1.

dbopMyIHpOBKa KOMITETCHITUN

Crioco6eH BBITOMHATH KOMIUIEKC 3a/1a4 aIMUHUCTPUPOBAHUS
MOICKCTEM HH(POPMAIIMOHHOM 0€30MacHOCTH 1 yIPABIICHUS WH-
dbopmaIoHHON OE30MaCHOCTHIO ONEPAIMOHHBIX CUCTEM, CH-
CTEM yTpaBJieHUs 0a3aMu TaHHBIX U KOMITBIOTEPHBIX CETCH

1.2. Ilnanupyembie pe3yabTaThl 00y4eHHUsI M0 JUCHUIIHHE

Koo u Koo u naumeno- ITnanupyemoie pezyibmamol

HaumeHo8a- | 6aHue UHOUKA- 00yueHus no OucCyunIuHe
HUue Komne- | mopa oocmuoice-

menyuu HUsA KOMnemeH-

uuu

[IK-1. Coo- | UTIK-1.3. Aamu- | 3Harh:
coO0eH  BbI- | HUCTpUPYET MOJ- | 31 — METOAO0JIOTMYECKUE U TEXHUUECKHUE OCHOBBI
MOJIHATH CUCTEMY 3aIllUThl | 0OecrieueHrst UHGOPMAITMOHHON OE30MaCHOCTH
KOMILJIEKC 3a- | ”H()OpMaIUU CETEBBIX aBTOMATU3UPOBAHHBIX CUCTEM.
Ja4 aMUHU- | KOMIIBIOTEPHBIX | 32 — OCHOBHBIC NMPHUEMbl HACTPOUKH MOJICUCTEM
CTPUpPOBaHUS | ceTei nH(OPMAITMOHHON O€30MaCHOCTH KOMITBIOTEPHBIX
MOJCUCTEM ceTeil.




nHpopmaru-
OHHOM  0e3-
OMMAaCHOCTU |
yIpaBICHUS
nHpopmaru-
OHHOM  0e3-
OITACHOCTHIO
OTIepaIioH-
HBIX CHCTEM,
CUCTEM

YIPABJICHUS
0azamu JaH-
HBIX ¥ KOMIT

33 — TUNIOBBIE MOJIEJIM aTaK, HAIIPABJICHHBIX Ha
IIPEOA0JICHHE 3alUThl CETEBBIX aBTOMATU3UPO-
BaHHBIX CUCTEM, YCJIOBHUS UX OCYIIECTBUMOCTH,
BO3MO>KHBIE TOCJIEICTBUSA, CIOCOOBI IPEAOTBpa-
IICHMSL.

34 — nepcrneKTUBHBIE HANPABIICHUS PA3BUTHS TEX-
HOJIOTUH o0ecreueHuns: 6€30MacHOCTH B CETAX, CO-
BPEMEHHBIX NMPOoOIeMax HayKu UH()OpMaIMOHHON
0€30MMacHOCTH U POJIM U MECTE 3aIlUThI HH(OpMa-
LMY B CETAX NPH PELICHUH 337a4, CBSI3aHHBIX C
o0ecrnieueHrneM KOMIUIEKCHON HH(POPMAITMOHHON
0€30MacHOCTH.

YmMmern:

VY1 — npoBONTH aHAJIU3 CETEBBIX aBTOMATU3HPO-
BaHHBIX CUCTEM C TOYKU 3pEHUS OOECIeueHus UH-
dhopmMalMOHHON 0€30IMacHOCTH.

VY2 — peann3oBbIBaTh MEPHI IPOTUBOJACHCTBHUS BbI-
SIBJIEHHBIM YTPO3aM CETE€BOM 0O€30MaCHOCTHU C UC-
MOJIb30BAaHUEM PA3IUYHBIX IPOTPAMMHBIX U aIllia-
PaTHBIX CPEJICTB 3aIIMTHI B COOTBETCTBUU C Mpa-
BUJIAMU UX NPUMEHEHHUS.

V3 — pazpabarbiBaTh MOAEIH U MOJUTUKY CETEBOM
0€30MacHOCTH, UCIIOJIb3YsI H3BECTHBIE TIOJIXO/IbI,
METO/Ibl, CPEJICTBA.

Y4 — npuMeHSATH 3alIUIIECHHBIEC POTOKOJIBI U
MEKCETEBbIE IKPaHbI, HEOOXOIUMBIE [Tl peann3a-
IIUU CUCTEMBI 3alIUThl UH(POPMALIMH B CETAX.
Baaners:

B1 — HaBpIKaMU KOMIIJIEKCHOTO aHAJIN3a U OLICHKH
ceTeBOi OE30MaCHOCTH.

B2 — HaBpIKaMU KOMIIJIEKCHOTO ITPOEKTUPOBAHMSI,
MOCTPOEHUS, OOCTYKUBAHUS U aIMUHUCTPUPOBA-
HUS 3alUAIIEHHBIX BBIYMCIUTENbHBIX CETEH.

B3 — HaBBIKaMU MPOEKTUPOBAHUS 3AIIMILIEHHBIX
CeTell C 1elblo o0ecreyeHust HaJeXKHOCTU (PyHK-
MOHUPOBAHMS M OTKA30yCTOMYMBOCTH arIapar-
HBIX U TPOrPAMMHBIX CPeICTB 00padOTKU UH(DOP-
MalUu.

B4 — noctpoeHus 1 3KCIuTyaTaluy BEIYACIUTEb-
HBIX CETEH;

B5 — HaBbIKaMU MCIIOJIB30BATh ANIIAPATHBIE U
IIporpaMMHBIE CpeJicTBa obecrieueHust nHpopMa-
LIMOHHOI 0€30IT1aCHOCTH.




1.3. IlepeyeHb KOMIIETEHIIMI C YKA3aHUEM ITANOB UX (JOPMHUPOBAHUS B NPO-
ecce 0CBOCHMS AUCHUIINHBI

Kon xomrie- Oranbl HOpMUPOBAHUS KOMITETCHIIHIA |
TEHIINU Tema 1. Ce- Tema 2. Oc- Tewma 3. Tema 4. Tema 5. 3a- Tema 6. Cpencraa
TeBas apXu- | HOBBI opranu- | TumoBeie | 3ammra IIUTA CeTe- | MOBBIIICHUS HAJICK-
TEKTYypa. 3auuu U QyHK- | Yrpo3bl | TOHOJOTUH |  BOTrO Tpa- HOCTH ()YHKLIMOHU-
LUOHH ceTeBoi CeTH. (uka u Kom- pOBaHUs ceTeit
poBaHus ceTel. | 6e3omacH TIOHEHTOB
CeTH.
[1K-1 + + + + + +
Kon xomrie- Oransl GopMHPOBAHUS KOMITIETCHITUH |
TEHIUU Tema 7. Ilo- | Tema 8. Ilonmu- | Tema 9. bes- Tewma 10. Tema 11. 3a- Tema 12.
CTpoeHHE 3a- | THKa Oe3orac- OMAacHOCTh | 3amuTa Ka- | I[muTa pado- | YsI3BUMOCTh
HIUIIEHHBIX Ce- HOCTH U II00aIbHOM HAJIOB 4yero MecTa | W 3ammuTa 6a-
Tei Ha 0as3e ce- |  oreHka 0es- cetu UHTep- CBSI3U B MOJIB30BATENS | 30BBIX IIPO-
TEBBIX OMEpa- | OMACHOCTH Ce- HET r700aIbHOM | B INTOOATBHOM |  TOKOJIOB U
IIMOHHBIX CU- | TEBBIX OIepa- CETH. CETH. CITYXO0.
cTeM LIUOHHBIX CH-
CTEM.
I1K-1 + + + + + +

Pazges 2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrPaMMbl

Jucuumiaraa b1.B.03 «be30omacHoCTh BEIYUCIUTENIBHBIX CETEi» OTHOCUTCS K 4a-
cTd, (hopMHUpyeMOH ydacTHHKaMH 0O0pa3oBaTelbHBIX OTHomeHWi bnoka 1 «/lucmu-
IUIMHBDY Y4eOHOro TUIaHa HampaBieHus NOAroToBku «MHpopmanmonHas Oe3omac-
HOCTB», Ipodutst «be3onacHOCTh ABTOMATU3UPOBAHHBIX CUCTEM).

Jnst u3ydeHus: JTaHHOW JUCHUIUIMHBI HEOOXOAUMBI 3HAHUS, YMEHUSI Y HABBIKHU T10
mucuuminHaM «MHpopMaImoHHble TEXHOJIOTUNY, «AMMapaTHbIe CPEACTBAa BBIYUCIIH-
TEJIbHON TEXHUKN», «OCHOBBI HH(OPMATMOHHOW Oe30nmacHOCTH», «CeTH U CUCTEMBI T1e-
penauun uadopmManumny, « THTepHET-MPOrpaMMUPOBAHUE.

Pa3nen 3. O0beM IMCUMILUIMHBI B 324€THBIX eIUHUIIAX ¢ YKA3aHHEM KOJIHYeCcTBA
aKaJleMH4€eCKNX YaCOB, BbI/IEJICHHBIX HA KOHTAKTHYIO pa0oTy 00y4aroImuXxcs ¢
npenogasareseM (10 BUAAM y4eOHBIX 3aHATHII), HA CAMOCTOATEIbHYI0 padoTy

o0y4arouuxcs, HA CAMOCTOSATEbHYI0 padoTy o0y4yaromuxcs U GopMy PoOMeKy-

TOYHOM aTTecCTalluu

O0beM TUCIUTUTMHBI B 3aYETHBIX €AMHUIIAX COCTABISET 3 3a4ETHHIC SAMHUITHI.

Ounast popma 00ydeHUs

KonnuecTBo akageMUueCKUX 4acoB, BBIJCICHHBIX HA KOHTAKTHYIO paboTy o0y4a-

IOIIKUXCSl ¢ TIpenojaBaresieM (1o BUAaM YueOHBIX 3aHSTHI), cocTaBiseT 64 yaca, B TOM

qucJie.

Ha 3aHATH JIEKIIMOHHOIO THUIa — 32 4.
Ha 3aHATHS CEMUHApCKOro Tuna — 32 u.
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KonndecTBO akageMHUYECKUX 4YacOB, BBIICJIICHHBIX Ha CaMOCTOSTEIIbHYIO padoTy
oOyuarommmxcs — 8 4.
dopMa MPOMEKYTOUHOM aTTeCTAlMK: K3aMeH, 36 d.

Ouno-3a04yHas hopma 0OyueHus

KonmdecTBo akageMUIECKUX 9acOB, BBIJICIICHHBIX HA KOHTAKTHYIO paboTy o0yda-
IOIIUXCS C TIpernoiaBaresieM (Mo BUaaM YUeOHBIX 3aHSATHI), COCTaBIsAET 32 Jaca, B TOM
qucIe:

Ha 3aHATHS JICKITAOHHOTO Thma — 16 4.

Ha 3aHATH CEMUHAPCKOTO THma — 16 4.

KonmdecTBo akameMHUYeCKUX 4acoOB, BBIICJICHHBIX Ha CaMOCTOSTEIBHYIO padoTy
oOyuaroruxcst — 40 4.

dopma NpOMEKYTOUHOM aTTECTALlMU: 3K3aM€EH, 36 u.

OTtnenpHbIe YYeOHBIC 3aHATHS MO JUCHUILUIMHE PeaTu3yloTcsl B (popMe mpakTuye-
CKOMU ITOJITOTOBKH.



Pa3)1e.11 4, Conepmaﬂne AUCHUIVIMHBI, CTPYKTYPUPOBAHHOC IO TEMAaM € YKa3aHUEM OTBCACHHOI'0O HA HUX KOJHUYIECCTBA aKajie-
MHYECKHX YaCO0B U BU10B yqeﬁnblx 3aHATHH.

Ounas popma o0yueHust

Ne Tema JAUCHUITIIMHBI Bcero B 1.u. 3a- B 1.u. 3anaTus CCMHUHAPCKOI'0 TUIIA: CamocTosTenpHas qDopMa TCKYILICTO
n/n akae- HATUS cemu- | Ilpaxtu- | Jlabopatopusie | Kommo- | MHbie anano- pabora KOHTPOJIS yCIIeBa-
MHU4e- JICKITUOH- Hapbl YECKUC 3aHATUA (na60— KBUYMBI | THYHBIC 3aHsI- €MOCTH
CKHUX HOI'o TUIla 3aHATUA paTopHEBIC pa- THUA
4acoB 0OTHI,
1ab0PaTOPHBIHA
MTPAKTUKYM)
1. CerteBast apxuTeKTypa 4 2 - 1 1 - - - [IpoBenenue
orpoca
TectupoBanue
Brinosinenue na-
OopaTopHO# pa-
0OTBI
2. OCHOBBI OpraHU3alUN 4 2 - 1 1 - - - [IpoBenenue
1 GYHKIMOHUPOBAHUS orpoca
ceTen TectupoBanue
Brinosninenue na-
6opaTopHOH pa-
OO0TBI
3. 4 2 - 1 1 - - - [IpoBenenue
Tunosele yrpo3sl cete- ompoca
BOIi 6€30MaCHOCTH Beimonaenue a-
6opaTopHOH pa-
OOTBI
4, 3armra TOnoJIOruu 4 2 - 1 1 - - - [IpoBenenue
ceTn orpoca
TectupoBanue

Brimosnaenue na-
6opaTopHOH pa-
OOTEHI




3arura ceTeBoro Tpa- 2* 1* 1* [TpoBencHue
(rKa 1 KOMIOHEHTOB orpoca
cetu™ TectupoBanue
Brinosinenue na-
OopaTopHO# pa-
OOTBI
CpenctBa MOBBIIICHUS 2* 1* 1* [TpoBencHue
HAJISKHOCTH (DYHKIHO- orpoca
HUPOBAHUS CceTeh™* Boinonnenue na-
OGopaTopHO# pa-
00TBI
[TocTpoenue 3amnm- 4 2* 2* [IpoBenenue
IIEHHBIX ceTell Ha 0a3e orpoca
CETEBBIX OIEpaIOH- Hanucanue pe-
HBIX CHCTEM™ dbepara
TectupoBanue
Brinosinenue na-
OopaTopHO# pa-
OOTBI
[Monutuka Ge3omacHo- 4 2* 2* [IpoBenenue
CTHU U OLIeHKa Oe3omac- omnpoca
HOCTH CETEBBIX OIepa- Brimonaenue na-
IUOHHBIX CHCTeM™ OopatopHOii pa-
00TBI
Bbe3omacHocTh ri10- 2 1 1 [IpoBenenue
OanbHOl cetu NHTep- ornpoca
HET Hanucanue pe-
depata
TectupoBanue

Brimosnenue na-
6opaTopHOH pa-
OOTEHI




10. | 3amuTa KaHAJIOB CBSI3U 5 2 1 1 [TpoBeneHue
B TJI00QJIbHOM ceTn™ orpoca
TectupoBanue
Beinonnenue na-
OopaTopHO# pa-
OOTBI
11. | 3amuTa pabouero me- 9 4 2 2 [TpoBeneHue
CTa MOJIb30BATENs B orpoca
rJ100aIBbHOM ceTH TectupoBanue
Brinonnenue na-
OopaTopHO# pa-
OOTBI
12. | Ysa3BUMOCTb U 3aIUTa 9 4* 2* 2* [IpoBenenue
0a30BBIX MTPOTOKOJIOB orpoca
CITyx0™* TectupoBanue
Brinonnenue na-
OopaTopHO# pa-
OOTBI
UTOro 72 32 16 16
JK3aMeH 36 Kontpoas
(rpynmoBasi KOHCYJIb-
TaIys B TEYCHUE Cce-
MecTpa, TpyInIoBast
KOHCYJIbTAIIHSI TIepe]
IIPOMEKYTOUHOH aT-
TecTallel, SK3aMeH)
BCEI'O: 108

OuHo-3204Has ¢popma o0yueHust

TeMa IUCIMILINHBI

B T.4. 3aHsATHA CCMHUHAPCKOIr'o TUIIA:
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Bcero
aKaje-
MUJe-
CKHX
4acoB

B T.4. 3a-
HATHS
JIEKITHOH-
HOI'O THIIA

ceMu-
HapbI

IIpakTu-
YECKUE
3aHATUA

JlaGopartopHbie
3aHATHSA (J1a0o-
paTopHbIe pa-
0OTHI,
J1abopaTOPHEII
MTPAKTUKYM)

Komno-
KBHYMBI

Wnurle anano-
TUYHBIE 3aHS-
TUS

CamocTosTenpHas
paborta

dopma TEKyLIETO
KOHTpOJIA yCIeBa-
€MOCTH

CereBas apxuTeKTypa

1

[IpoBenenue
orpoca
TectupoBanue
Brinosinenue na-
OopaTopHO# pa-
0OTBI

OCHOBBI OpraHu3anuu
1 GYHKIMOHUPOBAHUS
ceTen

IIpoBenenue
ornpoca
TectupoBanue
Brinosinenue na-
OopaTopHO# pa-
0OTBI

Tunosele yrpo3sl cete-
BOI1 0€30I1aCHOCTH

IIpoBenenue
omnpoca
Brimonnenue na-
OopaTopHO# pa-
0OTEI

3aH_II/ITa TOITIOJIOTMH
CCTH

IIpoBencHue
orpoca
TectupoBanue
Brinonnenue na-
6opaTopHOH pa-
00THI

3ammra ceTeBoro Tpa-
(uKa 1 KOMIOHEHTOB
cetn™

1*

1*

1*

IIpoBencHue
orpoca
TectupoBanue
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Brinmonnenue na-
OopatopHOii pa-

00TBI
6. CpencTBa MOBBIICHUS 1* 1* 1* [IpoBenenue
HaJISKHOCTH (DYHKIINO- orpoca
HUPOBAHMS ceTeH™ Brinosinenue na-
OopaTopHO# pa-
OOTBI
7. [TocTpoenwue 3arm- 1* 1* 1* [TpoBencHue
IIEHHBIX CeTel Ha 0ase orpoca
CETEBBIX OIEPAIOH- Hanucanwue pe-
HBIX CHCTEM™* depara
TectupoBanue
Brinosinenue na-
OopaTopHO# pa-
0OTBI
8. [Nonutuka Oe3omacHo- 1* 1* 1* [IpoBenenue
CTH | OLIEHKa Oe3omac- orpoca
HOCTH CETEBBIX OIepa- Boimonnenue na-
IIUOHHBIX cUCTeM™ OopaTopHO# pa-
OOTBI
9. BezomacHocTb TI10- 1 - - [IpoBenenune
6anpHOI cetn VHTEp- ornpoca
HET Hanucanue pe-
dbepata
TectupoBanue
Brinosinenue na-
OopaTopHO# pa-
OOTBI
10. | 3amuTa KaHAJOB CBSI3U 2 - - [IpoBenenue
B TJI00QJIEHOM CETH orpoca
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TectupoBanue
Beinonnenue na-
OopaTopHO# pa-

OOTBI
11. | 3amuTa pabouero me- 5 1 - 4 [TpoBenenue
CTa MOJIb30BATENs B orpoca
rJ100aIbHOM ceTH TectupoBanue
Beinonnenue na-
OopaTopHO# pa-
OOTBI
12. | Va3BuUMOCTb U 3a11UTa 6 2 - 4 [IpoBenenue
0a30BBIX MTPOTOKOJIOB H orpoca
CITYX0 TectupoBanue
Brinonnenue na-
OopaTopHO# pa-
OOTBI
UTOIro 72 16 8 40
JK3aMeH 36 Kontpoas
(rpynmoBasi KOHCYJIb-
TaIys B TEYCHUE Cce-
MecTpa, TpyInIoBast
KOHCYJIbTAIIHSI TIepe]
IIPOMEKYTOUHOM aT-
TecTalel, SK3aMeH)
BCEI'O: 108

*Peanuzyercs B popMe IPaKTUUECKOM TTOATOTOBKH
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Paspnen 5. IlepeyeHb OCHOBHOI U 10NOJTHUTEIbHOM Y4eOHOI uTEepaTypbl, He00X01H-
MO IJIS OCBOEHMS M CHHUILIHHBI

Ne | ABrop | Ha3BaHue 0CHOBHOM W J0NOJIHU- BeixoaHbIe KoanyecTrBO
n/m TeJbHOI y4eOHOM JuTepaTyphbl, JTaHHbIE IK3EMILISIPOB
HEe00X0AMMOI 1)1 0CBOEHHUSH JHUC- B OMOJIHOTEKe
HUILINHBI AT'YHX/agpec
aocTyna
|. OcHoBHas yueOHas quTEpaTYpa
1. - TexHonmoruu 3amuThl UH- | MOCKBa: http://biblioclub
dbopmanu B Kommbelotep- | Hamumonans- .ru/index.php?p
HBIX ceTsix / H.A. Pynen- | Hbit OTKpBI- age=book&id=
k0B, A.B. IIponerapckuii, | Teiif YauBep- | 428820
E.B. CmupHoBa, A.M. Cy- | cuter «H-
pOBOB TYUT», 2016.
- 369 c.
2. | TomukoB A.M. | OcHoBBI ipoekTupoBanus | Tomck: TY- http://biblioclub
3alTUIICHHBIX TeekoMmy- | CYP, 2016. - .ru/index.php?p
HUKAIIMOHHBIX CHCTEM 396 c. age=book&id=
480796
3. |TomukoB A.M. | 3amura uHDOpMAIH B Tomck: Tom- | http://biblioclub
WH(POKOMMYHHUKAIIMOHHBIX | CKHMI rocymap- | .ru/index.php?p
CHUCTEMaX M CETAX CTBCHHBIN YHH- | age=book&id=
BEPCUTET CU- 480637
CTEM yTIpaBJie-
HUS ¥ paHo-
DJICKTPOHHKH,
2015. - 284 c.
4. | MoaiiBomna D. besomnacHocTh cereit Mockga: http://biblioclub
Harnuonasns- ru/index.php?p
HbI OTKpBHI- age=book&id=
TeIl YHuBep- | 429035
curet «1MH-
TYUT», 2016.
-572 c.
Il. JonoanuTeIbHAS JUTEPATYpa
A) /lononnumenvnan yueonas aumepamypa
1. — [Toctpoenne kommyTupy- | Mockaa: http://biblioclub
€MBIX KOMITBIOTEPHBIX ce- | Hammonanb- ru/index.php?p
teit / E.B. CmupHOBa, Hbld OTKphI- | age=book&id=
N.B. backakos, A.B. Ilpo- | Te1it YauBep- |429834
nerapckuid, P.A. ®enoros | curetr « MH-
TYUT», 2016.
- 429 c.
2, [IpockypskoB Kommerorepnsie cetu: oc- | KOxnsbrit de- | http://biblioclub
A.B. HOBBI IIOCTPOCHUS KOMITb- | JI€pAIbHBIN ru/index.php?p
IOTEPHBIX CEeTEH U Tee- yHUBEpCHTET, | age=book&id=
KOMMYHUKAIIUH C. NmxenepHo- | 561238



http://biblioclub.ru/index.php?page=book&id=428820
http://biblioclub.ru/index.php?page=book&id=428820
http://biblioclub.ru/index.php?page=book&id=428820
http://biblioclub.ru/index.php?page=book&id=428820
http://biblioclub.ru/index.php?page=book&id=480796
http://biblioclub.ru/index.php?page=book&id=480796
http://biblioclub.ru/index.php?page=book&id=480796
http://biblioclub.ru/index.php?page=book&id=480796
http://biblioclub.ru/index.php?page=book&id=480637
http://biblioclub.ru/index.php?page=book&id=480637
http://biblioclub.ru/index.php?page=book&id=480637
http://biblioclub.ru/index.php?page=book&id=480637
http://biblioclub.ru/index.php?page=book&id=429035
http://biblioclub.ru/index.php?page=book&id=429035
http://biblioclub.ru/index.php?page=book&id=429035
http://biblioclub.ru/index.php?page=book&id=429035
http://biblioclub.ru/index.php?page=book&id=429834
http://biblioclub.ru/index.php?page=book&id=429834
http://biblioclub.ru/index.php?page=book&id=429834
http://biblioclub.ru/index.php?page=book&id=429834
http://biblioclub.ru/index.php?page=book&id=561238
http://biblioclub.ru/index.php?page=book&id=561238
http://biblioclub.ru/index.php?page=book&id=561238
http://biblioclub.ru/index.php?page=book&id=561238

TEXHOJIOTUYE-
cKas akaje-
musi. — Po-
cToB-Ha-Jlony;
Taranpor: 13-
JaTEIbCTBO
HOxHoro (e-
NEPaNTBHOTO

YHUBEPCUTETA,
2018. — 202

ChI- AnmuHUCTpUpOBaHUE KoMbioTep- | TamOo0B: M3ma- | http://biblioclub
COEB HBIX ceTell TEIBCTBO .ru/index.php?p
D.B. ®I'bOY BIIO | age=book&id=

«TI'TY», 2017. | 499414

-80c.:

ISBN 978-5-
8265-1802-1

b) Oguyuanvuvie uzdanun: coOOpHuKU 3aKOHO0AMEJILHBIX AKM OB, HOPMAMUBHO-

npasoevix 0OKYMeHmoe8 u Kkooexkcoe P@®

1. denepanbHbIii 3ak0oH 0T 27 uroist 2006 r. Ne 149-D3 «O06 uadopmaruu, napopma-
ITMOHHBIX TEXHOJIOTHSIX U O 3alTuTe HHPOpMaIum» (C M3MEHEHUSIMH U JTOTIOTHCHH-
SIMU).

2. | TOCT P 50922-2006. 3amura undopmaimu. OCHOBHBIE TEPMUHBI U OIIpEeIie-
Hus. 2008 r.
www.standartgost.ru

3. |TOCT P UCO/MDBK 17799-2005. Uudopmarmonnas Texuosorus. [Ipaktnueckue
mpaBuia yrpasjieHus: HHHOPMAIIMOHHON 0€30MaCHOCTHIO.
www.standartgost.ru

4. |TOCT P UCO/MDBK 15026-2002. MndbopmalinoHHast TEXHOJOTHS. YPOBHHU I1e-
JIOCTHOCTH CUCTEM M NMPOrpamMMHBIX cpencts. 2002 r.
www.standartgost.ru

5. ['OCT P UCO/M3K 27001-2006 «MeToabl 1 cpeAcTBa obecreueHust 6€30macHo-
ctu. CucteMbl MEHEIPKMEHTa HH(POpMAITMOHHOM Oe30macHOCTH. TpeboBaHMs
www.standartgost.ru

6. I'OCT P UCO/M3K 27002-2012. MudopmManrionHass TEXHOJIOTHs. MeTO bl U
cpenctBa ooecnieueHus 6e3omacHocT. CBOJI HOPM U TTPaBUII MEHEPKMEHTA UH-
dhopMalMOHHON 0€30IMaCHOCTH.
www.standartgost.ru

7. | TOCT P UCO/M3K 18044-2007 «udbopmarimonHast TeXHOJIOTHsS. MeTObI U
cpeacTBa obecniedeHrs 0€30MacHOCTH. MEeHEKMEHT UHITUIECHTOB HHGOpMAaIIU-
OHHOM 0€30IacCHOCTH
www.standartgost.ru

B) Ilepuoouueckue uzoanus

1. | Kypnan aisg nonp3oBaTesel nepcoHaabHbIX KOMIBbIOTEPOB «Mup TTK»

2. | Hayunsrit xxypHan «lHpopmaTuka u ee mpuMeHEeHUE

3. | MudopmaTtuka u 6€301macHOCTh

15



http://biblioclub.ru/index.php?page=book&id=499414
http://biblioclub.ru/index.php?page=book&id=499414
http://biblioclub.ru/index.php?page=book&id=499414
http://biblioclub.ru/index.php?page=book&id=499414

4. | Xypnan o komnbroTepax u nmudpooit rexanke «Computer Bildy

5. | Penier3upyemblii HayuHbIi )KypHan «HbopMaTHKa U crucTeMa yrpaBIeHUS

6. | Penensupyemslit HayuHbii xKypHal «IIpobiembl nHPpOpMAITMOHHOM 6€30macHO-
CTH»

I') Cnpasouno-oubdauozpagpuueckasn aumepamypa

1. | 1. Kparkuil SHIUKIONEIUIECKUI CoBaph Mo HH()OPMALIMOHHON O€30MacHOCTH :
cnoBapsk / cocT. B.I'. JloxxaukoB, M.I. Cantan. — Mocksa : DHeprus, 2010. —
240 c. http://biblioclub.ru/index.php?page=book&id=58393

Pasnea 6. [lepeyens pecypcoB HHGOPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTu «H-
TepHeT», HeOOXOAUMBbIX /LIS 0CBOEHHUSI TUCIIUTLIHHBI

Kaxip1it 00ydaromuiics B TCUEHUE BCETO Mepruoia 00ydeHHs 00ecrieueH NHIUBUTY-
aJIbHBIM HEOTPAaHMUYCHHBIM JIOCTYIIOM K OJTHOW WJIM HECKOJIBKMM 3JIEKTPOHHO-OMOIHOTEY-
HBIM CHCTEMaM U K 3JICKTPOHHOH HH(POPMAIIMOHHO-00pa30BaTe/IbHON Cpejiec YHUBEPCUTETA
(http://e-dgunh.ru). DaeKTpPOHHO-OMOIMOTEUHAs CHCTEMa M DJICKTPOHHAs HWH(pOpMAaIIH-
OHHO-00pa3oBaresibHasg cpefa 00ecleYyuBaeT BO3MOYKHOCTh JOCTYyNa, 00y4arolerocs u3
JM000#1 TOYKH, B KOTOPOM MMeeTCa AOCTYyN K MH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON
cetu "MHTEpHET", KaK HA TEPPUTOPUH YHUBEPCUTETA, TAK U BHE €€.

JIsi caMOCTOSATEILHOTO M3YUCHHsI MaTepHana U 03HAKOMIJICHUSI C PerjiaMEeHTUPYIO-
IIMMH JTOKYMEHTaMH U TEKYyIIel MPaKTUKOM B 001aCTH MEHEKMEHTa HH(GOPMAIIMOHHOM
0€30MacHOCTH, PEKOMEH/IyEeTCs HCIIOIb30BaTh cieaytomme MHTepHeT-pecypeh:

1. http://www.fsb.ru/ — opunmansusiii caiit ®Cb Poccuu;
2. http://fstec.ru/ — opunmansuerii cait ®CTIK Poccuu;
3. http://www.consultant.ru/ — onnaitH-Bepcuss MHPOPMAIMOHHO-TIPABOBO CHUCTEMBI

«Koncynbrantlntocy;

4. http://Standartgost.ru—otkpseitas 6a3za 'OCTos;
5. http://www.garant.ru/ — onnaitH-Bepcus HHGOPMAIIMOHHO-TIPABOBOM crcTeMbl «I a-
paH”™.

Pa3znen /. [lepeyeHb JTULEH3MOHHOTO MPOTPAMMHOI0 o0ecneyeHus1, TH(POPMaIMOH-
HBIX CIIPABOYHBIX CHCTEM U NMPO(ecCHOHATBHBIX 0a3 JaHHBIX
7.1. JIuieH3MOHHOE U CBOOOJHO pacnpocTpaHsieMoe NMPorpaMMHoOe odecreye-
HHE, B TOM 4YHCJIe 0Te4eCTBEHHOT0 IPOU3BOACTBA

1. Windows 10
2. Microsoft Office Professional
3. Adobe Acrobat Reader DC
4. VLC Media player
5.7-zip
6. ITIporpammuoe obecreucuue ViPNet
7. Wireshark

7.2. llepeyeHb HH(POPMALTMOHHBIX CIIPABOYHBIX CHCTEM

— MWudopmanmonno cnpapounas cucrema «Koncynsrantllnrocy.

7.3. Ilepevensb npodeccoHaNbLHbIX 023 JaAHHBIX
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— TocymapcTBeHHBIN peecTp cepTUPHUIMPOBAHHBIX CPEACTB 3aLTUTHI WH(OPMALIUU
N POCC RU.0001.01BM00  (http://fstec.ru/  tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-
gosudarstvennyj-reestr-sszi);

— TocynapcTBEeHHBIN peecTp CepTU(GUIIMPOBAHHBIX CPEACTB 3aIUThl HHPOpMAITUU
(http://clsz.fsb.ru/certification.htm);

— Hayunas snextponnas 6ubnunoreka (https://elibrary.ru/).

Pazjnen 8. Onucanne MaTepuaJIbHO-TEXHUYECKOI 0a3bl, HEOOXO0AMMOI 1JIsl OCYIEeCTB-
JIeHHsI 00pPa30BaTEIbHOI0 MPOLECCA MO AUCHUIIINHE
JIns mpenofaBaHus TUCHUIUIMHBI « be30MacHOCTh BEIYMCIUTENBHBIX CETE» HUCIOJIb-
3YIOTCSI CIIEYIONINE CelMalbHbIe TOMEIICHHS U YUYeOHbIC ayIUTOPUU:

Y4yeOHasi aynuropus 1 npoBeAeHus: y4eOHbIX 3anaTuil Ne 4.9 (Poccusi, Pec-
nyoauka [darecran, 367008, r. Maxaukaina, yia. [[skamaayrauaa AraeBa, 10M S, yue0-
HbI kKopmyc Ne 2 siurep «B»)

Ilepeuens ocnoenozo 0oopyoosanusn:

KoMIiekT crennanu3npoBaHHON MeOeu.

Jlocka mesoBasl.

Habop nemoHcTpalmoHHOro 000pyA0BaHUs: MPOEKTOP, NEPCOHAIBHBII KOMITBIOTED
C AOCTYIIOM K ceTH MIHTepHEeT 1 KopriopaTuBHOU cetn yHuBepcurera, ObC «YHuBepcuTer-
ckast oubnmmorexka ONLINE» (www.biblioclub.ru), 9bC «3bC IOpaiit» (www.urait.ru), ut-
TEpaKTUBHAs JOCKa, aKyCTUYECKasl CUCTEMA.

Ilepeuens yuebHo-nazna0HbIX nocooOUuil:

KomMriekt HarmsiaHbIX MaTepuanoB (OaHHEpHI, IIAKaThl);

KOMIUIEKT 3JI€KTPOHHBIX WILUTIOCTPATHBHBIX MaTepuanoB (MPE3eHTAllUH, BUIEOPO-
JIUKH).

JlabopaTopusi 3a1IMIIEHHBIX ABTOMATH3MPOBAHHBIX CHCTEM, y4eOHasl ayJAuTo-
pusi s nposBeaeHus y4eOHbIX 3aHsaTHil Ne 4.13 (Poccus, Pecnydsuka /larecraw,
367008, r. MaxaukaJia, yi. /lxkamaayTauHa AtaeBa, 10M S, yueOHbIH Kopiyc Ne 2 jiu-
Tep «B»)

Ilepeuens ocnoenozo 0oopyoosanus:

KoMriekT crnennanu3npoBaHHON MeOelu.

Jlocka mesoBasl.

Habop neMoHCTpaliMoHHOro 000py1I0BaHUS: IPOEKTOP, aKyCTUYECKask CUCTEMA.

[TepconanbHble KOMIBIOTEPHI — 20 €.

TunoBoit KOMIUIEKT yueOHOTo 00opynoBanus «Kpunrorpaduueckue cuctemMb».

[Iporpammuo-anmaparHbeie KomIuiekchl ViPNet

Ilepeuens yuebHo-naznaonvlx nocoouii:

Komriekt HarmsigHbIX MaTepuanoB (OaHHEPHI, TIaKaThl);

KOoMIIIEKT 3JeKTPOHHBIX WUIUTIOCTPATUBHBIX MaTepuajoB (Tpe3eHTaluu, BUIIEOPO-
JIUKH).

IHomemenue a5 camocrosaTeSiIbHOUM padoThl Ne 4.5 (Poceusi, Pecnnydsiuka lare-
craH, 367008, r. Maxaukaua, yJ. [zkamanyranna Araesa, 10M S, yueOHbIH KOpILyc Ne
2 murep «By»)

Ilepeuens ocnoenozo 0oopyoosanusn:

17



[lepcoHanbHbIE KOMITBIOTEPHI C TOCTYNOM K ceTh «ITHTepHET» U B AJIEKTPOHHYIO UH-
dbopmarmoHHo-00pa3oBaTenbHy0 cpeay — 19 en.

IHomemenue aisi camocrositesbHO padoTnl Ne 1-1 (Poccusi, PecmyOsiuka lare-
craH, 367008, r. MaxaukaJa, yi. [skamaayrauna AraeBa, 1oM S, yueOHbII Kopiyc Ne
1)

Ilepeuenv ochoenozo obopyoosanus:

[lepcoHanibHbIE KOMIIBIOTEPHI C JOCTYIIOM K ceTH « IHTepHET» U B DJIEKTPOHHYIO UH-
(dbopmaiioHHo-00pa3zoBaTenbHyto cpeay — 60 e.

Pa3nen 9. O6pa3oBareibHbIE TEXHOJIOTHH

OO0pazoBaTebHBIC TEXHOJOTHH, UCIIOIB3YEMbIE TIPH IPOBEICHUN YICOHBIX 3aHITHMA
0 TUCITUTIINHE «be30macHOCTh BRIUUCIUTENBHBIX CETEH», 00ECTICUNBAIOT PA3BUTHE ¥ 00Y-
YAIOMUXCS HEOOXOUMBIX TPOPECCHOHAIBHBIX 3HAHUH 1 HABBIKOB.
[Ipu ocBoeHnn MUCIMIUIMHBI «bBe30MacHOCTh BBIYMCIUTEIBHBIX CETEH» HMCIOIb3Y-
I0TCS CIIeAyoIre 00pa3oBaTeIbHbIE TEXHOJIOTHH:
— BBINIOJIHEHUE JJAOOPATOPHBIX padOT /JIs BHIPAOOTKH HABBIKOB paOOTHI € ITPaBO-
BBIMH ¥ OpPraHU3AIMOHHBIMHU JIOKYMEHTAMHU, PETJIaMEHTUPYIOIIMMH MPOBE/Ie-
HUE MEPONPHUATUI MO 3aIUTE CBEJCHHUH, COCTABIISIIONIUX TOCYIapCTBEHHYIO
TalHy;
— pasbop Keic-3a7a49 B MENIIX BIPAOOTKH HABBIKOB MPUMEHEHUS HOPMATUBHOU
JOKYMEHTAITUU ¥ TIPUHSTHS YIIPaBICHYCCKUX PEIICHUN B Pa3IMYHBIX CHTYya-
LHSX;
— TIPOEKTHAs ACATEIBbHOCTD sl BRIpAOOTKH YMEHUN aHaIu3a HHPOPMAITMOHHBIX
aKTHBOB MPEANPUITHS U Pa3pabOTKH JOKYMEHTOB, PETJIAMCHTUPYIOIIUX JesI-
TEJILHOCTH T10 YIPABICHUIO WH(POPMAITMOHHON 0€301acHOCThIO B OpraHu3a-
11K
— TMPOBEJCHUE YCTHBIX OMPOCOB B IEJISAX PA3BUTHUS HABBIKOB ITOMCKA PEIICHUHN U
MEXTMIHOCTHON KOMMYHHKAIIAH;
— BHeayJIuUTOpHAs paboTa B (hopMe 005S3aTeIbHBIX KOHCYJIBTAIMN U UHIAUBUIY-
aNbHBIX 3aHATUM CO CTyJCHTaMH (ITOMOIIh B TOHUMAHHUH TEX WM UHBIX MOJIE-
JIel ¥ KOHIIEIIINM, TTOATOTOBKA pedepaToB U 3cce, a TaKKe TE3UCOB JJIS CTY-
JIEHYeCKUX KOH(MEPEHIINH U T.]1.).
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Jlucr akryanuzanuu pado4eil mporpaMMbl U CHUANIJINHBI
«be30macHoCThL BBIYUCJINTEIBHBIX CeTe»

Pabouast mporpaMma repecMoTpeHa,
o0cyXKeHa u oo0peHa Ha 3ace/laHuu Kadeapbl

ITpoToKOJI OT « » 20 r. No

3aB. xadenpoii

Pabouas mporpamma nepecMoTpeHa,
oOcyx/ieHa u 0100peHa Ha 3aceaHuu Kadeapbl

[IpoTokon OT « » 20 r. Ne

3aB. kadenpoit

Pabouas nmporpamma nepecMoTpeHa,
oOcyx/1eHa 1 0100peHa Ha 3aceJaHuu Kadeapsbl

IIpoTokoiI OT « » 20 r. Ne

3aB. kadeapoit

Pabouas mporpamMmma repecMoTpeHa,
oOcyxeHa u 0100peHa Ha 3aceqaHuu Kadeapb

IIpoTokoiI OT « » 20 r. No

3aB. kadeapoit
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