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Ha3nayeHune O1leHOYHBIX MaTepuajaoB

OrneHouyHble  MaTepuanbl  pa3padaThIBAOTCA  JUISI  TEKYIIETO  KOHTPOJIA
yCIieBaeMOCTH (OLIGHWBAaHUS XOJa OCBOCHHS JUCIMIUIAHBI), IS TIPOBEIACHUS
IPOMEKYTOUHOW aTTecTanuu (OLIGHWBAaHUS TPOMEKYTOYHBIX M OKOHUYATEIIbHBIX
pe3yIbTaTOB OOYUCHHUS IO TUCIUILINHE) 00YJarOIINXCs 10 TUCIUIUTHHE «be3onmacHoCTh
BBIUMCIIMTEIHHBIX CETEI» B IIEJSX OMPEICTICHISI COOTBETCTBUS UX YUCOHBIX JOCTHKCHHMA
MO3TaNHBIM TpPeOOBaHUSIM 00pa30BaTENbHON MPOTrpamMMbl BHICIIETO O0Opa30BaHUsS IO
HampasiaeHuto moarotoBkd 10.03.01 WMudopmarnmonnas 06e30MacHOCTh, MNPOGUITH
«be30macHOCTh ABTOMAaTU3UPOBAHHBIX CUCTEM.

OrneHOYHBIE MaTEepUaNbl MO TUCHUIUIMHE «be30macHOCTh BBIYMCIUTEIBHBIX
CeTei» BKIIIOYAIOT B ceOs: MepeueHb KOMIIETEHIUMH C yKa3aHHEM BHUIOB OLIEHOUYHBIX
CPEICTB B IMPOLIECCE OCBOCHUS TUCIUIUIMHBI, OMMCAHUE TOKa3aTelied M KPUTEpUEB
OLICHUMBAHUS KOMIIETEHIIMM Ha Pa3IMyHBIX 3Tanax Uux (GOPpMUPOBAHUS, ONKCAHUE LKA
OLICHWBAHUS; KOHTPOJIbHBIE 3aJJaHUs WM UHbIE MaTepHalibl, HEOOXOAUMBIE JJI1 OLEHKU
IUIAHUPYEMBIX PE3ylbTaTOB OOY4YEHMs] O JIWUCUUIUIMHE; METOAMYECKHE MaTepHallbl,
OTIpeIEISAIOINE IPOLEAY Pl OLICHUBAHUS 3HAHUH, YMEHUH, HABBIKOB, XapaKTEPU3YIOLINX
sTanbl GOPMUPOBAHUS KOMIIETEHIIUH.

OneHouyHble MaTepuanbl CPOPMUPOBAHbI HAa OCHOBE KIIOYEBBIX MPHUHIIMIIOB
OLICHUBAHUSL:

— BAUAHOCTH: OOBEKTHI OLEHKH JIOJDKHBI COOTBETCTBOBATH IOCTaBICHHBIM
easiM oOy4eHHUS;

— HaJEeKHOCTH: HCIIONH30BAHUE €IMHOOOPA3HBIX CTaHAAPTOB U KPUTEPUEB IS
OLICHUBAHUS JOCTUKECHU;

— 0OBEKTUBHOCTH: pa3Hble 00yUaroluecs: JOKHbI UMETh paBHbIE BO3MOKHOCTU
IUTS TOCTHKEHHMSI yCTiexa.

OCHOBHBIMH TTapaMEeTPaMHU U CBOWCTBAMHU OIICHOYHBIX MAaTEPHUAJIOB SBJISIOTCS:

— MpEeAMETHAsl HallPaBJIEHHOCTh (COOTBETCTBUE MPEIMETY U3yUeHUsI KOHKPETHOU
JTUCLUTUINHBI);

— cojaepkaHMe (COCTaB M B3aUMOCBS3b CTPYKTYPHBIX €IWHUIL, 00pa3yromumx
coJiepKaHue TEOPETUYECKOM U MPAKTUUECKON COCTaBISIONMX JUCIUILTUHBI);

— 00BeM (KOJIMYECTBEHHBIN COCTAB OLIEHOYHBIX MAaTEPHUAIIOB);

— KauecTBO OIICHOYHBIX MAaTEepPHAIOB B IEJIOM, OOECTIEYMBAIOUINX IOTYYCHHE
OOBEKTUBHBIX M JOCTOBEPHBIX PE3yIbTaTOB MPHU MPOBEACHUH KOHTPOJISA C Pa3IMUHBIMH
HEITSIMH.



Pasznea 1. IlepeyeHs KOMIIETEHUMH € YKa3aHUEM BH/I0B OLICHOYHBIX CPeICTB
B IIpoLecce OCBOCHHS M CUHIIHHBI

1.1. Ilepeyens ¢popMupyeMbIX KOMIETEHIM I

Kon DopMyJTHPOBKA KOMIIETEHIMH
KOMIIeTEeHI[UH
K MHNPOPECCHUOHAJIBHBIE KOMIIETEHIIUN
IK-1. CnocoOeH BBIMOJTHATh KOMILUIEKC 3aJad aJMHUHHUCTPUPOBAHUS TOJCHCTEM

uH(OpPMaITMOHHON
0€30MACHOCTBIO  ONEPALMOHHBIX CHCTEM,

0€30IMacHOCTH
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JAaHHBIX 1 KOMIIBIOTCPHBIX cerent

yIpaBICHUS

uH()OPMAITMOHHON
CHUCTEM yHpaBieHUs Oa3zamu

1.2. IlepeyeHb KOMIIETEHIHI ¢ YKa3aHHEM BHA0B OLICHOYHBIX CPEICTB

Dopmupyemvoie Koo u IInanupyemoie Ypoenu Kpumepuu Buowi
KOMnemeHyuu | HaUMeHo8anue | pe3yibmamaol oceoenusn oyenueanus OUECHOYHBIX
uHoukamopa | o00yueHusa no | KomnemeHyuil | chopmuposanu cpeocme
oocmudicenusn | oucyuniume, ocmu
KOoMnemeHnyuu | Xxapaxkmepusyio KomnemeHnyuil
uiue Imanvt
dopmuposanusn
KomnemeHuui
IK-1. HIIK-1.3. 3HATD: [Toporoseiii  |OOyuatomuiicss |Bjaok A —
Crnocoben AJIMUHUCTPUDY |— yYpOBEHb cnabo 3a1aHus
BBIIIOJIHATH €T MOJCHCTEMY [ METOJI0JIOIHYEC (4acTU4HO) PENPOAYKTUBHO
KOMIUIEKC 3a/1a4 | 3aIIUThI KHe u 3HAeT T'O YPOBHS:
aJIMUHUCTPUPOB [MHQOPMAIIMA | TEXHHYECKUE METOJIOJIOTHYECK (— BOIMPOCHI IS
aHMS TOJICUCTEM | KOMITBIOTEPHBIX |OCHOBBI ue U | 00CYXKICHMSI;
WH(pOpPMaIIUOHH |ceTei obecrieueHus TEXHHYECKHE - TECTOBBIE
ot UH(OPMaILIMOHH OCHOBBI 3a/IaHusl.
0€30MacHOCTH U oif o0ecrnieuyeHus
yTpaBICHU 0e3omacHOCTH uH(GOpPMaIMOHH
MH(OPMALIMOHH CETEBBIX oi
oi aBTOMAaTU3HUPOB 0€30MacHOCTH
0€301MacCHOCThIO aQHHBIX CHCTEM, CETEeBBIX
OTIepaIMOHHBIX OCHOBHBIE aBTOMAaTHU3HPOBA
CUCTEM, CHCTEM MIPUEMBI HHBIX  CHCTEM,
yTpaBICHU HACTPOMKH OCHOBHBIE
0a3zaMu JTaHHBIX MOJICCTEM MIPUEMBI
" uH(MOPMAIUOHH HACTpONKHU
KOMIIBIOTEPHBI ou MOJICUCTEM
X ceTei 0€301acHOCTH nH(OPMAIIMOHH
KOMIIBIOTEPHBIX oi
ceTell, THIIOBBIE 0€e30macHOCTH
MOJIEIN  aTak, KOMITBIOTEPHBIX
HaTPaBIEHHBIX CeTel, THUIOBBIC
Ha MPEeO0JI0JIEHNE MOJIENM  aTak,
3aIUTHI HaIpaBJICHHBIX
CETEBBIX Ha IPEooJIeHHe
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OCYIIECTBUMOCT YCIOBUS ux
U, BO3MOXHbIE OCYIIIECTBUMOCT
MIOCIICICTBHSI, M, BO3MOXHBIC
CIoco0bI MOCIIE/ICTBUS,
MpeA0TBPAIEHU CIOCOObI
a, peIOTBpAICHH
MIEPCIICKTHBHBIC o,
HaIpaBIICHUS NEePCIIeKTUBHbBIC
pa3BHUTHSA HaTpaBIICHUS
TEXHOJIOTHi1 pa3BUTHUSA
obecrieueHus TEXHOJIOTUI
0€301acHOCTH B obecrieueHus
CETAX, 0€e30MacHOCTH B
COBpPEMEHHBIX CeTsIX,
npobiemax COBPEMEHHBIX
HAyKH npobiieMax
MH(OpPMaLOHH HayKu
oM UH(POPMALIMOHH
0e30MacHOCTH U oit
polu U MecTe 0€30MacHOCTH U
3aIUTHI polli W MecTe
uHpopMaluu B 3aIUTHI
ceTsax pu nHdpopmanuu B
pelleHnu 3aaad, CeTsIX npu
CBSA3aHHBIX  C pelleHun 3ajad,
obecrieyeHneM CBSI3aHHBIX c
KOMIUIEKCHOM obecrnieueHreM
WH(OPMAITMOHH KOMITJICKCHOM
oM UH(POPMALIMOHH
0€301MacHOCTH. oit
0€30MaCHOCTH..
bazoBsrit OO0yuarommuiics ¢
YPOBEHB He-

3HAYUTEIbHBIMH
OIIMOKaMH u
OTACIbHBIMU
npobenamMu
3HAET
METO0JOTHYECK
ne 5
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pa3BHUTHS
TEXHOJOTHI
obecneueHUs
0€e30IacHOCTH B
ceTsXx,
COBPEMEHHBIX
npoOiemax
HayKu
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o
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YwMmeer:

—  TIPOBOJHTH
aHaJIn3 CETEBBIX
ABTOMATH3UPOB
AHHBIX CHUCTEM C
TOYKA  3PCHUS
obecrieueHus
UH(POPMALMOHH
ou
0€30ITaCHOCTH.

PCAIM30BbIBATH

[Toporossrit
YPOBEHBb

OOGyuarommiics
ciabo
(4acTU4HO)
yMeeT
MIPOBOJTUTH
aHaJIM3 CETEBBIX
aBTOMAaTH3HPOBA
HHBIX CHCTEM C
TOYKH  3pEHUs
o0ecrieyeHus
nH(pOpMaLMOHH
oi

baiok B -
3aJJaHusA

PEKOHCTPYKTHUB
HOT'O YPOBHS
- KOMIIJIEKT
TCMATHUK JJIA

pedeparos.
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wiue Imanvl
dopmuposanusn
KomnemeHuui
Mepbl 0€301acHOCTH,
MIPOTUBOJICUCTB peann30BbIBAThH
Usl BBISIBJICHHBIM MEpbI
yrposam MPOTUBOICHCTBU
CEeTeBOM s BBISBIICHHBIM
0€30MacHOCTH C yrpo3am ceTeBOu
UCIIOJIb30BaHUE 0€30MMacHOCTH C
M pa3IHYHBIX HCII0JIb30BAHUE
MPOrPaMMHBIX U M pa3’IU4YHbIX
anmapaTHBIX POrPaMMHBIX H
CpEeICTB anmnapaTHbIX
3aIUTHI B CPEIICTB 3alIUTHI
COOTBETCTBUH C B COOTBETCTBUU
npaBUjaMu  HMX C MpaBWJIAMHU UX
MPUMEHEHHUS. NPUMEHEHUS,
- pa3zpabaThiBaTh
pa3pabaTbiBaTh MO/JIEH u
MOJIEH " TOJIUTUKY
MOJIUTUKY ceTeBoi
CeTeBOMU 0€30I1aCHOCTH,
0€30IacHOCTH, UCTIONB3YS
UCITIONTB3YsI W3BECTHBIE
M3BECTHBIE MOAXObI,
MOAXO/IbI, METO/IbI,
METO/IbI, CpencTBa,
CpeICTBa. MIPUMCHSITh
—  TPUMEHATH 3allUILEHHbIE
3aIUILEHHbIE OPOTOKOIBI |
MPOTOKOJBI U MEKCETEBbIE
MEXCETEBbIE JKpaHbl,
SKpAaHBbI, HEOOXOMMBIE
HEO0OXOIUMBIE JUISL peal3aiuu
JUISL peanu3aluu CHUCTEMBI
CHUCTEMBI 3aIUTHI
3aIUATHI nHdopmanuu B
uHpopManuu B CeTAX
ceTsxX ba3oBbIit OOyuaromumiics ¢
YPOBEHB HE3HAYUTEIIbHBI
MU
3aTPYyAHCHUSIMU
yMeeT
MIPOBOJIUTH

aHaJIn3 CCTCBBIX
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PUMEHEHUS,
pa3zpabaThiBaTh
MOJIeTTH u
TTOJINTUKY
CEeTEeBOU
0e30I1aCHOCTH,
UCTIONB3YS
W3BECTHBIC
ITOXO/IbI,
METO/IbI,
Cpe/CTBa,
IPUMEHSITh
3allHUIICHHBIC
MPOTOKONIBI |
MEKCETEBbIC
JKpaHbl,
He00XO0INMBIE
JUISL pealin3aiuu
CHUCTEMBI
3aIIHUTHI
nHdopmanuu B
CeTAX

IIpoABUHYTBII

OO6yygarommiics
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Dopmupyemeole Koo u Inanupyemoie Ypoenu Kpumepuu Buow
KOMnemenyuu | HaUMeHO6anue | pe3yabmamaol oceéoenus OUeHuGanus OUEHOYHbBIX
UHOUKamopa | 00y4eHus no | KomnemeHyui | chopmuposann cpeocme
0ocmudiceHusn | OUCHUNIUHE, ocmu
KOMRnemeHyuu | Xxapaxkmepusyro Komnemenyuil
wiue Imanvl
dopmuposanusn
KomnemeHuui
yYpOBEHb yMeeT
MPOBOJIUTH
aHaJIU3 CETEeBBIX
aBTOMAaTU3UPOBA
HHBIX CHCTEM C
TOYKH  3pPEHUS
obecrnieueHus
UH(POPMALMOHH
ol
0€30I1aCHOCTH,
pean30BbIBaTh
Mepbl
IPOTUBOACUCTBU

s BBISBJICHHBIM
yIrpo3aM CETEBOU
0€30I1aCHOCTH C
HCIOJIL30BaHHUE
M Pa3IHYHBIX
IPOrPaMMHBIX H
anmapaTHbIX
CPEIICTB 3alIUTHI
B COOTBETCTBHU
C MpaBUJIAMH UX
MIPUMCHCHHSI,
pa3pabaThIBaTh
MOJIEIIN u
MOJIUTUKY
CETeBOM
0e30I1acCHOCTH,
UCIIOJIb3YS
H3BECTHBIC
TTOIXOJIBI,
METOIBI,
CpencTBa,
MIPUMECHSIT
3aIUIICHHBIC
MIPOTOKOJIBI u
MCKCETCBEIC
JKpaHbI,
HEOOXOIUMBIC
JUTSL peali3aliuu
CHCTEMBI
3aIIUATEI
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Dopmupyemeole Koo u Inanupyemoie Ypoenu Kpumepuu Buow
KOMHnemeHyuu | HAaUMeHOGAHUe | Pe3yTbmamul oceéoenus OUeHuGanus OUEHOYHbBIX
UHOUKamopa | 00y4eHus no | KomnemeHyui | chopmuposann cpeocme
0ocmudiceHusn | OUCHUNIUHE, ocmu
KOMRnemeHyuu | Xxapaxkmepusyro Komnemenyuil
wiue Imanvl
dopmuposanusn
KomnemeHuui
uHdopmauu B
CeTAX
Baajners: [ToporoBerii |OOyuatomuiics |baok C  —
— HaBbIKAMU YPOBEHb cinabo 3a/laHus
KOMILJIEKCHOTO (4acTU4HO) MPAKTUKO-
aHajam3a u BJIAJICET OpUEHTHUPOBAHH
OILICHKH CETEBOM HaBbIKAMU Oro ypOoBHS
0€301acCHOCTH. KOMILUJIEKCHOTO | — KOMILJIEKT
— HaBbIKAMU aHaym3a 1| Kelc-3a1ad.
KOMIUIEKCHOTO OLICHKU CETEBOM
MIPOEKTUPOBAHU 0€30MacHOCTH,
s, TOCTPOCHHUS, KOMILJIEKCHOTO
o0cTyKUBaHUS POEKTUPOBAHU
u s, TIOCTPOCHUS,
aIMUHUCTPUPOB o0CITyKMBaHUS U
aHUs aJMUHUCTPUPOB
3aIUIIEHHBIX aHus
BBIYUCIIUTEIIbH 3aIUIIEHHBIX
BIX CETEH. BBIUMCIUTENbHBI
- HaBBIKAMH X CeTeH,
MIPOEKTUPOBAHU HaBBIKAMU
s 3alIUIIEHHBIX MIPOCKTUPOBAHU

ceTell C LEeNbIo

A 3alIMIICHHBIX

obecreueHust CeTe C IIEINbI0
HaJIe>KHOCTH oOecrieueHus
(GyHKIIMOHHUPOB HaJEKHOCTH
aHHS u (YHKITMOHHPOBA
OTKa30yCTONYH HUSA u
BOCTH OTKa30yCTOMYHUB
arrmapaTHbIX 158 0OCTHU
MPOrPaMMHBIX anmapaTtHbIX W
CpencTB NIPOrPAMMHBIX
00paboTKH CpeAcTB
nHpopmanuu. 00paboTku

— MOCTPOCHHUS U nH(popManuu,
IKCILTyaTaI[uu MOCTPOCHHUS |
BBIYUCIIUTEIIBH IKCILTyaTaIluu
bIX CeTeﬁ; BBIYUCIINTCIIbHBI
- HaBBIKAMH X ceTel,
HCITOJIH30BaTh HCITOJIh30BaTh
anmapatHele U anmapaTHele U
IMporpaMMHBIC IporpaMMHBIC
CpeacTBa CpelCTBa
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Dopmupyemeole Koo u Inanupyemoie Ypoenu Kpumepuu Buow
KOMHnemeHyuu | HAaUMeHOGAHUe | Pe3yTbmamul oceéoenus OUeHuGanus OUEHOYHbBIX
UHOUKamopa | 00y4eHus no | KomnemeHyui | chopmuposann cpeocme
0ocmudiceHusn | OUCHUNIUHE, ocmu
KOMRnemeHyuu | Xxapaxkmepusyro Komnemenyuil
wiue Imanvl
dopmuposanusn
KomnemeHuui
obecrnieueHus obecrnieueHus
UH(POPMALMOHH nH(POPMAIMOHH
on ol
0€30MacHOCTH. 0€30MMaCHOCTH.
ba3zoBbiii OO0yuaromuiicst ¢
YpOBEHb HEOOIBIINMH
3aTpyIHEHUSIMHU
BIIAJICET
HaBbIKAMU
KOMILJIEKCHOTO
aHaym3a u
OLICHKU CETEBOM
0€e30I1aCHOCTH,
KOMILJIEKCHOTO
MPOEKTUPOBAHU

s, TOCTPOCHHUS,
o0CITyKUBaHUS U
aJIMAHUCTPUPOB
aHUs
3alIUIIEHHBIX
BBIYUCIIUTENBHBI
X ceTeH,
HaBBIKaMU
MPOEKTUPOBAHU
s 3alUIIEHHBIX
CceTell C LEJbIo
obecreyeHus
Ha/IKHOCTH
(yHKIIMOHHPOBA
HUSI u
OTKAa30yCTOMYUB
OCTH
anmapaTHbIX |
MIPOrPaMMHBIX
CpeAcTB
00paboTku
uH(pOpMaIHH,
MOCTPOSHHUSI U
9KCIUTyaTaIH
BBIUUCITUTEIEHBI
X ceTel,
WCTIOJIH30BATh
anmapaTHble |
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Dopmupyemeole
KomnemeHnyuu

Koo u
HaumeHosaHue
UHOUKamopa
oocmudiceHus
KOMnemeHuuu

Inanupyemoie
pe3yiomamaot
00yuenusn no
oucyuniune,
xapaxkmepusyio
wiue Imanvl
dopmuposanusn
KomnemeHuui

Ypoenu
0ce0eHusn
KomnemeHnuui

Kpumepuu
OYeHUBAHUA
chopmuposann
ocmu
KomnemeHnuui

Buowt
OUEHOYHbBIX
cpeocme

POrpaMMHBIE
CpeacTBa
obecreyeHus
nH(POPMAIMOHH
on
0e30IMacHOCTH.

[IpoaBuHyTHIN
YpOBEHb

OO6yuarommiics
CBOOOHO
BIIaJICCT
HaBBIKAMH
KOMILICKCHOT'O
aHajn3a u
OLICHKU CETEBOU
0€30I1aCHOCTH,
KOMILICKCHOT'O
IPOEKTUPOBAHU
s, TIOCTPOCHUS,
o0CcIy>KUBaHUS U
aIMUHUCTPUPOB
aHUs
3aIHIIEHHBIX
BBIYMCITMTEIIbHBI
X ceTel,
HaBBIKAMH
POEKTUPOBAHU
s 3alUIICHHBIX
CeTell C IENbI0
obecneueHUst
HaJC)KHOCTH
(yHKIIMOHMPOBA
HUS u
OTKAa30yCTONYHB
OCTH
anmapaTtHeIX |
MPOrPaMMHBIX
CpencTB
o0paboTku
nHpopmanuu,
MOCTPOCHUS |
JKCIUTyaTaIluu
BBIYMCITMTEIIbHBI
X ceTei,
HCITOJIh30BaTh
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Dopmupyemeole
KomnemeHnyuu

Koo u
HaumeHosaHue
UHOUKamopa
oocmudiceHus
KOMnemeHuuu

Inanupyemoie
pe3yiomamaot
00yuenusn no
oucyuniune,
xapaxkmepusyio
wiue Imanvl
dopmuposanusn
KomnemeHuui

Ypoenu
0oceoenus
KomnemeHnuui

Kpumepuu
OUCHUBAHUA
chopmuposann
ocmu
KomnemeHnyuil

Buowt
OUEHOYHbBIX
cpeocme

amnmapatHble U
MPOrpaMMHBIE
CpeacTBa
obecneueHuUs
uH(OpMaIMOHH
on
0€e301IacCHOCTH.

Paszpnes 2. 3axanus, Heo0X0AUMBbIE 1JIA OLEHKH IVIAHUPYEMBbIX

pe3yJbTATOB 00y4eHMsl M0 JUCHUIIINHE

st nposepku cpopmupoBanHocTi kommnereHuun [IK-1. Crioco0eH BBINOJIHATH
KOMILICKC 32124 aIMUHUCTPUPOBAHNS MOACHCTEM HH(POPMAIITUOHHOI
0€e30MacHOCTH U ynpaBJieHUus HHGOPMANMOHHO 0€30IIaACHOCTHI0 ONePAIIHOHHBIX
CHCTEM, CHCTEeM YINPaBJeHHUs 0a3aMM JaHHbIX U KOMIILIOTEPHBIX ceTeil
NIIK-1.3. ATMUHHCTPHUPYET MOACHCTEMY 3aINUTHI HH(POPMALIUA KOMIILIOTEPHBIX
ceren

Baok A. 3aganus penpoAyKTHBHOIO YPOBHA («3HATH)
A.1 ®oHJA TECTOBbIX 32IAHUI 110 AMCUUIIIMHE

1. Yem otninuaercs nporokona UDP ot TCP?
a. KonmyecTtBoM mopToB AJist padOTHI,
b. Pasmepom makera;
Cc. Tunom coeguHeHUd,
d. Homepamu nopToB.

2. Yrto rapantupyer tcp?
a. CkopocTb;
b. Coenunenue;
C. OuepenHOCTh MAKETOB,
d. Pasmep makera.

3. TCP ot UDP otnmyaroTcs TeM, 4TO:
a. B TCP ectn coequnenue, a B UDP — Her;
b. TCP moxer mapmipyrusuposathes, a UDP — Her;

c. TCP 6onee HoBbIii ipoToK0J, a UDP — crapsiii;

d. TCP ue ucnonssyercs st DNS, a UDP ucnonb3yercs.
4. Kaxoit mpotokoii, UDP unu TCP, obecnieurBaeT 00jiee BEICOKYIO CKOPOCTh MEpeaaun
JAHHBIX U TIoueMy?
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a. UDP, tak kak He TpeOyeT YCTaHOBKH COEIWHEHUS WU TMOJATBEPKICHHUS
JIOCTABKH;
b. TCP, Tak kak He HCIIOJB3YyET MU(POBAHUE;
c. TCP, tak kak He TpeOyeT YCTaHOBKM COCIUHEHHS W TMOATBEP>KICHUS
JIOCTAaBKH;
d. CkopocTbio pabOTHI TaHHBIC TIPOTOKOJIBI HE OTIIMYAFOTCA.
5. Kakas qymuna aapeca y [Pv6?
a. 12;
b. 256;
c. 128;
d. 16.
6. Ecnu mpedukc macku /24, To 4eMy paBHO MaKCHMAaJbHO BO3MOKHOE KOJIUYECTBO
XOCTOB B JJaHHOM MOACETH?
a. 256;
b. 24;
C. 224;
d. 128.
7. SIBAsitoTCA M TIEpPEUMCIIEHHBIE  aJipeca  BHYTPEHHHMMH WA  BHEIIHUMH:
A.192.168.144.100 B. 172.17.42.1
a. OO0a BHyTpeHHHUE;
b. O6a BHemHue;
C. A — BHemHui, B — BHyTpeHHUI;
d. A — BHyTpeHHUi, B — BHEITHMIA.
8. [lns BXxoma B cucteMy 10 ssh Hy)XHO 3HaTh/mMeTh (BpiOepruTe HECKOIBKO BapHAHTOB
OTBETA):
MapoJIb ro0t OT JIOKAJIbHOW CUCTEMBI,
Ip-aapeca/uMsi CUCTEMBI | TTOPT;
ssl-ceptuduxkar;
IPUBATHBIA KJTFOY 3aPETUCTPUPOBAHHBIN B aBTOPU30BAHHBIX KITIOYAX;
€. HMs TOJB30BaTEIIs.
9. Haubonee u3BecTHbIE annapaTHbIE YSI3BUMOCTH COBPEMEHHBIX MTPOLIECCOPOB:
a. WannaCry u EternalBlue;
b. Meltdown u Spectre;
c. CVE;
d. WannaCry, EternalBlue, CVE.
10. Ha kaxom nopty pabortaet nporokona SMB?
a. 12;
b. 1024;
C. 445;
d. 3389.
11.Vcnionp3ys KaKkylo U3 HIDKETIEPEUUCICHHBIX KOMAH]I, MOXKHO TTPOBEPUTH, OTKPHIT
mu TCP nopt 8080 Ha yganeHHol MamuHe?
a. telnet ip_address 8080;
b. ping -c 8080 ip_address;

oo

17



c. echo ip_address:8080;
d. curl ip_address 8080.
12.Kakoif KOMaHIOW MOYXHO aKTHUBHPOBATH//ICAKTUBUPOBATh CETEBOM HHTEpdeiic
{name} B Linux?
a. no interface {name} down/interface {name} down;
b. create/destoy {name};
c. netsh netif {name} up/down;
d. ip link set {name} up/down.
13.Kakass 3 HIDKENEePEUYHCICHHBIX KOMAaH]I MO3BOJUT IMOJYYHUTh WH(OOPMAIUIO O
ceTeBbIX HHTepdeiicax Ha Linux mammmne?
a. iconfig;
b. psaux;
c. cat /etc/hosts;
d. ip addr show.
14.Kakoif koMaH01 MOKHO MEHSTh HacTpoiiku IP cereBoro uaTepdetica B Linux?
a. ip;
b. netsh ifdev config;
c. interface;
d. conft.
15.TeKy1uee UM CUCTCMBI MOZKHO ITOCMOTPCTh C ITIOMOIIBIO KOMAH/IbI:
a. uname -n;
b. nslookup;
c. dig;
d. host 127.0.0.1.
16.1ms cuctembl xpaHutcs B (aiie:
a. /etc/fqdn;
b. /etc/hosts;
c. letc/uname;
d. /etc/hostname.
17.B ¢aiine /etc/hosts HaxoguTCs:
a. CIIMCOK root-hint'os;
b. nmokaybHas 0a3a COMOCTABICHHUS iP-aJPECOB U UMEH CEPBEPOB;
C. CIHCOK XOCTOB C KOTOPBIX Pa3peiIeHo XOAUTh 0€3 mapois;
d. nmokampHBIN Ko11 DNS.
18.Hactpoiiku nopsiaka pa3penieHuss MMeH B CUCTEME XpaHATCS B (aiiie:
a. /letc/network/resolver:;
b. /etc/nsswitch.conf;
c. letc/resolve.order;
d. /etc/resolv.priority.
19.T" ne momensTh HacTpoiiku noakiroueHust K DNS cepBepy Ha Linux mammne?
a. /etc/sysctl.conf;
b. /etc/bashrc;
c. letc/resolv.conf;
d. /etc/defaults.
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20.Hactpoiiku DNS-kianenTa xpansrcs B:

a. /etc/nameservers;

b. sape;

c. /etc/libdnsresolv.conf;

d. /etc/resolv.conf.

21.XapakTepHbIM JEHCTBHEM BpEIOHOCHOMW mMporpammel tumna 03kxm0p (backdoor)
SABJISIETCA:

a. M3MEHEHHUE MOJINTUK U HacTpoek cucteM Oe3zonacHoctH [1K;

b. HecankumoHnpoBaHHOE MU poBaHUE (HANITOB;

C. CKpBITOE MOJKIIOYEHUE K ceTH 3apaxeHHbIX [IK, ynpaBiasieMbIx yJaaaeHHO
3JI0YMBIIICHHUKOM;

d. ocymiecTBileHHE CETEBBIX aTaK IPYTHX KOMIIBLIOTEPOB.

22.XapaKkTepHbIM JEHCTBUEM BPEIOHOCHON MPOTPaMMBbI THUIIA «OOTHET» SIBISICTCS:

d. M3MEHEHHE MOJIUTUK U HACTpoeK cucteM OezonacHocTH [1K;

b. HecaHKIMOHMpPOBaHHOE MK pPOBaHUE (DAIIIOB;

C. CKpBITOE MOJKIIOYEHUE K ceTH 3apaxeHHbIX [IK, ynpaBisieMbIx yJqaaeHHO
3JI0YMBIIIECHHUKOM;

d. 3amoMuHaHME HAKATUH KJIABUIII HA KIIABHATYPE.

23.BpiOepute TONBKO OJAMH BapuHaHT CO BCEMH THUIOBBIMH IPABHIIBHO
NepeUrCcIeHHBIMU aTaKaMu JUTsl KOHTeHepoB Ha 6a3e Docker:

a. DDoS, fake image, man-in-the-middle, spoofing;

b. escape from host, DDoS, fake image;

c. fake image, man-in-the-middle, spoofing;

d. rootkits, CVE, DDoS, spoofing.

24.BpiGepuTe TOJNBKO OJWH BapWaHT CO BCEMH TMPABWIBLHO IEPECUYNCICHHBIMU
MeToJaMu puiIbTpaluu crama B GuibTpe SpamAssassin:

a. DNSBL, Sender Policy Framework, DomainKeys, DKIM, Razor;

b. DNSBL, DomainKeys, DKIM, ClamAV, SSH;

c. DNSBL, DKIM, Razor, Kaspersky check;

d. DNSBL, Razor, DomainKeys, DKIM, Machine learning.

25.Y10 Takoe ysi3BUMOCTb HYJIEBOTO JTHS:

a. TepmuH o3HayaeT, 4yTo y pa3paboTynMKoB ObUIO 0 JAHEW Ha UCMpaBIECHUE
nedekTa: ySa3BUMOCTh WJIM aTaka CTAaHOBHUTCS MyOJWYHO W3BECTHA [0
MOMEHTa BhINycKa npousBoautenem 110 ucnpapienuit ommoOKy;

b. Pa3paboTyuk HE XOUET UCIPABIAThH TaHHYIO YSA3BUMOCTb;

C. TepmuH o3HavaeT, 4TO pa3pabOTUMK M3HAYAIBHO 3aJOKUI B MPOrpAMMy
ySI3BUMOCTb, YTOOBI B TAJIbHEHIIIEM UCIIOJIH30BATh €€ B CBOUX IEJIAX;

d. VYsasBumocts, koraa nata OC nepeBOIUTCs B HYJIEBOE 3HAUCHHE.

26.0OCcHOBHOM 3a/1aueii TecTa Ha MPOHUKHOBEHUE SBIISICTCS:

a. OIICHKa BO3MOKHOCTU OOHapy>KeHus aTaku ciryx0oit Ub;

b. mpoBepka BpeMeHH peakiyuu ciyx0b1 UB;

C. OLICHKa BO3MOKHOCTH OCYUIECTBIICHUS araku u3 HVHTepHeT Ha
MH(GOPMALIMOHHYIO CUCTEMY;

d. olileHka BO3MOXHBIX IOTEPh MIPU PeaTH3alMU aTaKH.
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27.K cepBucam 0e30macHOCTH OTHOCSIT:
a. uaeHTU(dUKALN/ayTeHTUPUKALINS;
b. mporokonaupoBaHHEe/ayIUT;
C. mmdpoBaHUE;
d. aymur.
28.11oTeHnuanbHble yrpo3bl, OMNpENCIAIONME 3aJadyd 3allluThl HHPOpMalUU B
KOMITBIOTEPHBIX CETSX:
a. MPOCIYIIMBAaHUE KAHAJIOB;
b. yMBIUIEHHOE YHHUYTOXKEHUE WIIH UCKKECHUE HH(DOpMaIIHH;
C. BBIXOJI U3 CTPOS ONEPAITMOHHON CHCTEMBI;
d. BHenpeHHE CETEBBIX BUPYCOB.
29.KoHpuaeHIMansHOCTh - 3TO:
a. MPEeNOTBpAIlEHWE TACCHUBHBIX aTaK /I TEPelaBacMbIX WU XPaHUMBIX
JTAHHBIX;
b. 3ammTa OT BO3MOXHBIX OTKa30B OT (DAKTOB OTIpaBKH, MPHEMa WIIH
coJiepKaHUs OTIPABIICHHBIX WU MPUHSTHIX JaHHBIX;
C. TMOATBEPKIICHUU MOJIMHHOCTU B3aUMOJICHCTBYIOIUX OOBEKTOB;
d. 3ammra OT HECAaHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUS PECYPCOB CETH.
30.K mexanu3zmam 0€301aCHOCTH OTHOCHT:
a. XdHI-QYyHKIUY;
b. memocTHOCTH COOOIEHUS;
C. aNTOPUTMbI CHMMETPUYHOTO UG POBAHMUS;
d. HEBO3MOXHOCTH OTKa3a OT IMOJIyYEHHOTO COOOIICHHS.
31. AKTUBHBIE YTPO3bI CTAHOBATCS BUANMBIMU Ha ypoBHE (Momenu OSI):
a. (uU3UYECKOM;
b. xanambHOM;
C. CCETECBOM;
d. TpaHCHIOpTHOM.
32.ANTOpUTM, HCTIOIB3YIOMUN NIl MU(POBKHU JBa Pa3HbIX KIto4ya (OTKPBITHIA U
3aKPBITHIN):
a. aNropuUTM CUMMETPUYHOTO IMU(POBAHUS;
b. anropuT™M aCHMMETPUYHOTO MIU(PPOBAHHUS;
C. aJNTrOpPUTM HUCIOJIb30BaHUS KOHTPOJIBHBIX CYyMM;
d. ajaroput™ npoBepKH MOTMHHOCTH.
33.JIBonuHBIE TPOTPAMMBI, BHEJIpsIEMbIE B Web-CTpaHHILY:
a. JavaScript;
b. Java-anmieTsr;
C. activeX;
d. VBScript.
34.1ludposast moamuUCh — 3TO:
a. crmoco0 BBEJCHUS AIICKTPOHHON METKH IS (pailia MaHHBIX;
b. daiin, moaTBepKIAIONINI BaIllK [IPaBa;
C. CBEJICHMS O MOJIb30BATENE MMOMEIaeMbIe B (haii;
d. maeHTHdHUKATOP JOKYMEHTA.
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35.0003HaueHne, CeMeCcTBa MPOTOKOJIOB, OXBATHIBAIOIIUX ITPOOIEMBbI 0€30MacCHOCTH
Ha [P-ypoBHe:

a. FTP;
b. UDP;
c. TCP/IP;
d. Ipsec.

36.0OcHOBHBIE TPOTOKOJIBI TPAHCIIOPTHOTO YPOBHS, IpUMeHsieMble B MIHTepHeTe:

a. FTP;
b. STP;
c. TCP;
d. UDP.

A2. Bonpochl 1J1s1 00CYKIeHUS

NogakowdE

© ™

10.
11.
12.

13.
14,

15.
16.
17.
18.
19.
20.
21.

Knaccudukanus cereit mo cnocodam pacrpeesieHus JaHHbIX.

OCHOBHBIE CETEBBIE CTAHJAPTHI K MPOTOKOJIBI.

CewmetictBo npotokonoB TCP/IP.

CewmetictBo npotokonoB UDP.

CeTteBoe akKTUBHOE U ITACCUBHOE 000PY/I0BAHHUE.

[IprMepbl TUTIOBBIX aTaK U PEKOMEHIALIMHU 110 TOCTPOCHUIO CUCTEM 3aIIUTHI.
PernamenTupytoiye 10KyMEHTHI B 00JaCTH O€30MaCHOCTH BBIYMCIUTEIbHBIX
cereil.

[ToHsTHE MOJUTUKU OE30MACHOCTH.

[IpaBoBBIE OCHOBBI 3aIIUTHI UHPOPMAIUHU B CETSIX.

CxaHMpOBaHUE TIOPTOB.

PasznoBunnoctu DDOS-aTak.

BbezomnacHoCTh pecypcoB ceTu: cpe/icTBa UACHTU(DUKALIUYI U ayTeHTU(DUKALINH,
METObI Pa3ICIICHUS] PECYPCOB U TEXHOJIOTUH PA3TPAHUYCHHUS JOCTYIIA.
3ammTa KOMIIOHEHTOB CETH OT HECAHKIIMOHHUPOBAHHOTO J0CTYIIA.

3amura OT CcOOEB DIEKTPONMUTAHUS AaNlapaTHOr0 W IPOrPaMMHOIO
obecrieueHusl.

KonTpoms u pacnpesesieHre Harpy3Ky Ha BIYUCIUTEIIbHYIO CETb.
NuBenTapuzarus ciyx0os1 SNMP.

[IpoToKkombI U TTpaBUIiIa YIIpaBIEHUS KPUTITOTPaQUUIESCKIMH KITFOYaMHU.
bazoBbie npoTokoiibl cemeiictBa TCP/IP.

[IpoTOKOIBI YIIPABIEHHUSI CETHIO.

[Tporokoussl FTP, SFTP, FTPS. Bo3MosxHbie aTaku.

NuBenTapuzanus cinyx0bl ceancoB NetBIOS.

baok B. 3aganns peKOHCTPYKTHBHOIO YPOBHSA («yMeTb»)

B1. TemaTuka pedepatoB

1. CpaBHuTENnbHAS XapaKTEPUCTUKA PA3TUUYHBIX TUIIOB CETEH.
2. CeteBble ONIEPAIIMOHHBIE CHCTEMBI.
3. Obecneyenune 6€30MaCHOCTH B KOMITbIOTEPAX U KOPIIOPATUBHBIX CETSIX.
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DNS-cepBepa u ucnonbs3zoBanue cepsuca Whols.

MeTtobl CKaHUPOBAHHUS CETEM.

OCHOBBI KJTaCCU(PUKALIMK CETEBBIX YIPO3 U aTaK.

CrangapTbl 6€30MaCHOCTH BBIYUCIUTENBHBIX CETEH U UX KOMIIOHEHTOB.

OCHOBHBIE IIATH M0 PeaIU3alui MOJUTUKHU 0€3011aCHOCTH.

OCHOBHBIE KPUTEPUHU aHATN3a CETEBOM OE30MacHOCTH.

0. 3ammTa OT CKaHUPOBAHUS MTOPTOB.

1. AnMHUHUCTpaTUBHBIE METObI 3auThl 0T DDOS-araxk.

2. ba3zoBbie ICTOYHUKH MTPABOBOTO obOecreueHnss HHPOPMaIMOHHOW 0€301MacHOCTH.

13. Meronuka MOATOTOBKM OHKCIEPTHOTO 3aKIIOYEHHS O peaiu3alil METOJIO0B
3aILUTHI.

14. Buapl ucnonb3yeMbix B IHTEpHET KaHAJIOB CBA3H.

15. Cnoco6s1 nogdopa naposeit. Bo3aMoxxHbie KOHTPMEPBHI.

16. C60p nneHTUPUKAIUOHHBIX MAPKEPOB ABTOMATUYECKH M BPYUHYIO C ITOMOIIIBIO
yTuuT telnet u netcat. BoaMokHbIE KOHTPMEPHI.

17. HacTtpoiika MapumipyTH3aTOpPOB M MEXKCETEBBIX JKpPaHOB JuIs oOecreueHus
nH(OPMAITMOHHON OE30MTaCHOCTH.

18. BupTyanbHble 4YaCTHbBIE CETH.

19. Kpunrorpaduyeckue cereBble MPOTOKOBI.

20. DnextponHHas 1 poBas MOMUCH.

21. OcHOBHBIE  MEXaHU3Mbl  OOecriedeHusi OE€30MacHOCTH W YIPaBJICHUS

pacnpeneNeHHbBIMU pecypcamu.

R B©O©0O~NO O A

Baok C. 3aganus NpaKTUKOOPUEHTUPOBAHHOIO YPOBHS /ISl AUATHOCTHPOBAHUA
chopMHPOBAHHOCTH KOMIIETEHIIUI («BJIAIETH))

C1. JlabopaTopHBbIe padoThI.

JlabopaTtopHas pabota «Coop nH(DOpMAIUU O CETEBBIX Y3JIax).

[enwio mabopaTopHOl pabOTHI SABISIETCS 00yYeHHE METO/IaM U CPelICTBaM cOopa
npeaBapurtenbHoi nHGopmaru B MHTepHET 00 anamu3upyemoit KC.

[TocTanoBka 3amaun: BeImoaHUTE npeBapuTENIbHBINA COOP HHPOPMAIUU O TOMEHE
tsu.ru. Pabota BeimomnHsiercs Ha APM, umeromem noctyr B cetb UHTEpHET.

ITocnenoBaTeILHOCTE NEWCTBUIA:

[lar 1. Ilepetitn mo axapecy http://www.ripn.net/nic/whois. Yka3zate B cTpoke
noucka B 6ase nanubix PocHUMPOC nomen dgunh.ru. IIpoananu3upoBaTh MOJyYCHHBIC
nannbie. Haittu DNS-umena u [P-anpeca cepepoB uMeH. B cTpoke morcka 6a3bl JaHHBIX
RIPE 3apmate [P-agpeca cepBepoB umeH. OmnpeaenuTh auana3onsl [P-ampecos,
BbIJICJICHHbIE OpraHu3aiuu. lIpoaHaiu3upoBaTh JaHHBIE IO aJAMUHUCTpATOpaMU H
KOHTAKTHBIM JIMIIaM OpraHu3aiuu. HaliTu ucnolib3yemMble OUTOBBIE aJipeca.

[ar 2. Iepeittu o aapecy http://network-tools.com/nslook. 3agaTs mapamerpst:
JIOMEH — tsu.ru, Tum 3anpoca — ANY. OnpeaenuTs MOYTOBBIN CEpBEP OpraHU3aIUu.

[ar 3. BemoaHuTh NpeasiIyIme TpoBepKH, UCTIONB3Ys cpeacTBa nslookup, host
u dig.
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[ar 4. Onpenenuts DNS-uMeHa 1 posu y3/10B U3 BbIACICHHbBIX AUana3oHoB [P-
anpecoB. Mcnons3zoBath BeO-cpeacTna http://dnsstuff.com u http://dnsreport.com.

[IIar 5. IIpoBeputh HaMMYHUE y3J0B HAMJACHHBIX ceTell B 0a3ax JaHHBIX CIlaM-
OTIpaBUTEIICH u 00T-ceTsX, UCIIOJIb3Y I TUTSE ATOTO BeO-Cpe/icTBa
http://www.spamcop.net, http://www.spamcop.net u http://rbls.org.

[ar 6. ITIpoBepuTh BO3MOKHOCTH BBITIOJIHEHHSI TIEPEHOCA 30HBI HAa MIEPBUYHOM U
BTOopuuHOM DNS-cepBepax:

C:\nslookup

>server ns.dgunh.ru

>set type=any

>|s —d dgunh.ru

[ar 7. Ilepetitn mo aapecy http://google.ru. 3agaTh ciemyronmue MOUCKOBBIC
3aMpOChl U MTPOAHATIN3UPOBATH PE3YIHTATHI:

— «site:dgunh.ru filetype: docx s ci1y>keOHOTO TOTB30BAHUM;

— «site:dgunh.ru filetype: doc mst ciy»eOHOTO MOJIb30BAHMSY;

— «site:dgunh.ru filetype: doc cexpeTHON;

— «site:dgunh.ru filetype:doc ®UO».

[ar 8. BeimoaauTh MeTO/ aHanu3a mail bouncing. ChopmupoBarh u OTIPaBUTH
HEKOPPEKTHBIE TOYTOBBIE COOOIIEHHUs: COOOIIEHHS Ha HECYIIECTBYIOIIHME ajpeca,
COOOIIeHHS, pa3Mep KOTOPBHIX NPEBBINIAET AONYyCTHUMBIA U T.1. [IpoaHanu3upoBarth
MOJTYYCHHBIC OTBETHI.

[Tar 9. Vcnonb3yst BEO-UHCTPYMEHT traceroute, pacioioxKEHHbBIN Ha BeO-pecypce
http://network-tools.com, ompeaenuTs MapmpyThl TpoxoxjacHus IP-geitarpamMm 10
HCCIIEAYEMOM CETH.

JlaGoparopHas paboTa «3amuTa UHPPACTPYKTYpPhl MaAPIIPYTU3ALTUN.

[lenpro mabopaTtopHO pabOTHI SBISICTCS OOyYCHHE METOJaM M CPEJICTBaM
MPOCKTUPOBAHUST M 3aIIUThl MHOPACTPYKTYPhl MapHIPyTH3AHUU OTKAa30yCTONUUBBIX
HMepapXUUeCKUX KOMIBIOTEPHBIX CETEN Ha OCHOBE MpoTokoia mapiipyruzanuu OSPF.

[ToctanoBka 3amaun: Ha wmapmpytuzatopax CIIJ[ BBITOTHUTE HACTPOMKHU
nporokoia OSPF, oOecneunBaronye KOPpEeKTHYIO pabOTy CeTH U 3alluTy
UHOPACTPYKTYPBI MAPIIPYTU3AIIIH.

ITocnenoBaTeIbLHOCTH AEHCTBUIA:

[ar 1. Hacrpouts Mogens komMmyTtaTopoB Frame Relay, ncnonb3ys sineMeHT
Cloud-PT na6opa WAN Emulation.

[Ilar 2. ITocTtpouTh MOAENL KOMIIBIOTEPHOM CETH B COOTBETCTBHUU CO CXEMOW,
npecTaBiIeHHoN Ha puc. 1. Onpenenuts ypoBeHb Kaxkaoro Mapuipyruszaropa CII/I B ee
HMEPAPXUUECKOU MOJIEIIH.

[ITar 3. Ha mapmpytuzarope R7 BbINOJHUTH HACTPOMKH MHTEP(EUCOB, a TaKKe
HacTpoiiku mnpotokona Mapuipytuzanun OSPF  nmns obmactu 120  (momHOCTHIO
TYIUKOBOH),  00OECIEUMBAIOIINE  PETUCTPAIMI0O  COOBITHM  MapHIpyTH3allUH,
ayTeHTU(PUKAIIUIO COCEIeH U aKTUBAIINIO TTACCUBHBIX HMHTEP(DENCOB:

router ospf 10

log-adjacency-changes
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area 120 stub

passive-interface default

no passive-interface Se0/0/0

network 0.0.0.0 255.255.255.255 area 120 interface Se0/0/0

description Link to R4

ip address 192.168.100.26 255.255.255.252

ip ospf message-digest-key 10 md5 H4&hdn3&

ip ospf authentication message-digest interface LoopbackO

description Loopback interface

ip address 192.168.0.7 255.255.255.255

BrINOMHUTH aHAJIOTHYHBIE HACTPOUKHU Ha MapiipyTtusarope Ro6.

[Tar 4. Y6enutbcsi B KOPPEKTHOCTH HACTPOCK MapIIPyTH3ATOPOB, MPOBEPUTH
BO3MOXHOCTh UCIIOJIb30BAHUS PE3EPBHBIX MAPIIPYTOB IIPU pa3pbiBE OCHOBHBIX KAaHAJIOB
CBA3U.

[ar 5. Buenputs B CI1/] 10XHBIA MappyTU3aTop. Y 0eIUThCSI B HEBO3MOKHOCTHU
YCTAaHOBKU ceccuil Mexay Mapupytuzaropamu CIIJ] ¥ JIO)KHBIM MapuipyTU3aTopoMm, a
TaK)K€ BHEJPEHHS JIOKHOM MapmipyTHOW HHPopManuu Oe3 3HaHUs MapoJid s
anroputma MD5.

[lar 6. K wMapmpyruzatopy R4 noxakmtounte kommyrtatop JIBC.
[Ipoananusuposarts ceteBbie HHGOpMaironHblie moToku JIBC u ybenutbesi B OTCyTCTBUU
B Hell paccbuiku nmaketoB OSPF npu akTuBanuy nacCUBHBIX UHTEPPEHCOB.

JlabopaTopHas padora «3amura uHQPACTPYKTYPbl KOMMYTALIUN.

[enbro m1abopaTopHOl pabOTHI ABJISIETCS OOYUEHUE METOaM U CPEACTBAM 3allUThI
HHPPACTPYKTYpbl KOMMYTAIIMU TIPU KCIOJIL30BAaHUU TEXHOJOTUM BUPTyalbHBIX JIBC
(VLAN), ux HacTpoiike U MapuipyTH3aI1H.

[loctanoBka 3amauu: JIBC ¢unmnana OaHka mnocTpoeHa Ha 0a3ze JBYX
KOMMYTaTopoB ypoBHs noctyna ¢ummana Cisco Catalyst 2960 (SW4-2, SW4-3),
KOMMYTaTopa ypoBHs simpa-pacnpenenenus ¢unuana Cisco Catalyst 3560 (SW4-1) u
mapmipyTtuzaropa gocryna Cisco 2811 (R4). Tpebyercs coznate VLAN ¢ Homepamu 15t
pabouux CTaHIMi, MPUHTEPOB M CEPBEPOB OaHKa B COOTBETCTBHUU CO CXEMOH, (IO
BapHUaHTaM), HACTPOUTh MAPLIPYTU3ALMIO MEKTy 3TUMU VLAN Mpu ux nNoJKII0YEHUH K
Mapupytu3aropy R4 mo maructpanbHOMYy KaHally, a TAKKE BBIIIOJIHUTH HACTPOUKU B
COOTBETCTBHHU C MPUBEACHHBIMU BbIILIE PEKOMEHIAUSIMH.

ITocnenoBaTeIbHOCTD ACHUCTBUM:

[ar 1. Ha kommyTaTope ypoBHs goctyna gunnana SW4-3 oTKI0YUTE TPOTOKO
VTP, co3narb HeoOoxoanmbie VLAN, HACTpOUTh MarucTpaJibHbIM MOPT U OPTHI JOCTYIA
KOMMYTaTopa:

vip mode transparent

vlan 30

name AS_Client_Bank

vlan 40

name Service

vlan 700

name unused ports
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vlan 701

name native

[Ilar 2. HacTpouTh MCIHOJB3yeMbI€ MarucTpajbHbI€ MOPTHI MU MOPTHI JIOCTYIIA
koMMmyTaTopa SW4-3:

interface fastEthernet 0/1

switchport mode trunk

switchport nonegotiate

switchport trunk native vlan 701

interface fastEthernet 0/2

switchport mode access

switchport nonegotiate

switchport access vlan 30

[Tar 3. HacTpouTh HeHCHOJb3yeMblE MOPTHl KoMMyTaTopa SW4-3, ncnons3ys
BO3MOKHOCTBb YKa3aHUs AWaIla30Ha IIOPTOB!:

interface range fastEthernet 0/4-24

switchport mode access

switchport nonegotiate

switchport access vlan 700

shutdown

[Iar 4. BeInmoiHUTH aHATOTHYHBIE HACTPOMKU ¢ yueToM Tpebyembix VLAN, Ha
KoMMmyTaTtope SW4-2.

[ITar 5. Ha xommyTtaTtope YpOBHs siapa-pacupeaesnenus (uimana SW4-1
HAaCTPpOUTb MArucCTpajJbHBIC ITIOPThI A COCAMHCHHUA C MApHIpyTuU3aToOpoM H
KOMMYTAaTOpaMu AOCTyIla II0 CXEME MAruCTpajbHOIO IMOAKIIIOYCHUS. BrimomHuTh
HAaCTPOWKHU 0€30MaCHOCTH COTJIACHO MPUBEICHHBIM BbIIIE PEKOMEH AU SIM:

ip routing

interface fa0/1

switchport trunk encapsulation dotlq

switchport mode trunk

switchport nonegotiate

switchport trunk native vlan 701

switchport trunk allowed vlan 10,20,30,40

[[Tar 6. Ha wmapmpytuzarope ¢ummana R4 co3gate HeoOxomumbie VLAN,
HacTpouThb sub-uHTepdeiics! Ha mopTy Fal/l 1 BKIIOUUTH HHKANCYJISLUIO 110 IPOTOKOITY
IEEE 802.1Q:

interface fa0/1

no shutdown

no ip address

interface fa0/1.2

encapsulation dotlq 10

ip address 10.194.4.1 255.255.255.192

interface fa0/1.3

encapsulation dotlq 20

ip address 10.194.4.65 255.255.255.192 interface fa0/1.4
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encapsulation dotlq 30

ip address 10.194.4.129 255.255.255.192 interface fa0/1.5

encapsulation dotlq 40

ip address 10.194.4.193 255.255.255.192

[ar 7. ITpoBeputh qoctynHocTh cepBepoB AC ¢ pabounx CTaHIUM, UCCIIEI0BAThH
dbopmar KajpoB, MEPeAIOMIUXCS 0 MarUCTPAIbHOMY KaHATy MEXAY KOMMYTaTOpOM
allpa-pacrpeieieHls W~ MapuIpyTU3aTopoM. YOeIuTbcss B HEBO3MOKHOCTHU
B3anmoyeiictus ¢ cepsepamu AC n3 VLAN 700.

[ar 8. Y6eautsbes, uto kaapel native VLAN He WHKaNcynupyroTcs IpOTOKOJIOM
IEEE 802.1q npu ux nepeaade 1o MarucTpajibHOMY KaHAITy.

JlaGoparopnas pabota «3amura JIBC oT nerens Ha KaHAJTLHOM YPOBHEY.

[lenbto nabopaTopHOil pPabOTHl SBISETCA M3YYEHHUE METOJOB U CPEACTB
MOCTPOEHUS, 3aIUTHl U ONTUMHU3AIMU O0TKa30ycToiuuBbiXx JIBC Ha ocHOBE MpoTOKOJIa
STP.

[TocTaHOBKa 3a1auu:

Ha xommyTtaropax JIBC ¢unnana 6aHka BBITIOJHUTh HACTPOUKH rpoTokoiia STP u
MexaHu3MoB ero 3amuthbl. I[loctpoennas JIBC nomkHa oOecnieuynBaTh COCTOSIHHME
JNOCTYITHOCTH IIPU OTKa3e:

— oaHOTrOo U3 KommyTaTopoB SW7-1 umu SW7-2;

— aKTUBHOT'O KOMMYTUPYEMOI0 opta Mapupyruszaropa R7;

— ogHou u3 auHuM cBa3u kaHana EtherChannel,

— AKTUBHOIO MOPTA JIMHUH CBSI3M MEXKIY KOMMYTAaTOPOM YpPOBHS JOCTyNa H
KOMMYTAaTOPOM YPOBHS siApa-pacipeiesICHHs.

ITocinenoBaTeIbHOCTL AEHCTBUI:

[ITar 1. ITocTpouTh CXEMY JIOTUYECKOTO cOeTUHEHUsI KoMMyTaTtopoB JIBC u HaliTu
BO3MOJKHBIE ITMKJIBI HAa KaHaJbHOM YpoBHE (10 BbIJaHHOW cxeme). OmnpeneanThb
ONTUMAJIBHOE TOJIOKEHUE KOPHEBOIO KOMMYTAaTOpa B COOTBETCTBHUM C MapuIpyTamMu
MH(POPMAITMOHHBIX TOTOKOB.

[ar 2. K mapmpytuzatopy R7 B cinot Ne 3 moaxmrounts moxyns HWIC-4ESW,
00€eCreynBaIINM HaIMYMe JOMOJHUTEIBHBIX 4YeThlpeX KoMMyTHpyeMbix FEthernet-
noptoB. Co31aTh HA KOMMYTHPYIOIIEM MOJyJ€ MapLIpyTu3aropa BupTyaibHsie JIBC n
JUISL KaXKJI0OM M3 HUX HacTpouTh uMHTepdeiic SVI, obecneunBaronnii MapupyTU3aLHUIO
BHUpTYyanbHbIX JIBC:

vlan database

vlan 10 name Servers

vlan 20 name AS_Filial

vlan 30 name AS_Client_Bank

vlan 40 name Service

interface vlan10

ip address 10.194.7.1 255.255.255.192

interface vlan20

ip address 10.194.7.65 255.255.255.192

interface vlan30

ip address 10.194.7.129 255.255.255.192
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interface vlan40

ip address 10.194.7.193 255.255.255.192

interface fastEthernet 3/0/0

switchport mode trunk

switchport trunk allowed vlan 10,20,30,40

switchport trunk native vlan 701 interface fastEthernet 3/0/1

switchport mode trunk

switchport trunk allowed vlan 10,20,30,40

switchport trunk native vlan 701

[Mar 3. Ha xomMmyTHupyIoiiemM Moaysie Mapiipytusatopa R7 HaCTpOUTh IPOTOKOI
Rapid-PVST mns tpebyembrx VLAN: spanning-tree mode rapid-pvst

[Mar 4. Mexay kommytatopamu SW7-1 u SW7-2 HacTpouth arperupoBaHue IByX
KaHaJIOB ITepe/Iauy IaHHBIX 110 TexHoyioruu Etherchannel:

interface GigabitEthernet0/1

channel-protocol lacp

channel-group 1 mode on

interface GigabitEthernet0/2

channel-protocol lacp

channel-group 1 mode on

interface port-channel 1

no shutdown

switchport mode trunk

switchport trunk native vlan 701

switchport trunk allowed vlan 10,20,30,40

Hlar 5. Ha kommyrtatope SW7-1 wactpouth mnpotokosn Rapid-PVST mus
TpeOyeMbix BuUpTyanbHbIX JIBC u 3agaTh HaMBBICIIMA NPUOPUTET KOMMYTATOPA,
o0ecreunB eMy pojib KOpHEBOT0O MocTa B yka3zaHHbIX VLAN:

spanning-tree mode rapid-pvst

spanning-tree vlan 10,20,30,40,701 root primary

[Ilar 6. Ha kommyrtatope SW7-2 wHactpouth mnpotokos Rapid-PVST mns
Tpedbyembix VLAN 1 3a1aTh HaUBBICITUH IPUOPUTET KOMMYTATOPA, 00ECIIEYNB EMY POJIb
KOpHeBOTO MocTa B ykazaHHbIX VLAN B citydae Bbixo1a u3 cTpos kommyraTtopa SW7-1:

spanning-tree mode rapid-pvst

spanning-tree vlan 10,20,30,40,701 root secondary

[ar 7. Ha kommyTtatopax SW7-1 u SW7-2 nactpouts Mmexanu3m Root Guard:

interface range fa0/2-3

spanning-tree guard root

[ar 8. Ha kommyTatopax SW7-3 u SW7-4 mactpouts nporokoi Rapid-PVST mns
Tpedyembix VLAN:

spanning-tree mode rapid-pvst

spanning-tree vlan 20,30,40,701

[Mar 9. Ha noptax noctyna kommytatopoB SW7-3 u SW7-4 HacTpouTh NpOTOKO
STP B pexxume portfast, Bkmounts Mexann3mel 3amutel BPDU Guard:

interface range fa0/3-4
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switchport mode access

spanning-tree bpduguard enable

spanning-tree portfast

[Mar 10. VYOemuThcsi B KOPPEKTHOCTH HAcTpodku rmportokoia STP Ha
kommyTaTopax JIBC. IIpoBepuTh BO3MOXHOCTh (YHKIMOHUPOBAHUS CETH IIpH
orkimtoyeHun nopta Fa0/0/1 wmapmpytuzatopa R7, npu otkmouenun nopra Gi0/1
kommyTtaropa SW7-1, npu oTkimodueHnn komMmyrtaropa SW7-1 Wiy mpu OTKIIOUYECHHUU
nopta Fa0/1 xommytaropa SW7-3.

JlaGoparopHas pabota «3amura JIBC oT aTak KaHalIbHOTO YPOBHS.

[lenpto mabopaTopHOM pabOTHI ABISETCA U3YYEHHUE METOJOB MPOCKTUPOBAHUSA,
pa3BepThIBAHUSI U HACTPOMKH MEXaHM3MOB 3alllUThl B KommyTtupyembix JIBC ot arak
kaHainpHOTO ypoBHS TUa MAC-flooding 1 MAC-spoofing.

[ToctanoBka 3amgaun: B cermente JIBC ¢unmana, nmoctpoeHHOM Ha 0asze ABYX
KoMMmyTaTopoB ypoBHsi noctyma Cisco Catalyst 2960 m komMMmyTaTopa YpOBHS siipa-
pacnpenenenus Cisco Catalyst 3560, obecrieunTs 3amuty ot atak Tuna MAC-flooding
u MAC-spoofing.

ITocinenoBaTeIbLHOCTL AEHUCTBUI:

[ITar 1. Ha xomMmytaTope ypoBHs Aoctyna SW4-3 HacTpOUTb MEXAaHU3M port
security B TMHaAMUYECKOM PEXKUME JJIs1 pab0UMX CTAHIIMA:

interface range fa0/2-3

switchport mode access

switchport port-security

switchport port-security maximum 1

switchport port-security violation protect

[[Tar 2. BeIMOTHUTE aHAJOTHYHBIC HACTPOWKHM MEXaHM3Ma port security Ha
KoMmyTaTtope SW4-2.

[ITar 3. Ha xommyrtatope ypoBHs sapa-pacnpeneneHus SW4-1 HacTpoutsb
MEXaHU3M port security B CTaTHYECKOM pexkUMe C IPUBS3KOH K 3aanHoMy MAC-anpecy
s mopta FastEthernet0/4:

interface fa0/4

switchport mode access

switchport port-security

switchport port-security maximum 1

switchport port-security mac-address XXXx.yyyy.zzzz

switchport port-security violation shutdown

[Mar 4. Ha xomMmyTaTope ypoBHs sjapa-pacnpeneneHuss SW4-1 HacTpoutb
MEXaHM3M port security B CTaTHYECKOM pexume ¢ omnmueit sticky s mopra
FastEthernet0/5:

interface fa0/5

switchport mode access

switchport port-security

switchport port-security maximum 1

switchport port-security mac-address sticky
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switchport port-security violation shutdown

[ar 5. IlpoBepuTh KOPPEKTHOCTh HACTPOEK MeXaHuW3Ma Oe30MacHOCTU port
security kommyTaTtopoB JIBC mytem moaenupoBanus ataku tuna MAC-spoofing. 3agath
MAC-aapec paboueit cTaHIIUU, TOAKIIOYEHHON K MOPTY KOMMYTATOpa CO CTaTUYECKUM
meTonoM (opmupoBaHusi cniucka MAC-aapecoB, HECOOTBETCTBYIOUIUN TPEOOBAHUSIM
MOJIMTUKK O€30MacHOCTH. YOeAuThCs B MEPEBOJE IMOpPTa KOMMYTAaTopa B PEXHUM
shutdown unu protect.

[Mar 6. IlpoBepuTh KOPPEKTHOCTh HACTPOCK MEXaHW3Ma OE30MacHOCTH port
security kommyTtaTtopoB JIBC myrem moxpenupoBanus ataku tuna MAC-flooding. Ha
MOPT KOMMYTaToOpa ¢ TUHAMUYECKUM METOJOM (DOPMHUPOBAHUS CIHUCKA PA3PEHICHHBIX
MAC-aapecoB MOAKIIOYUTE KOMMYTaTOp C HECKOJbKUMH DPAOOYMMH CTaHIIASIMH.
Yo6enuthcs B IEpEeBo/Ie TOpTa KOMMyTaTopa B pesxkuM shutdown i protect.

JlabopatopHas padora «Iloctpoenune mapupyrusupyemoit JIBCy.

[enpto mabopaTtopHOW pabOTHI SBISETCS OOyYE€HHWE METOJaM TMOCTPOEHUS U
HacTpoiiku Mapupytusupyemoit JIBC ¢ BBICOKON TOCTYITHOCTBIO HA OCHOBE MPOTOKOJIA
Mapupytuzauun OSPF.

[loctanoBka 3amauu: BemonHuTe HacTpoiiku kommyrtatopoB JIBC 0Oanka,
o0ecreunBaoIIfe peaanu3aluio apXUTEeKTYphl MOTHOCThIO MapuipyTusupyemoit JIBC c
BBICOKOM JJOCTYITHOCTBIO.

ITocinenoBaTeIbLHOCTL AEHUCTBUI:

[IIar 1. IlocTpouTh ceTh, B COOTBETCTBUM CO CXEMOW MapIIPyTU3AIMHU, COTJIACHO
BapuaHTy. Ilpu HeoOXOJUMOCTH BBECTH HEOOXOIUMBIC SJIEMEHThl M BKJIIOYUTH
JOTIOJIHUTENIbHBIE MEXaHU3Mbl. Bpimonuuth HacTpoitku wuHTepdeiica SVI Ha
KOMMYTaTOpe ypoBHs goctyna SW8:

vlan 192

interface vlan192

ip address 10.194.192.1 255.255.255.0

interface fastEthernet 0/10

switchport access vlan 192

[[Tar 2. BpImoJHUTH HACTPOWKM TpoTOKoJa Mmapupytuzauuu OSPF  Ha
KOMMyTaTope ypoBHS noctyna SWS8, obOecnieunmB ayTeHTH(HKALMIO Ccoceler u
WHUIIAATU3AIMIO TTACCUBHBIX UHTEP(DENCOB:

router ospf 10

log-adjacency-changes

area 50 stub

passive-interface default

no passive-interface fastEthernet 0/1

no passive-interface fastEthernet 0/2

network 10.194.0.0 0.0.255.255 area 50

interface fastEthernet 0/1

no switchport

ip address 10.194.240.2 255.255.255.252

ip ospf authentication message-digest

ip ospf message-digest-key 10 md5 H4&hdn3& interface fastEthernet 0/2
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no switchport

ip address 10.194.240.10 255.255.255.252

ip ospf authentication message-digest

ip ospf message-digest-key 10 md5 H4&hdn3&

[ITar 3. BBITOTHUTH aHAJTIOTUYHBIE HACTPOMKU HA KOMMYTAaTOPE YPOBHS JOCTYyIa
SWr7.

[[Tar 4. BpIMOJHUTH HACTPOWKM NpoTOKOJa Mapupyrtu3auuu OSPF  Ha
KOMMYTaToOpe YpOBHs sAnpa-pacnpenenenus SW5, obecrednB ayTeHTU(UKALINIO
coceneil, WHUIMAIM3ALNIO TMACCUBHBIX HHTEPHENHCOB ayTeHTU(UKAIMKU COcelnel u
MOJIHOCTBIO TYNUKOBBIX oOsacteld. [ mocieHel BBITOIHIETCS HACTPOMKA:

router ospf 10

area 50 stub no-summary

[Ilar 5. BBINOMHUTH AHAJTOTHUYHBIE HACTPOMKH HA KOMMYTATOpPE YpPOBHS sAIpa-
pactpenenenus SWo6.

[ITar 6. BeINOJIHUTH aHAJIOTUYHBIE HACTPOUKHK MPOTOKOJa Mapupytu3auuu OSPF
Ha mapuipytuszaTopax R1, IBR u FWR. Ha norpannunom MapuipyTru3aTope aBTOHOMHOM
cucteMbl IBR nononHuTeNnbsHO HACTPOUTh OOBsiBIIeHHE BHemHero mapiipyra B OSPF-
CUCTEMY:

router ospf 10

network 212.192.98.152 0.0.0.7 area 100

default-information originate

[ITar 7. ITpoBepuTh JOCTYIHOCTH BCEX Y3J0B U OTKa30ycTOoMunBOCTH JIBC.

[Mar 8. YOemuTbcs B MPOXOXKACHUM NAKETOB IO PA3HBIM aIbTE€PHATUBHBIM
MapuipyTtam (texHosnoruss ECMP). BeInolHUTE HACTPONKU 1O U3MEHEHHUIO CTOMMOCTHU
UHTEpPENCOB KOMMYTAaTOPOB TakK, 4TOObl Bce [P-makeThl MpOXOOuiIM TOJIBKO Yepe3
kommytatop SW5, a mpu ero oTrkaze — uepe3 kommyrtarop SW6. YOenuthbcs B
IIPOXOXKIAEHUH [TAKETOB 110 OJHOMY MAapILIPYTY:

interface fastEthernet 0/2

ip ospf cost 2.

Bbaok D. 3aganus 1y1sl MCNOJIb30BAHUS B PAMKAX IIPOMEKYTOYHOM
arrecTalum

D1. IlepeyeHb BOIPOCOB K IK3aMEHY
1. OCHOBHBIE TOHSITUSI: CEThb, KaHAJbl CBS3M, JIOTUYECKHI KaHaj, MPOTOKOJI,

TpaduK, METO JOCTYIIa, TOMOJIOTHUS, APXUTEKTypa.

. MeTtoabl 10CcTyna K CETH.

. Opranuzaius 0ecripoBOIHBIX CETEH.

. [Iporokonbl. CraHgapTHBIE CTEKM KOMMYHHKAIIMOHHBIX TMPOTOKOJIOB U
COOTBETCTBHE YpOBHAM Moaenu OSI.

. Cnenudukamus IEEE 802.

. THUIBI ceTeBOM TOMOJIOTHU.

. Cucrema nomeHHBIX MeH DNS.

. Anpecarus B ceTsix [P. @opmatel aapecoB u ux npeodpasoBaHue.

B 0N

o N o O1
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9. Macka nonceru. Knaccel cerei.

10.IToaceru. Onpeaenenue quana3oHa aapecoB MOACETH.

11.Opranuzanus JloMeHOB U JOMEHHBIX UMeH. OnpeneneHue umeH ypoBHs DNS.

12.TpeGoBaHus, MPeAbSBISIEMBIC K CETSIM: HAJCKHOCTh U O€3011aCHOCTb.

13.TpebGoBanus, NpeabsIBIAsIEMbIE K CETSAM: IPOU3BOIUTEIBLHOCTh CETU U CITOCOOBI
€€ MOBBILIECHUS.

14.Cnyx0b1 ceTn IHTEpHET: TepMUHAIBHBIA PEXUM, dJICKTPOHHAS MOYTa.

15.Cayx0b1 cetrt UHTEpHET: CIUCKU PACCBUIKH, CIY»X)0a TeJIeKOH(pEepeHINH.

16.Cmyx0b1 cetn UaTepuet: cimyx6a World Wide Web (WWW).

17.Cayx06b1 cetn UnTepuer: ciayx6a FTP.

18.ABTOMaTH3anms mporiecca Ha3HadueHus [P-ampecoB y3mam cetwm — MPOTOKOJ
DHCP.

19.I1puntunsl paboTH ¥ MpaBUIa HACTPOUKH MapIIPyTU3aTOPOB.

20.ITpuHuumb! paboThl U TpaBUiIa HACTPONKHA KOMMYTaTOPOB.

21.ITpuHuumbl paboThl U TpaBUiIa HACTPONKHU ITUTIO30B.

22 I1puHuuIbl paboThl U IpaBUiIa HACTPOIMKHU (haiiepBOIIOB.

23.I1puHnuurmsl paboThl U TpaBuiIa HacTpoiiku 4G-M0IEMOB.

24 TTpuHuuIbl paboThl U IPaBUIIa HACTPOMKHU CETEBBIX aIallTEPOB.

Paszgea 3. Onucanue nokasaresieil 1 KpuTepueB OLCHUBAHUA KOMIIETCH MU
HA Pa3JIMYHbIX 3Tanax ux (pOpMUpPOBaHUs, ONMCAHUE IIKAJ OLEHUBAHUS

bainbHO-peTUHIOBasE cucTeMa sBIseTCsl 0a30BOM CUCTEMOW OICHUBAHUS
c(hOpPMHUPOBAHHOCTU KOMIIETEHIIMIA 00y4arouuXxcst OUHOU PopMbI 0O0yUEHHUS.

Hrorosas orienka c(hOpMHUPOBAHHOCTH KOMITETEHIIUU() 00yJaronuxcsi B paMKax
OQJITbHO-PEUTUHIOBOM CHUCTEMBI  OCYIIECTBIISIETCA B XOAE€ TEKYIIEro KOHTPOJIS
YCIIEBA€MOCTH, MPOMEXKYTOUHON AaTTECTallud W ONpeleNsieTcs Kak cymMMa O0ajuioB,
MOJIYYEHHBIX O0YYAIOIIUMUCS B PE3YJIHTATE MPOXOKACHHS BCEX (POPM KOHTPOJIS.

Ornenka chOpMHUPOBAHHOCTH KOMIETESHIIMU(H) TI0 TUCIUIUIMHE CKJIAIbIBACTCS U3
JBYX COCTaBJISIFOIINX:

v liepBas  COCTaBJIAIONIAs — OLEHKAa IpernojgaBarelieM ChOPMHUPOBAHHOCTH
KOMIIETEHIIMM(IA) B TEYEHUE CEMECTpAa B XOJ€ TEKYILIEro KOHTPOJIS YCIEBAEMOCTH
(makcumym 100 6GamnoB). CrpykTypa TMEpBOM COCTaBJISIONICH — OmpeaessieTcs
TEXHOJIOTMYECKOW KapTOl AMCIMUIUIMHBI, KOTOpas B Hayale CeMecTpa JOBOJIUTCS 10
CBEJICHUS 00yJaroInXCs;

v BTOpas COCTaBIIIOIIAs — OLEHKa CHOPMHUPOBAHHOCTH KOMIETEHIIHH(i)
oOyyaromuxcs Ha 3k3ameHe (MakcumyM — 30 OasioB).

JI71st CTYyZIEHTOB OYHO-3a09HOM (hOpMBI 00yUEHUST MPUMEHATCS 4-0auibHast IIKaia
OIICHUBAHUSI PE3YJbTATOB TEKYLIETO KOHTPOJISI YCHEBAEMOCTH U MPOMEKYTOUYHOU
aTTeCTaIli O0yYarOIIUXCS.

| YpoBHHU ‘ [IponBuHyTHIN ‘ bazosb1i ‘ [Toporoseii ‘ Jloroporossiit ‘
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OCBOEHHUS YPOBEHbB YPOBEHb YPOBEHD YPOBEHb
KOMIIeTeHITUH
100 — 85u> 70 -84 51-69 0-50
oaJsIbHas
mKaJja
4 — gajlIbHAA «OTIJIMIHO) «XOPOIIIOH «YJIOBJIETBOPUT | «HEYJIOBJIETBOP
mKaJjaa €JILHOY HUTEIILHO»

IIIkana oneHOK MPpHA TEKYIIEM KOHTPOJIC YCIIEBAEMOCTH
110 PA3/IMYHBIM IIOKA3aTCJIAM

Ilokazamenu ouyenueanusn cgpopmuposannocmu | bannv Ouenka
KomnemeHuui

Brinonxenue 1adbopaTopHbIX padoT

0-20 | «HEYIOBIETBOPHUTEIHHOY
«YIOBJIETBOPUTEIIHHOY
«XOPOIIIO»

«OTIIAYHO

YcTHBII onpoc

0-10 | «HEYIOBIETBOPHUTEIHLHOY
«YIOBJIETBOPUTEIIHHOY
«XOPOIIO»

«OTIAYHO

BrlinonHenue u myoiryHas 3amuThl pedepara

0-10 | «HEYIOBIETBOPUTEIHLHOY
«YZIOBJIETBOPUTEIHHOY
«XOPOIIO»

COTJIIMYHOY

TectupoBanue

0-20 | «HEYIOBIETBOPUTEIHLHOY
«YIOBJIETBOPUTEIIHHOY
«XOPOIIIO»
COTJIIMIHO

CooTBeTCTBHE KPUTEPHEB OICHUBAHHUA YPOBHIO OCBOCHHSA KOMIIeTEeHIIUH
M0 TEKYHIEMY KOHTPOJIO YCII€EBACMOCTH

bannw Ouenka Ypoeenwv oceoenusn Kpumepuu ouyenueanus
KomnemeHuuu
0-50 | «neynomieTBo | Jlomoporoserit OOyuaronuiicss He TPUOOpENT 3HaHUS,
PHUTEIBHOY YPOBCHB YMEHUS U HE BJIQJICCT KOMICTCHITUSIMH B
o0beme, 3aKperIEHHOM paboueit
IIPOrPaMMON TUCIUILIAHBI

51-69 | «ynosnerBopu | [Toporossrii He menee 50% 3amaHuii, mojiexkaniux
TEJTLHOY YPOBEHb TEKYIIEMY KOHTPOJIO YCIIEBa€MOCTH,
BBITIOJIHEHBI 0€3 CYIIECTBEHHBIX OMIMOOK
70-84 | «xoporio» ba3oBblit ypoBerb | OOydaromuMcs BBIOJTHEHO HE MEHEe

75% 3anaHuii, TOICKAIUX TEKYIIEMY
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KOHTPOJIIO  YCIIEBa€MOCTH, WJIH TIPH
BBITIOJITHCHUH BCEX 3aJaHUU JOMYIICHBI
HE3HAYNTELHBIE OIIINOKU;
OoOydJaroIMiiCs  TMOKa3ajd  BIIAJICHHUC
HaBBIKAMHM CHCTEMaTH3allid MaTepuaia
U TNPUMEHCHHS €ro TpH PCIICHHH
MIPAKTUIECKUX 3aaHUil; 3aaHUs
BBIIIOJIHEHBI O€3 OIIHMOOK

85-100

«OTJIHUYHO»

[IpoaBuHYTHIN

YPOBEHb

100% 3anmanuii, moasIe)KaUX TEKYIEMY
KOHTPOJIIO YCIIEBAEMOCTH, BBITIOJHEHBI
CaMOCTOSITETILHO U B TPEOyeMOM 00bEME;
oOydJaronuiicss  MpOsIBISIET  YMEHHUE
0000111aTh, CHUCTEMaTU3UPOBATh
Marepuagl W TOPUMEHSITh €ro Impu
pEIICHUH  TMPAKTHYECKUX  3a/IaHH;
3aJlaHusl BBITOJIHEHBI C MOAPOOHBIMU
MOSICHEHUSIMU W apTyMEHTHUPOBAHHBIMU
BBIBOJIAMU

IIIkana oneHOK Mo HpOMeH(yTOqHOﬁ aTrecranmmu

Haumenosanue gpopmot bannw Ouenka
RPOMENHCYMOYUHOU ammecmayuu
DK3ameH 0-30 | «HEYIOBIETBOPUTEIILHO

«YJIOBJIETBOPUTEIILHO
«XOpOLLIO»
«OTIIMYHOY

CooTBeTcTBHE KPpUTEPHEB OLICHUBAHMS YPOBHIO OCBOCHMSI KOMIIETEHIU I
10 MPOMEKYTOYHOM ATTECTAIMU 00yYAIOUIUXCS

bannn Ouenka Yposenw Kpumepuu oyenueanusn
0Cc60eHUs
KomMnemeHuuil
0-9 | «aeynosnerBopu | JlomoporoBeiii | OOyuaromuiicss HE MpUOOpen 3HaHUS,
TEJIHLHOY YPOBEHb YMEHUSI U HE BIIAJICET KOMIICTCHIIUSIMU B
obbeme, 3aKPETUICHHOM paboueit
IPOrPaMMO JUCITUTITVHBL;
0oOyyJaromuiicss He CMOT OTBETUTh Ha
BOITPOCHI

10-16 | «ymoBnerBopute | [loporossiii OOGyuaronuiicst 1aja HETMOJIHbIE OTBETHI Ha
JBHOY YPOBCHB BOIIPOCHI, C HEJ0CTaTOYHOU
apryMeHTaIen, MpakTUYeCKUue 3aJaHus
BBITIOJIHCHBI HE MOJIHOCTBIO,
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KOMITIETEHIIUHU, OCBAauBaeMble B Mpoliecce
U3YYEHUS! JTUCUUIUIMHBI Cc(OPMUPOBaHbI
HE B MIOJIHOM 00BbEME.

17-23 | «xoporio» ba3zoBblii OOyuaromuiicst B IeJI0M IPUOOPEIT 3HAHUS
YPOBEHb U yMEHUS B paMKax OCBaMBaeMbIX B
npoiecce OOydYeHUsT MO JAUCIUILINHE
KOMITETEHLIN; 00y4aroIniics OTBETUIT Ha
BCE BONPOCHI, TOUHO Jajl ONpEACIICHUS U
TIOHATHS, HO 3aTPYAHSIETCS TOATBEPIUTH
TEOPETUUECKHE MOJIOKEHUS
PAKTUIECKUMH IPUMEPAMH;
oOyyJarouuiicss mokasajl XopoIlire 3HaHUS
0 TMpeAMETy, BIIaJICHUEe HaBbIKaMU
CUCTEMaTHU3aIlM1 MaTepHaia U OJHOCTHIO
BBITIOJIHWJI IPAKTUYECKUE 3a]IaHuUs

25-30 | «OTIIMYHON» [IponBunyThiii | OOyuwaromuiics  npuoOpen  3HaHUA,
YPOBEHb YMEHUSI U HaBBIKK B TIOJHOM 0ObBEMe,
3aKpEIUICHHOM pabouyeld  MIporpaMMmon
TUCITUTUTNHBL TEPMUHOJIOTHICCKUI
anmapar MCIOJIb30BaH MPaBUIIHHO; OTBETHI
MIOJTHBIE, 00CTOSITENbHBIE,
apTyMEHTHPOBaHHBIC, MTOATBEPIKICHBI
KOHKPETHBIMHU IPUMEPaAMH,
oOydJaronuiicss ~ MpOsIBISIET  yMEHHUE
0000111aTh, CUCTEMATHU3UPOBATh MaTEpHAI
U BBINOJHSAET MPAKTUUECKHE 3aJaHus C
HOJPOOHBIMU MOSICHEHUSIMU u
apryMEHTUPOBAHHBIMH BBIBOJAMH

Pasznen 4. MeToguueckue MaTepuasbl, onpeaesomme npoueaypbl
OlLleHMBAHMS 3HAHUI, YMEHHM i, HABBIKOB, XapaKTePH3yI0LIMNX
Tanbl GopMUPOBAHUA KOMIIETCHIUH

YCTHBIN ONPOC MPOBOAUTCA B MEPBBIE 15 MUHYT 3aHATHN CEMUHAPCKOTO THIA B
dbopmare oOCYXJE€HHMS C Ha3BaHHBIMHU IIpenojaBaTeneM cTylaeHTaMu. OcTalbHble
oOyuaroluecs BIpaBe JOMOJIHUTD UM YTOYHUTH OTBET [0 CBOEMY XKeJIaHHUIO (COOII01at0
odyepeHOCTh oOTBeTa). OCHOBHOM TEeMOW JUisi oOmpoca SBISIOTCS BOMNPOCHI ISt
0OCY>KJIeHHsI, COOTBETCTBYIOIINE TEME MPEAbLAYIIEH JIEKINHU, HO MPernoaBaTeslb MOXKET
YTOUHSATH 3a/1aBA€MBbIii BOIIPOC, 3aaBaTh HABOJSIIKE BOIPOCHI WM CyXXaTh BOIPOC J10
OTJEJIBHOTO aCleKTa 00CYX 1aeMON TEMBI.

MCTO}II/IKa OIICHUBAHMA OTBE€TOB HA YCTHBIC BOIIPOCHI

bannu Ouyenka Ilokazamenu Kpumepuu

9-10 «OTJIHUYHO» 1. IToaHoTa JaHHBIX IlonHo u APTYMCHTHUPOBAHO JaHBI OTBCTHI I10
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7-8 «XOPOIIOY
5-6 «YIOBJICTB
OPHUTEIIBHO
»
0-4 «HEYIOBIIE
TBOPH-
TEIBHOY

OTBETOB;
2. [IpaBUIBHOCTH
OTBETOB HAa BOIIPOCHL.

coJiepkanuio 3a1anus. OOHapyeHO MOHUMaHKe
MaTepHuaia, MOXeT 00OCHOBATh CBOHM CYXJICHUS,
IpUBECTH HEOOXOoauMble Hpumepsl. M3ioxeHue
MaTepuasa 1ocjie10BaTeIbHO U IPaBUIIBHO.

CTyneHT naeT OTBET, YAOBIETBOPSIOIUN TEM XKe
TpeOOBAHUSAM, UTO U IS OIICHKU «OTIUYHOY», HO
nomyckaer 1-2  omuOKHM, KOTOpBIE caMm XKe
HCTIPABJISIET.

CrtyneHT oOHapy)XHBaeT 3HAHHWE M IOHUMAaHHE
OCHOBHBIX TOJIOXKEHUH JAHHOTO 3aJaHusl, HO:

1) uznaraer marepuan HEMOJIHO U JIOMYCKaeT
HCTOYHOCTH B  OIPCACICHUU HOHATHH HJIH
(hopMyIIHpPOBKE MPaBUI;

2) HE yMEEeT JOCTaTOYHO ITYOOKO U JOKA3aTeIbHO
000CHOBAaTh CBOU CYXXJEHUS U TNPUBECTH CBOU
IIPUMEPHI;

3) uznaraer Mmarepual HEINOCJIeJOBAaTEeIbHO H
JOTTYCKAeT OITUOKH.

CrtyneHT o0OHapyKuMBaeT HE3HAHHWE OTBETa Ha
COOTBETCTBYIOIIIEE 3a/1aHUE, IOMYCKAET OLIMOKH B
(dbopMynupoBKe  OmpeAeNeHUd U MpaBUI,
UCKQKAIOIIME WX CMBICH, OECHOpsSI0oYHO H
HEYBEPEHHO M3JIaraeT MaTepual.

TecTtupoBaHue MPOBOJUTCS C MOMOIIBIO CUCTEMbI JUCTAHIIMOHHOTO OOyYEeHUS
«IIpomeTeit», BXoasIIell B COCTaB 3JIEKTPOHHOM HH(OPMaIMOHHO-00pa30BaTEIbHOM
cpenbl JlarectaHnckoro rocy1apCTBEHHOTO YHUBEPCUTETA HAPOJHOTO XO35IUCTBA.

Ha TectupoBanue otBoautcsi 45 muHyT. Kaxkaplii BapraHT TECTOBBIX 3aJaHM

BKJItO4aeT 30 BOIPOCOB.

MeToauKAa OllEHUBAHUS BbINOJTHEHNS TECTOB

BbaJsibl Ouenka Ilokazarenu Kpurepun
18-20 «otanuno» | 1. IomHoTa Brimonaeno 6omnee 85 % 3aganuii
BBITIOJTHEHUS TECTOBBIX | MPEIJIOKEHHOTO TECTA, B 3aIaHUSX OTKPBITOTO
3aJIaHUN; THUIIA JJaH TIOJIHBIN, Pa3BEPHYTHIN OTBET HA
2. CBOEBPEMEHHOCTh MTOCTABJICHHBIA BOIIPOC
14-17 «XOpOIII0» | BBINOJHEHMS, Brimonmaeno 6omnee 70 % 3amanuit
3. IIpaBHIBHOCTH MPEIOKEHHOTO TECTA, B 33/IaHUSX OTKPBITOTO
OTBETOB Ha BOIIPOCHI. THUIIA JIaH TOJIHBIN, pa3BEPHYTHIN OTBET Ha
MTOCTABJICHHBIA BOIIPOC; OJTHAKO OBUIH JOMYIIECHBI
HETOYHOCTH B OTPECIICHUU MOHATUH, TEPMIUHOB
v JIp.
11-13 «YIOBJIETB Brimonaeno 6omnee 54 % 3amanuii
OpPHUTEITHHO MPEIOKEHHOTO TECTa, B 3aJIaHUSX OTKPBITOTO
» THIIA JaH HEMOJIHBIN OTBET HA ITOCTABIICHHBII
BOIIPOC, B OTBETE HE MPUCYTCTBYIOT
JIOKa3aTeNbHbBIE TIPUMEPHI, TEKCT CO
CTHJINCTUYECKUMU U opdorpaduyeckumMu
OIIMOKAMHU.
0-10 «HEYJIOBJIC Bremomaeno He 6onee 53 % 3amanmid
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TBOPHU-
TEJTBHO»

MIPEUIO’KEHHOTO TECTa, HA TIOCTABIICHHBIC
BOIIPOCHI OTBET OTCYTCTBYET WJIM HETIOJIHBIH,
JIOITYIIICHBI CYIIIECTBECHHBIC OIMOKH B
TEOPETUIECKOM MaTepuase (TepPMHHAX,
TTOHSTHUSX ).

Tema pedepata BeIOMpaeTCs CTYACHTOM CaMOCTOSITENILHO M3 MPEII0KEHHOTO
CIHCKAa C YYeTOM MHUHUMH3ALMK KOJMYECTBA MOBTOPEHMM BbIOpaHHBIX TeM. Ha
Hamcanue pedepata OTBOAUTCA OaHA Henmens. Pedepar odopmisercs coriracHO
JNEUCTBYIOIIUM B JlareCTaHCKOM roCy1apCTBEHHOM YHUBEPCUTETE HAPOJHOTO XO3MCTBA
TpeboBaHUsIM K 0(OPMIICHUIO MUCbMEHHBIX padboT. O0beM mpencTaBieHHOTO pedepaTa
noJKeH ObITh HEe MeHee 10 cTpaHWIl MalTMHOMMCHOTO TEeKCTa 0e3 ydyeTa TUTYJIHHOTO

JIUCTA.

[Ty6nuynas 3ammTa pedepata MPpOBOAUTCS B TPUCYTCTBUHU OCTATBHBIX CTYACHTOB,
samumaromux pedeparsl. Ha BeicTyrieHue otBoautcs He O6oiiee 5 munyT. Bo Bpems
BBICTYIUICHUSI CTYJICHT JOJIKEH 0003HAYUTh OCHOBHYIO 1I€JIb pedepara, a TakxKe IeIbHO
chopmyaupoBaTh 0a30BYI0 UJICI0, OTPAKEHHYIO B pedepare.

MeToauka olleHUBAHUS BbINOJIHEHUS pedepaToB

bannw

Ouenka

Ilokazamenu

Kpumepuu

9-10

«OTJIMYHO»

7-8

«XOopouIo»

5-6

«YyOOBJICTB
OpPUTCIILHO
»

0-4

«HEYJIOBIIE
TBOPH-
TEJILHO»

1. Ioanora
BBIIOJIHEHUS
pedeparos;

2. CBOEBpPEMEHHOCTD
BBIIIOJHEHMS;
3. YeTrkocTh
M3J10KEHHS
pedepara  BO
3aIIIUTHL

nacu
BpEmA

BeinosiHeHsl Bce TpeOOBaHMS K HAIUMCAHHIO H
3amuTe pedepara: obOo3HAUeHA TpodiieMa W
000CHOBaHa €€ aKTyaJbHOCTh, CHCJIAH KPaTKHM
aHaJIn3 PA3IIMYHBIX TOYCK 3pCHUA Ha
paccMaTpuBacMyr  mpoOieMy W JIOTUYHO
U3JI0’KEHA coOCTBeHHAs MTO3HIHS,
c(OpPMYJIMPOBaHbI  BBIBOJBI, TEMa PaCKphITA
MOJTHOCTBIO, BBIIEPkKAH OOBEM, COOJIOIEHBI
TpeOOBaHUs K BHEITHEMY O0()OPMIICHHUIO, YETKOE U
MOCJICIOBATEIbHOE  BBICTYIJICHHE BO  BpeMs
3aIUTHI.

OcHoBHble TpeOoBaHUsI K pedepaTy U ero 3auure
BBIMIOJTHEHBI, HO TIPH 3TOM JIOMYIIEHBI HEJ0YETHI.
B yacTHOCTH, IMEIOTCS HETOYHOCTH B H3JIOKCHUU
Marepuana; OTCYTCTBYET JoruYecKas
MOCJIEI0BATEIbHOCTh B CYX/ICHHSIX; HE BBIJICPIKAH
o0beM pedepara; HMEIOTCS YOYIIEHUS B
oopMIIeHHH; BBICTYIUICHHE BO BPEMs 3all[HThI
TpeOyeT JIOTOIHUTEIBHBIX BOIIPOCOB.

HmeroTcst  cymiecTBEHHBIE  OTCTYIUIGHHS  OT
TpeboBanuii k pedepupoBanuto. B yacTHOCTH:
TEMa OCBEUICHA IIMIIb YaCTHYHO, IOMYIICHBI
(akTHueckue omMOKM B cONEpKaHUM pedepaTa
WJIM TIPY OTBETE Ha JIOTIOJTHUTEIIEHBIC BOTIPOCHI BO
BpeMs BBICTYIIJICHHUS.

Tema pedepara He packpbiTa, OOHAPYKUBACTCA
CYLIECTBEHHOE HETMOHMMaHue MpoOIeMbl, He
MIpOBEJIEHA 3alIuTa pedepara.
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JlaGopatopHble pabOTHl BBHIMOJHIIOTCS B CIEUUATH3UPOBAHHOW ayIUTOPUU BO
BpeMsi J1a0OpATOPHBIX 3aHATUN. [IpenycMOTpeHO BBINMOJIHEHUE OHOU JabopaTOpPHOI
paboThl B TEUEHUE OJIHOTO 3aHATHUSL COTJIACHO TeKylied TemaTuke. CTYIEHThI TOKHbI
BBITIOJIHATh 3aJIaHUE CaMOCTOSITEIbBHO, HO HMMEIOT BO3MOXHOCTh OOpaTUTHCS K
PENOAABATEIIO 32 PA3bACHEHUSMHU MOCTAHOBKH 33Ja4M WJIM OLEHKON MpPaBUIBHOCTU
NOJIYYEHHOTO pe3ynbTaTa. Eciiv mpenomaBaTelb BBIHYKIEH pPa3biACHATH AaCHEKThI
HEMOCPEICTBEHHOT'O BBITIOJIHEHMSI 11aroB JIabOpaTopHOW paboOThl, TO 3TO HETaTUBHO

0TpaKacTCA Ha OUCHKC BBIMMOJIHAOIICTO 3a1aHUC CTYACHTA.

MeTOIlI/lKa OLICHUBaAHHUA BBINTOJIHCHHUA J'laﬁOpaTOprlX paﬁoT

Bbanan Ouenka Hokazamenu

Kpumepuu

18-20 1. ITosHOTA
BBIIIOJHEHMS _ 3aJIaHHs
1a00paTopHO paboThI;
2. CBOEBPEMEHHOCTD
BBIIIOJHEHMS _ 3aJIaHHs
1a00paTopHO paboThI;

3. CaMOCTOSTEIBLHOCT
b pCHICHUA.

«OTJIMYHO»

14-17 «XOpOouIo»

11-13 «yZIOBIIETB
OpUTEIBHO

»

0-10 «HEYJOBJIE
TBOPH-

TCIIBHO»

OCHOBHBIC TpCGOBaHI/IH K BBIITOJIHCHUIO 3aJaHUA
J1a00paTOPHOI PabOTHI BHITOJIHEHBI.
[IpogeMoHCTpHPOBAHO YMEHHE aHATU3UPOBATh
CHUTYaLMIO U HAXOIUTh ONTHMAIbHOC KOJIUYSCTBA
pelieHui, yMeHue paborarb ¢ HH(popMaluei, B
TOM YHCJI€ YMEHHUE 3aTpeOOBaTh AOMOTHUTEIBHYIO
uH(pOpMaILIKI0, HEOOXOJUMYIO LIS JOCTUKEHUS
MMOCTaBJICHHON IEIIN

OcHOBHBIE TPeOOBaHHUS K BBIITOJTHCHHIO 3aJaHUS
n1abopaTopHO PabOThI peaTu30BaHbl, HO MPU ATOM
JIOMYIICHBI HEA0YETHl. B 9acTHOCTH, HETOCTATOYHO
PACKPBITHI HABBIKM KPUTHYECKOTO OILICHUBAHUS
Pa3IMYHBIX TOYCK 3PEHUS, OCYIIECTBICHUE
caMoaHaJIn3a, CAMOKOHTPOJISI U CAMOOIICHKH,
KpEaTUBHOCTU, HECTAHJAPTHOCTHU TMPEAJIaraeMbIX
peLIeHN

HMeroTcs CylecTBEeHHbIE OTCTYIICHUS OT
BBINOJIHEHUS TabopaTopHOH paboThl. B yactHoCcTH
OTCYTCTBYIOT HABBIKM YMEHUS MOJIEINPOBATh
peLICHUs B COOTBETCTBUU C 33JJaHUEM,
MPEJICTaBIIATh pa3INYHbIE TOAXO0/bI K pa3paboTKe
IIJIAHOB JICVCTBUM, OPUEHTUPOBAHHBIX Ha
KOHEUYHBIN pe3yapTaT

[laru BBIMIONIHEHUS Ta00PATOPHOI PabOTHI HE
BBITIOJIHEHBI, 00HAPY>KUBAETCS CYIIECTBEHHOE
HEMOHUMAaHUEe POOJIEMBI.

B sx3amMeHanMoHHBIM OWJIET BKIIIOYEHO JIBa TEOPETHMYECKUX BOIMpOca. DK3aMEH

MPOBOJIUTCSA B BUJE MUCbMEHHOrO0 OTBETa Ha Bompoc Ousera. [Ipu oueHke oTBera Ha
BOIIPOC OILICHUBAETCS MOJHOTA OTBETa, TOYHOCTh (POPMYIHMPOBOK, MPABUIBHOE
LUTUPOBAHUE COOTBETCTBYIOUIUX 3aKOHOJATEIbHBIX aKTOB, HAJTMYHUE WIUTFOCTPATUBHBIX
npuMepoB. Bpemsi moAroToBKH OTBETa MpPH Cllaye AK3aMEHa COCTaBIATh 60 MHUHYT.
OreHka OTBETOB, MOATOTOBJICHHBIX CTY/IEHTAMU OOBSBISETCS 00YyJarolnuMcs B JICHb
IIPOBEICHMS K3aMEHA.

MeToanKka OLIECHUBAHUS OTBETA HA JK3aMeHe

baJyibl Onenka Iloka3zaTenu Kpurepun

18-20 «otauuno» | 1. IloxaHoTa u | OGyyvaromuiicss npuoOpen 3HaHUS, yYMEHHUs |
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14-17 «XOPOIIO»
11-13 «yIOBIETB
OpPHUTEITHHO
»
0-10 «HE
YIIOBJICTBO
PHUTEILHOY

IOCJIENOBATENLHOCTh
OTBETA Ha
IIOCTaBJICHHEIE
BOIIPOCHI;

2. JIoTM4HOCTH )5
apryMEHTHPOBAHHOCThH
H3JI0KEHMA,

3. Hamuuwme

MNPAKTUICCKUX
IIpUMCPOB.

HaBbIKH B TIIOJIHOM o0OOBbeMe, 3aKpErIeHHOM
paboueii MIPOTrPaMMOi JUCUUTUINHBL
TEPMUHOJIOTMYECKUI  anmapar  MCIHOJIb30BaH
MPaBWIBHO; OTBETHI TOJHBIC, OOCTOSATEIHHBIC,

apryMEHTHPOBaHHBIC, TIOJITBEPIKICHBI
KOHKPETHBIMU ~ MIPUMEPaAMHU; oOyuatomuiics
MPOSIBIISIET yMEHHUE 000011aTh u

CUCTCMATU3UPOBATL MAaTCpHaAJL.

OOyuvaromuiics B LeJIOM MpuoOpen 3HaHUS U
YMEHUSI B paMKax OCBaMBaE€MbIX B IIpollecce
oOyueHuss MO JUCHUIUIMHE KOMIIETEHIIU;
00yJaromuiicss OTBETUJI Ha BCE BOIPOCHI, TOYHO
JlaJl ONpeNeieHusl U TOHATHUSA, HO 3aTpyAHseTcs
MOATBEPAUTD TEOPETHUECKUE MOJIOXKEHUS
OPAKTUYECKUMH  MPUMEpa-MHU;  O0y4aronuiics
MOKa3aJl  XOpOIIME 3HAHUS 1O TPEIMETY,
BJIaJICHUE HaBbIKaMU CUCTeMAaTH3aINH
MaTepuaia.

OOyuaromuiics Jan  HEMOJIHbIE OTBEThl Ha
BOIIPOCHI, € HEJOCTAaTOYHOW apryMeHTaluew,
IPAKTUYECKHE  3aJaHusl  BBIIOJIHEHBl  HE
ITIOJIHOCTBIO, KOMIICTCHIIUU, OCBanBa€MbI€ B
npolecce U3y4eHHst TUCLHUIIIMHBI CPOPMHUPOBAHBI
HE B MIOJJHOM 00BEME.

OOyuaromuiics He MpUOOpea 3HAHUS, YMEHUS U
HE BIAJEET KOMIIETEHUUsSMH B  oOBEME,
3aKpeIUIEHHOM paboueii IIPOTrpaMMOii
JUCHUIUIMHBL, 00yJaromuiics He CMOT OTBETHUTb
Ha BOIIPOCHI.

38




Jincr AKTyaJUu3alnyu OUCHOYHBIX MAaTCPHAJIOB IO JUCHHUILJINHE

«be3onmacHOCTL BHIYHCINTEIbHBIX CeTel»

OneHouyHble MaTepUaibl HEPECMOTPEHBI,
oOCy>KJIeHbI U 0JJOOpPEHBI Ha 3aceiaHuu Kadeapbl

[IpoTOoKOI OT « » 20 r. Ne

3aB. xadempoii

OueHoYHbIE MaTepHUalbl IEPECMOTPEHBIL,
00CyXIeHbI U 0JI0OPEHBI Ha 3aceaHuu Kadeapsl

[IpoTokon OT « » 20 r. Ne

3aB. kadenpoit

OreHoYHbBIE MaTEPHUAIIBI TIEPECMOTPEHBI,
00CyX/IeHbI U 0JI0OPEHBI Ha 3aceaHuu Kadeapsl

[IpoTokon OT « » 20 1. Ne

3aB. kadeapoit

O1eHOYHBIE MaTepHaJIbl IEPECMOTPEHBI,
00CYXKIeHbI U 0I00pPEHBI Ha 3aceTaHuu Kadeapbl

[IpoToKOI OT « » 20 1. Ne

3aB. kadeapoit
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