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sKOHOMHUKE" J[arecTaHcKoro rocy1apCTBEHHOI'O YHUBEPCUTETA.

IIpeacraButear paGoroaarenasi - 3aitHanoB JIxkaOpamn TaxyTauHOBHY,
JUPEKTOP PETHOHAIBHOTO 3KCIEPTHO-ATTECTALIMOHHOTO IIEHTPa « DKCIEPTU3A.
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OrneHOYHBIE MaTepUAIIBI 10 AUCIUIUIMHE «3amuTa HHGOPMAIMN OT BHYTPEHHHUX
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["acanoBa 3.A. OueHOYHbIE MaTepUalbl MO AUCHUIUIMHE «3amuTa nHpopMauu
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Mmas 2024 r.
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HanpasieHuto  noarotoBku  10.03.01  Muadopmanuonnas  0Oe30macHOCTb,  MNPOQUIIb
«be3onacHoCTh aBTOMAaTU3MPOBAHHBIX CUCTEM», K.MIeM.H., 'acanoBoit 3.A.

OnoOpensl Ha 3aceganuu kKadenpsl «MHPOpMAlMOHHBIE TEXHOJOTHH U
nHpopManmorHas 6e3omacHocThy 23 Mas 2024 ., mpoTokoa Ne 10.
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Ha3HnauyeHne O1lleHOYHBIX MaTepuajioB

OneHouHbIE  MaTepHaibl  pa3pabaThIBAIOTCS  JUISI  TEKYIIETO  KOHTPOJS
yCreBaeMOCTH (OLICHMBAHMS XOJa OCBOCHUS JUCHUIUIMHBI), [JIsi TPOBEIACHUS
MPOMEXKYTOUHOM aTTecTalluv (OIICHUBAHUST TPOMEXKYTOUHBIX W OKOHYATEIbHBIX
pe3yJabTaTOB OOYYEHHSI MO AUCIUIUIMHE) OOyYarommuxcs MO IUCHUIUIMHE «3alluTa
uHpopmanmu oT BHYTpeHHHX IT-yrpo3» B memsx omnpeneneHusi COOTBETCTBHUS HX
Y4EOHBIX JOCTHXKEHUM TMO3TAMHBIM TpeOOBaHUSIM 00pa30BaTEIBLHON MPOTrpaMMBbl
BhICIIEr0 oOpa3zoBaHus 1o HampabiieHuto noaroropku 10.03.01 MudopmarnmonHas
6e3omacHOCTh, poduiib «be3omacHOCTh aBTOMATU3UPOBAHHBIX CHCTEM).

OrneHOYHbIE MaTepUalibl 10 AUCHUILIMHE «3amuTa HHGOPMAIMK OT BHYTPEHHUX
IT-yrpo3» BKIIIOYAIOT B CeOs: epeUeHb KOMIIETCHITUI C YKa3aHUEM BUJIOB OIICHOYHBIX
CPEACTB B MPOILIECCE OCBOCHHMS IUCUUIUIMHBI, OMKMCAHUE IOKAa3aTeliel U KPUTEPHUEB
OIICHUBAHUSI KOMIIETCHIIUN Ha PA3jUYHBIX dTarmax uX (OPMUPOBAHUS, ONMMMCAHKE IITKAIT
OLICHUBAHUS; KOHTPOJIbHBIC 3a/IaHUs WJIM MHBIE MAaTepUAJIbl, HEOOXOIUMbIE JJIsI OLIEHKHU
IJIAHUPYEMBIX PE3yIbTATOB OOYy4YEHHUS MO AUCHUILIMHE, METOJUYECKHE MAaTepHUallbl,
OIIPEIEIISIONINE NPOLIEAYPBI OLICHUBAHUSA 3HAHUM, YMEHUH, HABBIKOB,
XapaKTepU3yIOLIUX dTanbl POPMUPOBAHUS KOMIIETEHIIUM.

OneHouyHble MaTepuaiabl CHOPMHUPOBAHBI HAa OCHOBE KIIOUEBBIX MPUHIIUIIOB
OIICHUBAHMUSI:

— BQJIUJIHOCTH: OOBEKThI OLIEHKH JOJKHBI COOTBETCTBOBATH IOCTABJICHHBIM
HenasiM oOy4eHHUs;

— HaJACKHOCTH: UCIIOJIb30BaHUE €IUHOOOPA3HBIX CTAHJIAPTOB U KPUTEPHUEB IS
OLICHUBAHUS JOCTHKEHUM;

— OOBEKTUBHOCTH: pa3Hble 00yUYarOIMEcs JOIKHBI UMETh PABHBIE BO3MOKHOCTH
JUISL JOCTHDKEHUS ycrexa.

OCHOBHBIMH MapaMeTPaMU U CBOMCTBAMHU OIEHOYHBIX MATEPHUAIIOB SIBJISIOTCS:

— OpeIMETHasl HalpaBIEHHOCTh (COOTBETCTBUE MPEAMETY U3yUYEHUSI KOHKPETHOMN
JUCITUTUTHHBI);

— coliepkaHue (COCTaB W B3aMMOCBS3b CTPYKTYPHBIX €AWHUI, OOpa3yIOIIUX
COJIEp)KaHHE TEOPETUUECKON U MPAKTUUECKON COCTABISIOMINX JUCIUILUINHBI);

— 00beM (KOJIMYECTBEHHBIN COCTAB OIEHOYHBIX MATEPUAJIOB);

— KQ4eCTBO OIICHOYHBIX MAaTE€pPUAJIOB B IIEJIOM, O0ECIICUMBAIONINX TMOTyYCHUE
OOBEKTUBHBIX M JIOCTOBEPHBIX PE3YJIbTATOB MIPHU MPOBEIACHUN KOHTPOJIS C Pa3IMYHBIMU
LETISIMH.



Pa3zneu 1. Ilepeyenb KOMIeTeHIMI ¢ YKa3aHMEM BH/I0B OLIEHOYHBIX CPEACTB

B Mpouecce 0CBOEHMs AN CIIUTIIHHBI

1.1. Ilepeuenb opMupyemMbIX KOMIIETEHLUI

Kon DopMyIMPOBKA KOMIIETEHIIUH
KOMIETEHIIUH
MK MNPOPECCHUOHAJIBHBIE KOMIIETEHIIUN
IIK-1. CnocoOeH BBIMOJMHATh KOMIUIEKC 3aJa4 aJMUHUCTPUPOBAHUS TOJICUCTEM
MHPOpMaIIMOHHONW  O€30MacHOCTH MW yIpaBleHUs HHPOPMAIIMOHHOU
0€30MacCHOCThI0 OMEPAIMOHHBIX CHUCTEM, CHCTEM YINpaBieHUs Oazamu
JTAHHBIX ¥ KOMITBIOTEPHBIX CETEN
IK-2. CnocoOeH y4HTHIBaTHh W HCIIOIB30BaTh OCOOEHHOCTH HWH()OPMAIIMOHHBIX
TEXHOJIOTHM, TPUMEHSIEMBbIX B AaBTOMAaTHU3MPOBAHHBIX CHUCTEMAX, IPU
OpraHu3aIiy 3auMThl 00pabaThiBaeMoil B HUX HH()OpMAINH
1.2. IlepeyeHb KOMIIETEHIIUI C YKA3aHUEM BHI0B OLIEHOYHbIX CPEJACTB
Dopmupyemoie Koo u Inanupyemor | Ypoenu Kpumepuu Buowt
KoMnemeHyuu | HAUMEHOBAHUE e oceoeHu OUeHUuBanus OUEHOUHBIX
uHOUKamopa | pe3yibmamol A cpopmuposannocmu cpeocme
00cmudiceHus | 00yueHus no | Komnem KomnemeHnyuii
KomnemeHyuu | Oucuuniune, | eHyuil
xapakmepusy
1ouue ymansl
dopmuposan
us
KomnemeHnuyu
u
IK-1. UIIK-1.1. 3HaTh: [ToporoB |OOyuaromuiics cnabo |Baok A -
Crnocoben AJIMUHHUCTPUDY |- YTPO3bI 13174 (4acTU4YHO) 3HAET 3a7aHus
BBITIOJIHATH €T MOACUCTEMY 0e30macHOCTH YPOBEHB |YIPO3BI 0€e30I1aCHOCTH PETPOIYKTHBH
KOMIUICKC 3a/1a4 |3aIIUThI UHpOpMAIIUU HH(OPMAIIH 1 Or0 YpOBHS:
aJIMMHHUCTPUPOB |MHOOPMALIUK  |U MOJENH MOJIC/TH HAPYIINTENS B |
aHUS TIOJICUCTEM | OTICPAllMOHHBIX |HAPYIIUTENS B OlEPALHOHHBIX BOTIPOCHI JI:J'ISI
I/II;I(l)OpMaHI/IOHH CUCTEM OIlEpallOHHBI CHCTEMAX 00CyxIeHNUS,
oif X CHCTeMax Basopbiii | OBydaiommics ¢ - TECTOBBIC
0e30MacHOCTH U 3aaHusl.
- YPOBEHb |HE3HAYUTEIHLHBIMU
HHAOPMAIHOHH omuOKaMu 1
oit OTACIIbHBIMHU
6C30IIACHOCTRIO npoOesiaMu 3HaeT
OTepALIIOHHBIX yTpO3bl OE30MACHOCTH
CHCTEM, CHCTEM vH(bOpMaLKH 1
YIIpaBJIECHUSA MOJCIIM HAPYUIUTEIIA B
0a3zaMM [TaHHBIX OTIEPAIIMOHHBIX
u CUCTEeMax
KOMITHIOTEPHBIX [Ipoasun | Obyvarommiics ¢
cerei yTBIi | TpeOyeMOii CTeneHbI0




Dopmupyemoie Koo u ITnanupyemor | Ypoenu Kpumepuu Buowt
KOoMnemeHyuu | HauMeHo8anue e oceoenu oyeHueanus OUECHOUHBIX
UHOUKamopa | pe3yibmamaol A cpopmuposannocmu cpeocme
oocmuiiceHusn | 00y4eHusn no | Komnem KomnemeHnyuil
KomnemeHnyuu | Oucyuniune, | eHyuil
xapaxkmepusy
1oujue smansl
dopmuposan
us
KomnemeHyu
u
YPOBEHb |MOJIHOTHI U TOYHOCTHU
3HAET YIPO3bI
0e30macHOCTH
uHpOpMAaLIUU U
MOJIETT HAPYIIUTEINS B
OTIepaIMOHHBIX
cUCTeMax
Ymetsb: [Toporos |O0Oyuatonuiics cnabo |[Baok B —
- bIY (4acT4HO) yMeeT 3aaHus
pa3palaThIBaT | ypoBeHb |pa3pabarTbiBaTh PEKOHCTPYKTH
b MoaeIH MOACN yIrpos ! BHOT'O YPOBHSL:
yrpo3 u . HapyIInuTeNIen . KOMILICKT
HapylHTeICeH UHPOPMAMOHHOM
MH(OPMAITHOH 6e30MacHOCTH remaTie A
HOil pedeparos.
OTIePALIMOHHBIX
0e30macHOCTH
CHCTEM
iiﬁiléiOHHH bazogsrit | OOygaromuiics ¢
YpOBEHb |HE3HAYUTEITHHBIMU
3aTpyTHEHUSMU YMEET
pa3pabatbiBaTh
MOJIETIH YyTpo3 U
HapyuuTenen
nH(pOpMaLMOHHON
0e30macHOCTH
OTIepaIMOHHBIX
cHCTEM
[Tpoaeun | OOyuaromuiicss ymeer
yTBIA  |pa3pabaTbiBaTh
YPOBEHb |MOJIENN YTPO3 H
HapylIHATeIen
MH(POPMALIMOHHOM
0€e30MacHOCTH
OTepaIMOHHBIX
CHCTEM
Baanern: [Toporos |OOyuatomuiicst cna6o |Baok C  —
- HAaBBIKAMU 13171 (4acTMuHO) BiIasIeeT 3aaHus
KOH(QHUTYpUpPO | YPOBEHb |HaBBIKAMU NPaKTHKO-
BaHUs KOH(UTYPUPOBAHUS




Dopmupyemoie Koo u ITnanupyemor | Ypoenu Kpumepuu Buowt
KOoMnemeHyuu | HauMeHo8anue e oceoenu oyeHueanus OUECHOUHBIX
UHOUKamopa | pe3yibmamaol A cpopmuposannocmu cpeocme
oocmuiiceHusn | 00y4eHusn no | Komnem KomnemeHnyuil
KomnemeHyuu | oucyuniune, | eHyuil
xapaxkmepusy
1oujue smansl
dopmuposan
us
KomnemeHyu
u
apaMeTpoB [apaMeTpPOB CUCTEMBI
CUCTEMBI 3aIUTHI
3aIUTHI OTIepaIMOHHBIX
OTIepAIIMOHHBI CUCTEM
X CUCTEM bazosbrii | O0y4arommiics ¢
YpOBEHb |HEOOIBIITUMHU
3aTpyIHEHUSIMU
BJIaJICET HaBBIKAMH
KOH(UTYPUPOBAHUS | OPUEHTUPOBAH
apaMeTPOB CUCTEMBI  |HOI'O yPOBHS
3alllAThI — KOMILIEKT
onepanruoOHHbIX J'Ia60paT0pHLIX
CHCTEM pabor.
[Ipoasun | OOyyaromiics
yTBI  |CBOOOJHO BiaJeeT
YpOBEHb |HaBBIKAMU
KOH(UTYpUPOBaHUS
MapaMeTPOB CUCTEMBI
3aIIUThI
OTIepaIOHHBIX
CUCTEM
UIIK-1.2. 3HaTh: [ToporoB |OOyuaromuiics cnabo |Baok A -
AJIMUHHUCTPUDY |- YTPO3bI BIi (4acTU4YHO) 3HAET 3aaHus
eT mojcucTeMy |Ge3onacHocTn | YPOBEHB | yTPO3BI O€30I1aCHOCTH PENPOIYKTHBH
3AIUTHI UHpOpMAIMI uH(OPMAITH 1 Or0 ypOBHS:
uHbopMaluu | ¥ MOJENU MOZIC/IM HAPYIIATEILA ) BOTIPOCHI ISt
CYBJ HapYIIATEIS MH(OpMAIMOHHOH 00CYyXICHUS;
6e3onacHoctr CYB/]
nH(bOpMaoH = » — TECTOBBIC
. bazoBerit | OOy4aromuiics ¢
Hou YpOBEHb |HE3HAUUTEIHHBIMU 3 1AHUA.
Oe3omacHOCTH R p—
CYB/ OTICTEHBIMU

npobenamMu 3HaeT
yIpo3bl 0€30MMacCHOCTH
nH(pOpMaLuU U
MOJIETIH HApYIIUTEIS
nH(pOPMaLMOHHON
oe3omacaoctr CYBJ]




Dopmupyemoie Koo u ITnanupyemor | Ypoenu Kpumepuu Buowt
KOoMnemeHyuu | HauMeHo8anue e oceoenu oyeHueanus OUECHOUHBIX
unoukKamopa | pe3yibmamol A cpopmuposannocmu cpeocme
oocmuiiceHusn | 00y4eHusn no | Komnem KomnemeHnyuil
KomnemeHnyuu | Oucyuniune, | eHyuil
xapaxkmepusy
1oujue smansl
dopmuposan
us
KomnemeHyu
u
[TponBun | OOy4varonuiics ¢
yThI | TpeOyeMoll CTEeNEeHbIO
YPOBEHb |TIOJHOTHI M TOUHOCTH
3HAET YIPO3bI
6e30macHOCTH
nH(poOpMaLuu U
MOJIETTU HAPYIIUTEIS
nH(pOPMaLMOHHON
6e3omacaoctr CYBJ]
YMeTh: [Toporos |Obyuaromuiics cnabo |Baok B —
- BIH (4acTU4HO) yMeeT 3a7aHus
paspaGarsiBar | YPOBCHB | pa3pabatbIBath PEKOHCTPYKTH
b MOJICIIN MOJCI yTpOs 1 BHOT'O YPOBHS
yIpo3 u Hapylatenen —  KOMIUICKT
HApyIIHTeNeH MHPOPMALMOHHOM TeMaTAK s
i opMAIHON _ 6€3OHaCHOCTI/I CYB/] peepaTos.
o bazogsrit | OOygaromuiics ¢
Hou YPOBEHb |HE3HAYUTEITHLHBIMHU
GesomacHocTH 3aTPyAHEHUSIMH YMEET
CYBI pa3pabatbiBaTh
MOJIETIH YyTpo3 U
HapyuuTenen
nH(pOpMaLMOHHON
6e3omacuocta CYBJ]
[Ipoasun | OOyyaromuiics ymeeT
yTBIA  |pa3pabaTbiBaTh
YpOBEHb |MOJENHU yTPo3 U
HapyunTenen
MHPOPMALMOHHOM
6e3omacuocta CYBJ]
Baaners: [Toporos |O0yuatonuiics cnabo |Baoxk C  —
- HaBBIKAMU BIi (IIaCTI/IIIHO) BJIaACCT 3aJaHUA
KOHpurypupo | YPOBCHb | HABBIKAMH IIPAaKTUKO-
BaHUS KOHQUTYPHPOBARKA | s yenruponan
apaMeTpoB T1apaMeTpoB CUCTEMBL | 1o ypoBHSE
CUCTEMBI 3AUHTHL MHpOpMANMH. | KOMILJIEKT
3aIUTHI = CYBA " n1abopaTOPHBIX
bazoBerit | OOy4aromuiics ¢
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Dopmupyemoie Koo u ITnanupyemor | Ypoenu Kpumepuu Buowt
KOoMnemeHyuu | HauMeHo8anue e oceoenu oyeHueanus OUECHOUHBIX
UHOUKamopa | pe3yibmamaol A cpopmuposannocmu cpeocme
oocmuiiceHusn | 00y4eHusn no | Komnem KomnemeHnyuil
KomnemeHyuu | oucyuniune, | eHyuil
xapaxkmepusy
1oujue smansl
dopmuposan
us
KomnemeHyu
u
YpOBEHb |HEOOIbIINMU
3aTpyAHCHUSMH
BJIaJICET HaBbIKAMH
KOH(HUTypUPOBAHHS
apaMeTPOB CUCTEMBbI
3aIuThl HH(OpMaLIUU
CYBJ
uHpopmanuu | [Iponsun | OOyuaromuiics pabor.
CYBJ yTBIA  |CBOOOJIHO BIIAJEET
YPOBEHb |HaBBIKAMHU
KOH(UTYPUPOBAHUS
MapaMeTpPOB CUCTEMBI
3aImuThl HTHGOPMAITIT
CYB[
MUIIK-1.3. 3HaTh: [ToporoB |OOyuaromuiics cnabo |Biaok A —
AJIMUHHUCTPHUP |- yIpO3bI 13174 (4acTM4YHO) 3HAET 3a1aHus
yeT Ge3omacuocT | YPOBEHB | yIpo3bl 0€30I1aCHOCTH DPEPONYKTHBH
NOACUCTEMY  |uudopManuu HH(OPMAINH 1 OTO YPOBHS:
3allIUThI Y MOJEHU MOZIC/I Hap ymHTVeM — BOIIPOCHI I
uHGbOpMALIH HApyIIATEIS MHpOPMAIHOHHOH 00CyXIeHNS;
KOMITBIOTEPHEL | 1100 varmon 0€30MacHOCTH e TECTOBLIC
X cerei ol _ KOMHBIOTeijI:IX ceTeit -
bazoBerit | OOy4aromuiics ¢ :
GesonacHocTH YPOBEHb |HE3HAUYUTEITHLHBIMHU
KOMITBIOTEPHBI OLIHGKAMHY 1
X CeTeil. OTIEJIbHBIMA
npoOenaMu 3HaeT
yIrpo3bl 6€30MacCHOCTH
nHpOpPMALIUHU 1
MO/JIEJIA HAPYLITUTEIS
MH(POPMALIMOHHOM
0€e30MacHOCTH
KOMITBIOTEPHBIX CceTei
[Ipoasun | OOyuaromiics ¢
yTBIA | TpebyeMoll CTEeneHbI0
YPOBEHb |MOJIHOTHI U TOYHOCTHU

3HAET YIPO3bI
0€e30IacCHOCTH




Dopmupyemoie Koo u ITnanupyemor | Ypoenu Kpumepuu Buowt
KOoMnemeHyuu | HauMeHo8anue e oceoenu oyeHueanus OUECHOUHBIX
unoukKamopa | pe3yibmamol A cpopmuposannocmu cpeocme
oocmuiiceHusn | 00y4eHusn no | Komnem KomnemeHnyuil
KomnemeHnyuu | Oucyuniune, | eHyuil
xapaxkmepusy
1ouue ymansl
dopmuposan
us
KomnemeHyu
u
nHpopmanuu u
MOJIEJIA HAPYIITUTEIS
WHPOPMALMOHHOM
0e30macHOCTH
KOMIIbIOTEPHBIX CeTel
Ymernb: [Toporos |OOyuatomuiics cna6o |Baok B —
- 13174 (4acTMUHO) ymMeeT 3a1aHus
paspaGarsiBar | YPOBCHB | pa3pabaThIBaTh PEKOHCTPYKTH
b MOJIEN MOZCJIN yTPO3 1 BHOT'O YPOBHS:
HapyImrenei
yIpo3 u PyIITENC . —  KOMIUICKT
. MH(POPMALIMOHHOM
HapyHIuTenei TEMAaTUK  JUIS
0€30MacHOCTH
UH(POPMALIMOH . |pedeparos.
: KOMITBIOTEPHBIX ceTei
HOM = =
6 bazogsrii |OOyuaromumiics ¢
C3OMACHOCTH | v150peHp | HE3HAUMTENBHBIME
KOMIIBIOTCPHBI 3aTPYAHEHUAMH YMEET
X CeTeu. pa3pabatbiBaTh
MOJIENIN YTPO3
HapylIHATeIen
MH(POPMALIMOHHOM
0€30MacHOCTH
KOMIBIOTEPHBIX CETEH
[Mpoxsun | OOyuarommiicss ymeeT
yTBI  |pa3pabaTeiBaTh
YPOBEHb |MOJENU YIpO3 U
HapylLuTenen
nH(pOpMaAITMOHHOM
0€e30MacHOCTH
KOMITBIOTEPHBIX CETEN
Baaners: [ToporoB |OOyuaromuiics cnabo |Baok C -
- HaBbIKAMH BIi (‘-IaCTI/I'-IHO) BJIaACET 3aJJaHuA
KOHQUrypupo | YPOBCHb | HABBIKAMH IIPAaKTUKO-
BaHUS KOHQUTYPUPOBARKA |y yenrypoBan
napaMeTPOB CUCTEMBbI
napaMeTpoB P p HOTO YPOBHS
3aIuThl HH(OpMaLIUU
CUCTEMBI . |—  KOMIUIEKT
KOMITBIOTEPHBIX CceTei
3aIIUTHI = » 1a060paTOPHBIX
o bazogsrit | OOyvaromuiics ¢ 5
uHpOpMaUn .
pMatl YpOBEHb |HEOOJIBIIUMHU pabot
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Dopmupyemoie Koo u ITnanupyemor | Ypoenu Kpumepuu Buowt
KOoMnemeHyuu | HauMeHo8anue e oceoenu oyeHueanus OUECHOUHBIX
UHOUKamopa | pe3yibmamaol A cpopmuposannocmu cpeocme
oocmuiiceHusn | 00y4eHusn no | Komnem KomnemeHnyuil
KomnemeHyuu | oucyuniune, | eHyuil
xapaxkmepusy
1oujue smansl
dopmuposan
us
KomnemeHyu
u
3aTpyIHEHUSIMU
BIIaJICET
[Ipoxsun | OOyyaromiics
yTBIii  |cBOOONIHO BIaseeT
YPOBEHb |HaBBIKAMHU
KOMITBIOTEPHBI
. KOH(UTYPUPOBAHUS
X ceren MapaMeTpPOB CUCTEMBI
3aIuThl HH(pOpMaLUU
KOMITBIOTEPHBIX CETEN
[1K-2. NIIK-2.2. 3HaTh: [ToporoB |OOyuaromuiics cnabo |Biaok A —
CrocobeH OOecrieunBaeT |- 0COOEHHOCTHU 13174 (4acTU4YHO) 3HAET 3a/IaHus
YUUTBIBATh U 6esomacHocTh | MH(pOpMarmon | YPOBEHb |0COOCHHOCTH PENPOYKTHBH
UCIIOJIB30BaTh | MHPOPMAIMOHH | HBIX HHq’OpMaHI:IOHHHX Or0 ypOBHS:
OCOOCHHOCTH | BbIX TEXHOJIOTHA, | TEXHOJIOTHIA, TEXHOJIOTHH, — BOTIPOCHI IS
WHGOPMALIMOHH |IPUMEHSIEMbIX | IPUMEHSEMBIX TPHMCHCMBIX B 00CYyXICHUS;
. aBTOMATHU3HPOBAHHBIX
BIX TEXHOJIOTUH, |B B CHCTEMAX - TECTOBBIE
NPUMEHSEMBIX B | ABTOMATH3MPOB |aBTOMATH3UPO [ - T~ Gy JaMOHHCA C 3ajaHus.
aBTOMAaTH3HPOB |aHHBIX BaHHBIX YPOBEHD | HE3HAUHTETHHBIMH
aHHBIX cucremMax cucreMax OIIMGKAMU U
CUCTEMax, Ipu OTAEIbHBIMU
OpraHM3anuu npoOesiaMu 3HaeT
3aIUTHI 0COOEHHOCTHU
o0OpabaTsiBacMO MH(OPMAITMOHHBIX
i B HUX TEXHOJIOTHH,
H(OpMAITIN MIPUMEHSIEMBIX B
aBTOMATHU3UPOBAHHBIX
crcTemMax
[Ipoasun | Obyyaromuiics ¢
YTBIA | TpeOyeMOii CTeNeHbIO
YPOBEHb |TIOJTHOTHI M TOUHOCTH

3HAeT 0COOCHHOCTH
MH(OPMAITMOHHBIX
TEXHOJIOTHiA,
MIPUMEHSIEMBIX B
ABTOMATHU3HPOBAHHBIX
crucTeMax
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Dopmupyemoie Koo u ITnanupyemor | Ypoenu Kpumepuu Buowt
KOoMnemeHyuu | HauMeHo8anue e oceoenu oyeHueanus OUECHOUHBIX
UHOUKamopa | pe3yibmamaol A cpopmuposannocmu cpeocme
oocmuiiceHusn | 00y4eHusn no | Komnem KomnemeHnyuil
KomnemeHyuu | oucyuniune, | eHyuil
xapaxkmepusy
1oujue smansl
dopmuposan
us
KomnemeHyu
u
Ymerh: [ToporoB |OOyuaromuiics cnabo |Baok B —
— plii  |(4aCTHYHO) ymeeT 3a71aHus
aHanu3upoBar | YPOBEHb |AHAIM3UPOBATDH PEKOHCTPYKTH
MPOrpaMMHBIC U
b BHOTO YPOBHSI
MIPOrpaMMHO-
TpOTpaMMHBIC anmnapaTHbIC PEIICHUs KOMIUICKT
1 TIPH IPOEKTHpoBaHuK | LoMATHK  JULd
IPOrpaMMHO- CHCTEMBI 3alUTHI pedrepatos.
anmapaTHbIe nH(pOpPMALIUU C LIETBI0
PELICHHS [IPH BBISIBJICHHUS
HPOEKTHPOBAH NOTEHLHAbHBIX
WU CHCTEMBI YASBIUMOCTCH
0€e301MacHOCTH
SalllHTEl uHpopMaluu B
uH(opmanun ABTOMATU3UPOBAHHBIX
C 1IEJIbIO CUCTEMaX,
BBISIBJIICHUS OCYIIECTBIISATH
OTEHIHATHH IUTAHUPOBAHKE U
BIX OpraHMU3aINI0 PadOTHI
. nepcoHaa
YASBHMOCTEH aBTOMATHU3HPOBAaHHOU
GesonacnocT CHCTEMBI C YYETOM
HHpOpMaLUH TpeOOBaHMII TTO
B 3amnuTe nHGOopMamu
aBTomMaTH3upo | basoselii | O0ydarommiics ¢
BaHHBIX YpOBEHb |HE3HAUYUTEIHHBIMU
CHCTEMAX; 3aTPyTHEHUSMHU YMEET
} aHAJIM3UPOBATH
OCYIIECTRIATS MPOrpaMMHBIC U
MIPOrPaMMHO-
TUTAaHUPOBAHHE
anmnapaTHbIe pelieHus
" [P MPOESKTUPOBAHUH
OpraHusanuio CUCTEMBI 3aIUTHI
paboTsI WH(OPMAIIUH C TEITBIO
HepcoHala BBISIBIICHUS
aBTOMAaTU3HPO MOTEHIIUATBHBIX
BaHHOM ySI3BUMOCTEH
CHUCTEMBI C 0€30I1aCHOCTH

uHdopMaluu B
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Dopmupyemoie Koo u ITnanupyemor | Ypoenu Kpumepuu Buowt
KoMnemenyuu | HAUMEHOBAHUE e 0c6oeHU OUeHuganus OUEHOUHbBIX
unoukKamopa | pe3yibmamol A cpopmuposannocmu cpeocme
oocmudiceHus | 00yueHus no | Komnem KomnemeHnyuii
KomnemeHnyuu | Oucyuniune, | eHyuil
xapakmepusy
1ouue ymansl
dopmuposan
us
Komnemenuyu
u
aBTOMaTH3MPOBAHHBIX
cucTeMax,
OCYIIECTBIISITh
TUTAHUPOBaHHUE U
OpraHu3aIuio paboThl
nepcoHasna
aBTOMaTH3UPOBAHHOM
CHCTEMBI C y4eTOM
TpeOOBaHUI 110
3anuTe HHPOpMauu
[Ipoasun | OOyuaromumiicss ymeeT
yTBIl  |aHATU3UPOBAThH
YPOBEHb |IIPOTrPAMMHBIE U
IPOTPaMMHO-
anrmaparHble peuIeHUs
IIPU IPOEKTHPOBAHUH
CHCTEMBI 3aIIUTHI
y4eTOM
. MH(POPMALINH C LENIBIO
TpeboBanii BBISIBJICHUS
110 3ariute MOTEHINATTBHBIX
undopmarun YSI3BUMOCTEH
6e30macHOCTH
uHpopMaluu B
aBTOMaTH3MPOBAHHBIX
cucremax,
OCYIECTBIISITh
TUTAaHUPOBaHHUE U
OpraHu3aIuio paboThI
nepcoHasna
aBTOMaTH3UPOBAHHOM
CHCTEMBI C y4eTOM
TpeOoBaHui MO
3anuTe HHPOpMaIuu
Baanern: [ToporoB |OOyuaromuiics cnabo |Baok C -
- HaBeikamu| P |(YaCTHYHO) BIANEET  |3ananus
Komdurypupo | YPOBCHD | HABBIKAMHU IPAKTHKO-
- KOH(pHUTypUPOBaHHS OpUEHTHPOBAH

1apaMETpPpOB CUCTCMbI
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Dopmupyemoie Koo u ITnanupyemor | Ypoenu Kpumepuu Buowt
KOoMnemeHyuu | HauMeHo8anue e oceoenu oyeHueanus OUECHOUHBIX
UHOUKamopa | pe3yibmamaol A cpopmuposannocmu cpeocme
oocmuiiceHusn | 00y4eHusn no | Komnem KomnemeHnyuil
KomnemeHyuu | oucyuniune, | eHyuil
xapaxkmepusy
1oujue smansl
dopmuposan
us
KomnemeHyu
u
apaMeTpoB 3amuThl UHGOPMAILIMU |HOTO YPOBHSA
CUCTEMBI ABTOMAaTU3HUPOBAHHBIX |— KOMILJIEKT
3aIUATHI CUCTEM, C yIETOM 1abopaTOPHBIX
UHpOpMAIHH HPUMEHACMBIX pabor.
aBTOMAaTU3HUPO HH(bOpMauI:IOHHHX
BAHHBIX TEXHOJIOTHiA
bazogsrit | OOyvaromuiics ¢
CHCTEM, c
YPOBEHB |HEOOIBIITMMHU
yHeToM 3aTpyTHEHUSMU
TIpHMCHACMBIX BJIa/ICET HABBIKAMU
uHbopmauon KOH(UTypUpOBaHUSI
HBIX MapaMeTPOB CUCTEMBbI
TEXHOJIOTUH 3aIuTH THGOPMALUK
ABTOMATHU3HPOBAHHBIX
CHCTEM, C yYETOM
MIPUMEHSIEMBIX
MH(OPMALIMOHHBIX
TEXHOJIOTUI
[Ipoasun | OOyuaromuiics
yTbIil  |CBOOOHO BlajieeT
YpOBEHb |HaBBIKAMHU
KOH(HUTYpUpPOBaHHS

MapaMeTPOB CUCTEMBI
3alUThl HH(POPMAIUU
aBTOMAaTH3HPOBAHHBIX
CHCTEM, C YYETOM
MIPUMEHSIEMBIX
nH(pOpPMAITMOHHBIX
TEXHOJIOTHI

Paznen 2. 3apanusi, He00XoAUMBbIE /ISl OLEHKHU IJIAHUPYEMbIX
pe3yJabTATOB 00y4eHHsl M0 TUCHHUIIINHE

14



Jus npoBepku chopmupoBanHocTy komnereHuun [IK-1. Cnoco6eH BbINOJIHATH

KOMILJICKC 3a1a4 aIMUHUCTPUPOBAHUSA ITOACUCTEM HH(l)OpMaHHOHHOﬁ

0e30I1aCHOCTH U YHupaBJi€HUS I/IH(l)OpMallHOHHOﬁ 0€30I1aCHOCThIO OnepanuoOHHbIX

CHUCTEM, CUCTEM YIIPaABJIICHUA 0azammu AAHHBIX U KOMIIbIOTCPHbLIX ceren

HIIK-1.1. ATMUHHMCTPHUPYET NOACUCTEMY 3aIHMTHI HHPOPMALUH ONlePAllHOHHBIX

CUCTEM

Baok A. 3ajanusi penpoAyKTUBHOIO YPOBHS («3HATHY)

A.1 ®oHI TECTOBBIX 3AIAHUM O JUCIHILJINHE

1. Bribepure Hanbosee moaxosiee onpeaciaeHne naGopMalmm:

a
b
C

d

CeneHus 0 JHIAX, MPEIMETAX;

CeaeHus 0 IHIAX, MpeaMeTax, (pakrax, COOBITHSIX;

CBenmenust 0 JuIax, mpeaMerax, (hakTax, COOBITHSX, SBICHUSX U TIPOIEccax
HE3aBUCUMO OT (hOPMBI UX TIPEICTABIICHUS;

CBenieHHs 0 THMIAX HE3aBUCUMO OT (DOPMBI UX MPEICTABICHUS.

2. HNudopmanmonHas cuctema — 310 ...

a.
b.

d.

HaGop nporpaMMHBIX 1 TEXHUYECKUX CPECTB;

YHopsi04eHHY0 COBOKYITHOCTh JOKYMEHTOB, HH()OPMAIIMOHHBIX TEXHOJIOTHN U
POrpaMMHO-AIIAPATHBIX CPEICTB, PEATU3YIONIUX HH(POPMAIIMOHHBIE MPOIECCHI;
YnopsigoueHHass COBOKYIMHOCTb JOKYMEHTOB, OTHOCSIIMXCS K OINPEIEICHHON
o0OnacTy;

HaGop mporpaMmMHBIX CpPeICTB, OTHOCSIIMXCS K OJTHOM 3a7a4e.

3. HudopmanmoHHBIMH peCcypcaMy Ha3bIBAIOT:

a.

b.

d.

JlokyMeHTbl ~ (MacCHBBI ~ JOKYMEHTOB),  CYIIECTBYIOIIME B  COCTaBe
WH()OPMAITMOHHBIX CHCTEM;

JIoKyMeHTBI (MacCUBbI JOKYMEHTOB), CYIIECTBYIOIIUE OTIEIbHO WU B COCTaBE
MH()OPMAIIMOHHBIX CUCTEM;

JlokyMeHTBhl ~ (MAacCUBBl  JIOKYMEHTOB),  CYIIECTBYIOIIME  OTAEJIBbHO  OT
WH(POPMAIIMOHHBIX CUCTEM;

Bce onpenenenus He BEPHBI.

4. HWNudopmanuio 1o cTeneHu A0CTyNa pa3iessioT Ha:

a
b
C
d

OTKpBITYIO U OTPAHUYEHHOTO JOCTYIIA;
OTKpBITY10;

3aKphITYIO;

TaliHyt0 U OrpaHUYECHHYIO.

5. Kundopmanuu orpaHu4eHHOTO TOCTYyMa OTHOCSTCS:

a.
b.
C.
d.

['ocynapcTBeHHas TalHa,
Kondunenunansnas nadopmanus;
[IepconanbHbIE TaHHBIE,

Bce oTBeTBI BEpHBI.

6. CoOCTBEHHUK MH(POPMALIMOHHBIX PECYPCOB, CUCTEM M TEXHOJIOTHI — ATO:

a.

CY6B€KT C IMIOJTHOMOYMSMHU BJIAACHUSA YKA3aHHBIMHU O6’bCKTaMI/I;
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b. CyOBeKT ¢ MOJTHOMOYHUSMU BIIAJICHUS U TIOJb30BaHUS YKa3aHHBIMU 00BEKTaMU;
c. CyOBeKT ¢ TIONHOMOYMSMH BJIQJCHHS, TIOJB30BAaHUS W  PACHOPSKCHUS
yKa3aHHBIMH OOBEKTAMU;
d. Bce oTrBeTHI BEpHBI.
7. 3amurtoi nHGOPMALIMK Ha3bIBAIOT:
a. JlesTenpbHOCTH MO MPENOTBPALICHUIO YTEUKH JII000H MH(pOpMAIIIH;
b. JlesTenbHOCTH MO MPEAOTBPAIICHUIO YTEUKH 3alluIlaeMoi HHPpOpMAaIUK;
c. JlesTenpbHOCTh IO MPEIOTBPAIICHUIO YTEUKU JOCTYTHOW HH(GOpMAaIIUH;
d. Bce oTBeTHI BEpHHBI.
8. Tlox yreukoi MOHUMAIOT:
a. HexoHtponmpyemoe pacnpocTpaHeHHE 3anuiiaeMoi UHGoOpMaluu TyTEM e
pasrialieHus WK HECAaHKIIMOHUPOBAHHOTO JOCTYTNA K HEW;
b. HekonTponupyemoe pacmpocTpaHEeHHWE CKpBITOM uHPopManuu myTéM e€
pasrianieHus Wik HECAaHKIIMOHUPOBAHHOTO JOCTYIIA K HEH;
c. Hexontpommpyemoe pactpocTpaneHue KOHGUASHITMATLHOW HHPOpMAIUK TyTEM
e€ pasrIalleHus Wi HECAHKIIMOHUPOBAHHOTO JTIOCTYIIA K HEH;
d. Bce BepHo.
9. Ilonm HempenHamMepeHHBIM BO3ACHCTBHMEM Ha 3alluIaeMyl0 UH(opMaiuio
MOHUMAIOT:
a. BosmeiictBue Ha Heé u3-3a OIIMOOK ITOJIB30BATElIsd, COOS TEXHUYECKHX WIIM
MIPOTrPaMMHBIX CPEACTB, MHBIX HELEJIEHAIIPABICHHBIX ACHCTBUIA;
BoszneiicTBue Ha He€ 1U3-3a OMIMOOK MOJIb30BaTENs, COOSI TEXHUUYECKHUX CPEJICTB;
c. BozzeiicTBue Ha He€ n3-3a OMMOOK MOIH30BATENS, TPOTPAMMHBIX CPEICTB, MHBIX
HEIIEJICHAIIPABJICHHBIX JCUCTBUM;
d. Bce oTrBeTHI BepHHBI.
10. Yto HEe OTHOCHUTCS K 3a1a4aM HH()OPMAITMOHHOM 0€301TaCHOCTH:
a. L{emocTHOCTh U CEKPETHOCTH;
b. DnekTpoHHAas MOANKUCH U JATUPOBAHUE;
C. YCTOMYMBOCTH CBSI3H U ONpe/ieTIeHUE Tpauka;
d. HeoTka3zyeMOCTh U aHOHUMHOCTb.
11. K meTogam obecniedeHust UHPOpMaIMOHHON O€30MaCHOCTU HE OTHOCATCS:
a. KopnoparusHbie;
b. AJAMUHUCTpPAaTUBHbIE;
c. IIpaBoBrie;
d. Texuuueckue.
12. Kakuie MeTOIBI HE OTHOCATCS K 00ecTieueHN0 HHGOPMAIIMOHHON O€30IMacHOCTH:
a. [lpunyxnenue u moOyx acHUE;
b. YmpaBieHue 10CTyIioM U periaMeHTaIlus;
c. MackupoBKa U IIPEATCTBUE;
d. CkpbITHIH JOCTYN ¥ KOMUPOBAHUE COOOIICHUH.
13. MeTon (pu3myeckoro nperpaxaeHus MyTy 3JI0YMbIIUIEHHUKY K HH(OpMAaIUK:
a. YIpaBlIeHUE JOCTYIIOM;
b. MackupoBka;
c. Ilpunyxnenue;
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d. IToOyxneHue.
14. Meton 3amuThl H”HGOPMAIIHH ITyTEM €€ KpUNTorpadudecKoro mpeoOpa3oBaHus:
a. Ilpunyxnenue;
b. IloOyxneHue;
c. MackupoBka;
d. Ynpasnenue goctynom.
15. KommekcHoe moHsITUE, OOO3HAYalollee COBOKYITHOCTb METOJOB M CPEICTB,
npeHa3HAYCHHBIX ISl OTPAaHUYEHHUSI IOCTYIIA K pecypcaM:
a. YTNOJIHOMOYMBAHUE;
b. Kontpons nocryna;
c. Cepruduxanms;
d. Her BepHoro otsera.
16. OCHOBHBIMU XapaKTEPUCTUKAMH 3AITUIIIAEMON HH(DOPMAITUH SBIISIOTCS:
a. KoHpuaeHIMaIbHOCTD, IETOCTHOCTh M CTATHYHOCTH;
b. KonbuneHmaisHOCTD, IETOCTHOCT U JOCTYITHOCTH;
c. AyrteHTuduKanus, 1eJI0CTHOCTb U JOCTYIMHOCTb;
d. AytenTuduxainus, CTaTHYHOCTh U BpEMS CO3/aHUSI.
17. 3BecTHOCTh cojaepKaHusi WHGOPMAIUU TOJIBKO HMEIOIIUM COOTBETCTBYIOIIUE
MOJIHOMOYHUS CYObEKTaM — 3TO:
a. IlenoCcTHOCTB;
b. CTaTHYHOCTB;
c. KonduaeHnmaibHOCTB;
d. Ayrentuduxanmus.
18. HensmeHHOCTh MH(pOPMAIIUU B YCIOBHUSIX €€ CITy4aifHOTO U (WJIH) NIPEIHAMEPEHHOTO
MCKa)XEHUS U Pa3pyLIEHUs — 3TO:
a. IlemocTHOCTB;
b. KondbuneHmaisHOCTD;
c. JlocTynmHOCTS;
d. Mnentudukanms.
19. Bo3aMoXHOCTh TOJIydeHUs UWHpopManuu wuid WHOOPMALIMOHHOW YCIyrd 3a
npueMeMoe BpeMsi — 3TO:
a. KonduneHmaibHOCTB;
b. IlemocTHOCTE;
c. JloctymHOCT®;
d. CraTu4HOCTS.
20. IloreHIMaIbHO BO3MOKHOE COOBITHE, JCHCTBHE, IPOIECC WU SBICHHE, KOTOPOE
MOJKET MPUBECTU K U3MEHEHUIO (PYHKITMOHUPOBAHUSI KOMITBIOTEPHON CUCTEMBI:
a. YS3BUMOCTD;
b. Artaka;
c. Yrposa;
d. Her BepHoro orBera;
21. Bo3MOXHOCTh, BO3HUKHOBEHHS Ha KakOM-JIMOO JdTale JKU3HEHHOIrO0 I[HUKJIa
KOMITHIOTEPHOU CHCTEMBI TAaKOT'O €€ COCTOSIHUSA, MPU KOTOPOM CO3/IAI0TCS YCIOBUS
JUISL peasiu3aliiy yrpo3 0€30MmacHOCTH UH(POPMAIUH - ITO:
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a. Artaka;
b. Yrpo3a;
C. YS3BUMOCTD;
d. Cratu4HOCTb.
22. JleicTBusA, NPEANPUHUMAEMBIE 3JIOYMBIIUICHHUKOM, KOTOPBIE 3aKJIIOYAIOTCS
MOUCKE U MCIOJIb30BAHUM YSI3BUMOCTEN MH(POpMAIIHU — ITO:
a. CTaTUYHOCTD,
b. Araka;
c. Yrposa;
d. U3bsH.
23. Knaccuduxkanuio yrpo3 b M0KHO BBITOTHUTE N0 HECKOJIBKUM KPUTEPHSIM:
a. Ilo acnexty nHdopmarmoHHOM 6€301aCHOCTH;
b. Ilo kommoHeHTaM HH(DOPMAITMOHHONW CUCTEMBI;
c. Ilo cnocoOy ocyliecTBieHUs;
d. Bce oTBeTHI BEpHBHI.
24. KoHpuneHunanpbHas vHPopMaLus MOXKET ObITh pa3/ielieHa Ha:
a. IlpenmeTHy10 U CyXeOHYIO;
b. CnyxeOHy10 U 3aKpHITYIO;
c. IlpenMeTHyI0 U OTKpPBITYIO;
d. OTKpBITYIO U 3aKPBITYIO.
25. HenocTHOCTh MH(MOPMAIIUU MOKET OBITH pa3JieiicHa Ha:
a. CTaThyecKyro U JUHAMHYECKYIO;
b. CraTtuyeckyio U CiIy>KeOHYIO;
c. CiyxeOHyI0 1 TMHAMUYECKYIO;
d. Bce BepHo.
26. Ilpumepom HapylIEHUSI CTATUYECKON 1IETOCTHOCTHU HE SIBJISIETCSI:
a. BBOJ HEBEpHBIX JaHHBIX;
b. HecaHkuMoHHpPOBaHHOE U3MEHEHUE JaHHBIX;
c. M3mMeHeHue nporpaMMHOro MOJyJisi BAPYCOM;
d. BHeceHue JOMOIHUTENBHBIX TAKETOB B CETEBOM TpaUK.
27. IlpumepoM HapyILIEHHS] TMHAMUYECKON LIEJIOCTHOCTH HE SBJISETCSA:
a. Hapymienue aromapHOCTH TpaH3aKIIUii;
b. BHeceHue JOMOJHUTENbHBIX TAKETOB B CETEBOM TpauK;
c. HecaHKIMOHMpPOBAaHHOE U3MEHEHHE TAHHBIX;
d. Jyb6nupoBanue naHHBIX.
28.Camas pacnpocTpaHeHHasi (hopMalibHast MOJIENb IOCTYTA K TaHHBIM:
a. ManngaTHas MOJEIb;
b. JluckpenroHHas MOJICIb;
¢. Moguens buba;
d. Mognens Knapxka.

29.B IHCKpELMOHHON MOJIEIN OTHOIIEHHS CYOBEKThl — OOBEKTHI MPEACTABICHBI B

BUJIE:
a. TaOmmir;
b. Marpui;



c. Cxewm;

d. Bce otBeTsI BepHO.

30.B kakoif Momenu AOCTyNa KaXIAOMy OOBEKTY CHCTEeMbl NIpPHUCBOEHA METKa
CEKPETHOCTH?

a. Mopenps Knapka;

b. JluckpenrioHHas MOJEIb;

c. MangaTtHas MOJEIb;

d. Mogens buoa.

31.1eHTpanbHbIiA 3JIEMEHT CUCTEMBI 3aIUTHI, KOTOPBIN HICHTUPUIIUPYET CyOBEKTHI,
OOBEKTHI ¥ MapaMEeTPHhI 3aMPAIIUBAEMOTO I0CTyNa CYOBEKTOB K 00bEKTaM:

a. Ckanep 6€30MacHOCTH;

b. MonuTop 6e30macHOCTH;

c. Monem 0e30ImacHOCTH;

d. [Iuna 6e3omacHOCTH.

32.K agMUHUCTPAaTUBHOMY YPOBHIO HH(POPMAIMOHHON O€30MaCHOCTU OTHOCSITCS

JEeUCTBUS OOIIET0 XapakTepa, IpeAnprUHIMaeMbIe:

PykoBOJicTBOM OpraHu3anuu;

Ilepconanom opranusanuy;

ITonp3oBarensmuy;

. Her BepHoro orsera.

33 HaubGonee pacnpocTpaHEHHBIMH METOJIAaMU HECAHKIIMOHHUPOBAHHOI'O JIOCTYIA B

ornepainnoHHou cucreme Windows siBisieTcst:

[To3BouisitoNIME HECAHKIIMOHUPOBAHHO 3aITyCTUTh UCIIOJIHSAEMbIN KO,

[To3Bostote 000NTH YCTaHOBIIEHHBIE pa3rpaHUYCHUS TPaB JIOCTYTIA;

TpositHCKHE POTrpaMMBbl;

[To3BostONIME OCYIIECTBUTh HECAHKIIMOHUPOBAHHBIC ONEPAIMN YTEHUS/3aITUCH

(haiI0BBIX U IPYTUX OOBEKTOB.

34.Yrto He otHOcuTca K Henpoctatkam OC Windows?

a. HeBO3MOXXHO BCTPOCHHBIMHU CPEJCTBAMH TapaHTUPOBAHHO YAAISTh OCTATOUHYIO
uH(pOpMaIHIO;

b. He oOecnieunBaercs perucrpanus BblJIa4d JOKYMEHTOB Ha "TBEPAYIO KOmuio", a
TaK)XKe HEKOTOPBIE JIpyTHe TPeOOBaHUS K PETUCTPAIlU COOBITHI;

c. HeBo3moxxHo B oOmiem ciyyae o0ecleuuTh 3aMKHYTOCTh (HJIA 1I€IOCTHOCTD)
POrpPaMMHOM Cpebl;

d. HeB03M0XHO BCTPOCHHBIMU CPEACTBAMU 00€CTIEUUTh MOJIHOTY CUCTEMBI.

oo

fao o

A2. Bonipochl 1J151 00CY:KI1€HUs
Yro Takoe 3amura nHGopmaruu? Llems 3ammuTel HHGOPMAITUH.

XapakTepucTUKu HH(GOPMALIUU, OTHOCSIIUECS K 3a]a4aM 3alllUThL.
Mepsl 110 3a111UTe HHPOPMALIMOHHON CUCTEMBI.

OcHoBHBIE 331a4¥ MH()OPMATMOHHON O€30MTaCHOCTH.

OCHOBHBIE METOIBI 10 3a1UTE UHHOPMALIMOHHON CUCTEMBI.
Mogenu pasrpaHuyeHus JOCTyIIa

VYrpo3bl 6€3011aCHOCTH OIEPALIMOHHBIX CUCTEM

N s W=
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buaok B. 3aganus peKOHCTPYKTHBHOIO YPOBHA («yMeETb»)
B1. Tematuka pedeparoB
1. IIporpamMmsl ajii BOCCTaHOBJIEHUS MH(POPMALIMH HA )KECTKUX JUCKAX.
2. CpaBHUTENBHBIN aHAIU3 YA3BUMOCTEN ONEPALIMOHHBIX CUCTEM.
3. IlporpammHoe oOecrieueHue AJig pe3epBHOI0 KOMUPOBaHUS MH(OpMAIUH.

Baok C. 3ajaHusi NpaKTHKOOPUEHTUPOBAHHOTO YPOBHS /IJIsl AUATHOCTUPOBAHUSA
chopMHPOBAHHOCTH KOMIIETEHIIU I («BJIAIETHY)

C1. JIaGopaTopHblie padoThI
Jlabopatopnas  pabora Nel. Meronuka  ycTpaHEHUS  KOMIIBIOTEPHOU
uHbopMaIuu.
[leas paGoter: IlpuoOpeTeHNE HABBIKOB YCTpaHEHUS ¥ BOCCTAHOBIICHUS
nH(OPMAITUHU Ha PA3IMYHBIX HOCUTEIISIX.
3agauu:
1. ®usnyeckass opraHu3anus KECTKUX JUCKOB.
2. MeToibl BOCCTaHOBIICHHS MH(DOPMALIUH.
3. O630p COBpEMEHHBIX CPEACTB YCTPAHEHHUSI KOMITbIOTEPHOU MH(OpMaUu.

JlabopaTtopHas pabotra No2. VYA3BUMOCTH OMNEPAMOHHBIX CHCTEM CEMENCTBA
Windows.

[ens paboter: [Ipnobperenne HaBBIKOB HAacTpoiiku Windows sl yMEHBIIICHUS
YSA3BUMOCTEH.
3agaun:

1.HemocTaTku apXUTEKTYpHI ONIEPAITMOHHBIX CUCTeM cemeiicTBa Windows .

2.0OcHOBHBIE BUJBI YSI3BUMOCTEH: CTAaTUCTHKA UX OOHAPYKEHUS U YCTPaHEHUSI.

3.0nucanne METOAMK aTak, MWCHOJIb3YIOINX YSA3BHUMOCTH ONEPALMOHHOMN
cuctemsbl cemeiictea Windows.

4.HacTpoiika onepalMOHHONW CHUCTEMBbI JJis yBEIMYEHHS O00OpOHOCIOCOOHOCTU
BBIUMCIUTEILHOU CHCTEMBI.

JlaGoparopnas pa6ota Ne3. 3anura OT KOMUPOBAHUS IEPEHOCHBIX HOCUTEIIEH.

Ilens pabotel: [IproOpeTeHre HABBIKOB 3AIMTHI OT KOMHWPOBAHUS MEPEHOCHBIX
HOCHUTEJICH.

3agaun:

1. MeToauka 3aiuThl TPOTPAMMHBIX M YCTAHOBOYHBIX JTUCKOB.

2. MeToaunka 3anuThl JUCKOB C JJaHHBIMH.

3. CoBpeMEHHbIE CPEJCTBA 3AIUTHI BUICOAUCKOB.

JlaGoparopHas padota Ned. AnmapaTHbie KIHOYU 3aIIUTHIL.

[lens pabotsi: [lpmoOpereHne HABBHIKOB 3alllUTHl JAHHBIX C TOMOIIbIO
aIlapaTHbIX KIOYEH.

3amaun:
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1. OcHOBHBIE BU/IbI alllIAPATHBIX KIIOYEH.
2. Meroauku 006x0/1a anmapaTHBIX KITFOYCH.
3. Hemocratku anmapaTHbIX KIFOYEH.

Baok D. 3aganus ajs1 MCIOJIB30BAHUSA B PAMKAX IIPOMEKYTOYHOM
arrecTauum

D1. IlepeyeHb BONIPOCOB K IK3aAMEHY
1. Beibop HampaBiieHUs 3allMThl U METOAOB obecreueHus WHOOPMAIMOHHOU
0e30macHOCTH MpH 3aiIuTe OT BHyTpeHHUX [T-yrpos.
2. Uctounuku BHYyTpeHHUX [ T-yrpos.
3. Knnaccudukanus Bayrpennux [T-yrpos.
4. IIporpaMMHO-ammnapaTHbie METO/IbI 3aIUTHl OT BHyTpeHHUX [T-yrpos.
5. [ToacucTemsl 3amKUTH HHGOPMAIIHH OTIEPAITMOHHBIX CHCTEM

s npoBepku chopmupoBanHocTH KoMmnereHuuM IK-1. Cnocoden BbINOJIHATH
KOMILJIEKC 32124 aIMHUHUCTPUPOBAHMSA MOICHCTEM HH(POPMAIMOHHOI 0€30MaCHOCTH H
ynpasJieHusi HHGOPMAIMOHHOH 0€30MACHOCTHIO ONEPAIHOHHBIX CHCTEM, CHCTEM
ynpasJieHusi 6a3aMH JaHHbIX U KOMIIBIOTEPHBIX ceTeil

HIIK-1.2. AaMuHuCTPpHpPYeT noacucremMy 3amuthbl nHpopmanuun CYB/]

Bbaok A. 3agaHus penpoayKTHBHOIO YPOBHS («3HATH))

A.1 PoH TECTOBBIX 32JAHUN O AUCHUIIJIHHE

1. HazoBute MeTonpl moAOOpa mapoJiei mojb30BaTeNeH:
a) ToranbHblil IepedOp
0) TotanbHblii TIEPeOOp, ONTUMU3UPOBAHHBIM IO CTATHCTHKE BCTPEYAEMOCTH
CUMBOJIOB
B) ToranbHbll epedop, ONTUMU3UPOBAHHBIN C TOMOLIBIO CIIOBapei
r) IloaGop nmaposasi ¢ UCHOJIB30BaHUEM 3HAHUI O MOJIb30BATENE
1) BEpHBI BCE BApUAHTHI

2. Kakast u3 HrKe Npe/ICTaBICHHBIX MO/JIEJIEN OTHOCUTCS K MOJIEJIA pa3rpaHuyuCHUS
JIOCTyTIa K JaHHBIM?

a) MannaTHas;

0) monenb buba;

B) moaenb Knapka;

I') HET BEPHOI'O OTBETA.
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3. Kakas u3 H1Ke IpeCTaBICHHBIX MOJIEJeH OTHOCUTCS K MOJIEIH pa3rpaHudeHHUs
JIOCTYIA K JAHHBIM?

a) JluckpeuuoHHas;

0) moxens buba;

B) mojaenb Knapka;

I') HET BEpPHOI'O OTBETA.

4. B TUCKPEIIMOHHON MOJIESTH OTHOIICHUS CyOBEKTHI - OOBEKTHI MPEICTABICHBI B BUJIC:
a) Tabmnwui;
0) Marpuir;
B) Cxewm;
I') BCE BEpPHO;

5. B kako#i Mozien# 1ocTyna KaxkJIoMy OOBEKTY CHUCTEMBI IPUCBOECHA METKa
CEKPETHOCTH:

a) monenb Knapka;

0) IUCKpelOHHAas;

B) MaHJaTHasi;

r) mojenb buba

6. Kakas u3 HIKe ITPEACTABICHHBIX KOMaH/ CO3/1a€T MOJIb30BATENS?
a) CREATE USER,
0) CREATE VIEW,
B) CREATE SYNONYM
r) CREATE ROLE

7. Kakast koMaH/1a UCHOJIb3YETCs JUIsl HAa3HAUYCHUS] TPUBUIIETUI MTOJIh30BaTENSIM ?
a) GRANT
06) SET ROLE
B) SET TRANSACTION
r) REVOKE

8. Kakas komaHga WHCHOJB3yeTCS [UJII OTMEHBI TMPUBWJIETHHN, Ha3HAYCHHBIX
MTOJIL30BATEIIIO?

a) GRANT

06) SET ROLE

B) SET TRANSACTION

a) REVOKE

9. B kakoil cucreme, CTpOUTCS MOJEIb W30MPATEIBHOTO YMPABIECHUS JOCTYIOM K
JTAHHBIM:

a) monenb Kmapka;

0) IUCKpeIOHHAas;

B) MaHJaTHasi;
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r) mojenb buba

10. Pensimonnas 0a3a naHHbBIX - 3TO?
a) Bb/l, B koTopoii nH(pOpMaLus OpraHu30BaHA B BUAE MPSIMOYTOIbHBIX TAOJINLL;
0) BJI, B KOTOPOI1 3JIEeMEHTHI B 3aMKUCH YIIOPSAIOUYCHBI, T.€. OJUH 3JIEMEHT CUUTACTCS

I''IaBHBIM, OCTAJIbHBIC ITIOAYHMHCHHBIMMU,

B) b/I, B KOTOpOI1 3amKcu pacmoyioKEHbI B TPOU3BOJILHOM MOPSIJIKE;

r)

BI[, B KOTOpOﬁ [MpUuHATa CBO60)1H8.$I CBA3b MCK/Y 3JICMCHTAMHU PAa3HBIX ypOBHeﬁ.

A2. Bonipochl 1J151 00CY:KI€HUSA

l.

W

e

Permukanusa tpaH3akuuil. Pernkamnus cBeAEHUEM.

VYrpasneHue TpaH3aKUUSMM, CEpUaln3alus TpaH3akuuWd. TpaH3akuuu U
IIEJIOCTHOCTH 0a3 JaHHBIX. 30 I1MpOBaHHOCTH ITOJIH30BATEIICH.

Cepuanu3zauus TpaH3akuui. MeTopl cepuain3alny TpaH3aKIui.
CUHXpOHU3AIIMOHHBIE  3aXBaTbl. | paHyJMPOBAaHHBIE CHUHXPOHU3ALHOHHBIE
3axBathl. [IpenrKaTHbiE CHHXPOHU3ALMOHHBIE 3aXBATHI.

Tynuku, pacrno3HaBaHUE U pa3pylieHre. MeTo BpeMEHHBIX METOK.
Kypuanuzammss  usmenennit  BJI.  Kypnanmmzamuss u  Oydepusanus.
NuauBuayalibHBINA OTKAT TPaH3aKIUU.

Bbaok B. 3agannsi peKOHCTPYKTHBHOIO YPOBHS (KyMeTb»)

B1l. Tematuka pedeparon

l.

e o

CpencTsa u MeTo bl 3auThl HH(pOpMaruu nipu ucnoiabzoBanuu CYB]] RBase
CpencTsa u MeTO b1 3aUThI HH(pOpMaruu pu ucnoiab3oBannu CYB]] Dbase
CpencTsa u MeTo bl 3auThl nHpOpMaruu npu ucnoias3oBannn CYB/[ FoxBase
CpeacTBa 1 METOJIbI 3alIUTHI MH(OpManuu npu ucnonbzoBanuu CYBJ] FoxPro
CpenctBa 1 MeTO/IbI 3alIUTHI UHGOpMaIuu 1pu ucnoias3oBanuu CYB]][ Paradox
CpenctBa 1 METO/IbI 3allIUTHI UH(pOpMaIuu mpu ucrnoiabzoBanuu CYB/] Oracle
CpenctBa 1 METO/IbI 3alIUTHI UH(pOpMaIuu mpu ucnoiabzoBanuu CYB/] Cache
CpenctBa 1 METO/IbI 3aIIUTHI UH(GOPMAITUH TIPU UCIIOIB30BaHUU TexHOoorun Com

baok C. 3ajaHusi NPAKTHKOOPHEHTHPOBAHHOTO YPOBHA JIsl JMATHOCTHPOBAHUS

chopMHPOBAHHOCTH KOMIIETEHIIUI («BJIAIETHY)

C1. JlabopaTopHble padoThl

PaGora c¢ mHacrpoiikamu posei u pasrpanudenuit gocryna B CYB/J MS
SQLServer. Co3nanue nmosan3oBareseit u pojeid B CYB/l MS SQL Server.

Heas padorbli: O3HAKOMUTBCS C€ HACTPOMKAMHM POJIEH, CXEMOW JaHHBIX U
pasrpannuenuit nocryna B CYBJl MS SQLServer. O3HakOMHUTBCS ¢ OCOOCHHOCTSIMU
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CO3/IaHUs MOJIb30BaTENEH, posieil, CXeMOW JaHHBIX U pasrpanuueHuil noctyna B CYB]]
MS SQL Server.

1

baok D. 3aganus A5t MCIOJIB30BAHUSA B PAMKAX IIPOMEKYTOYHOM
aTrecTaluu

peYeHb BONPOCOB K IK3aMEHY

.Ile
1.
2
3

W B

*

Axcuoma 6e3omacHocT 6a3bl JaHHBIX. [IpuMephI.

SQL-uHBEKIMH, CBONCTBA, METO/IbI TIPOTHUBOICHCTBUSI.

ABTOMAaTU3UpOBaHHbIE cpeacTBa 3amuThl OT SQL-uHbekuuu. CuibHbIC U
ciabeie ctoporsl Web Application Firewall u sxpanupoBanue.

VYrpossl, cnerubuansie 11 CYB/I.

MeTku 6€301acHOCTH ¥ IPUHYAUTEIBHBIA KOHTPOJb JOCTYTIA.

[Tonnep:xanue 1EIOCTHOCTH AaHHBIX. TaOIUYHBIE, CCHUIOYHBIE OTPaHUYECHUS.
IIpaBuna.

Metonsl  oOecrieueHusi JOCTYNMHOCTH 0a3 jdaHHbIX. HWHpopmarmoHHas
N30BITOYHOCTb.

Mertonsl o0ecrieueHus JOCTYITHOCTU 0a3 TaHHBIX. AlapaTHas U30bITOYHOCTD.
Metoasl obecniedeHue KOH(GUICHIIMATBLHOCTH JaHHbIX. Kpunrtorpaduueckue
MeToanl B CYB/I.

10.MeToapl obecnieueHrs KOHGUICHIIMAIBHOCTH JaHHBIX. BHeaApeHue sql-kona.

st npoBepku chopmupoBanHocTH kKommnereHuun IK-1. Cnoco6eH BbINOJIHATH
KOMIUIEKC 3a1a4 aAMUHUCTPUPOBAHUSA MOACUCTEM MH(I)OpMaIII/IOHHOﬁ 0€30IacHOCTH U

ylpasjeHus MHPOPMALMOHHOH 0€3011aCHOCTHIO ONIEPALMOHHBIX CHCTEM, CHCTEM

YupaBJjeHUus 0a3aMHu JaHHBIX U KOMIBIOTCPHBIX cerei

HIIK-1.3. AAMMHHCTPHPYET NOACHCTEMY 3aIIUThI HHPOPMALMH KOMIIBIOTEPHBIX ceTeil

Baok A. 3ajanusi penpoAyKTUBHOIO YPOBHS («3HATHY)

A.1 PoH TECTOBLIX 3aJJAHUH IO TUCIHUIIJIHHE

1. VYrposza oTkasa ciry>k0 MOKET ObITh pa30UTa Ha CIACAYIOIINE TUIIBI:

a
b
C
d

. OTka3 nonp3oBaTeneH;

. Baytpennuii oTkaz MHQOPMAIIMOHHON CHCTEMBI;
. Otka3 noanepsxuBaromieit ”HGPaCcTPyKTyphI;

. Bce oTBeTHI BEpHBI.

2. Yro He OTHOCUTCS K BHYyTpeHHeMY oTka3y MC?
a. OwmuOKH npu NepeKOHPUTYPUPOBAHUHN CUCTEMBI;
b. OTka3bl IPOrpaMMHOTO U alapaTHOro 00eCreyeHus;
c. Paspyuienue naHHbIX;
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d. Hapymenne paboThl CUCTEM CBSI3H.
3. YTO HE OTHOCHUTCA K OTKa3y CiIy)0?
a. Hapyienue paboThl CUCTEM CBSI3H;
b. PazpyleHue u noBpexaeHue MoMeneHU;
c. Hapyiuenue paGoThl 3JI€KTPONUTAHUS;
d. Pa3pyuieHue TaHHbBIX.
4. Kakas yrpo3a oTkaza CiIyx0 ycCTpaHseTcs aJIMHHHCTPATUBHO-IIPABOBBIMU
MeToaaMu?
a. OTka3 noJyib30BaTENIEH;
b. OTka3 nporpaMMHOro 0becreueHus;
c. Hapymenue paGot cucrem cBsizy;
d. PaspyrieHnue u moBpexIeHUE IOMEIICHHH.
5. K «kanamam, mpeamojaramoiM HW3MEHEHHE JJIEMEHTOB HH(OPMAIMOHHOM
CTPYKTYPBI OTHOCHUTCSL:
a. HamepeHnHoe xonupoBaHue GailioB U HOCUTENIEH HHPOpMaALUK;
b. MackupoBka noj APYyTrUx M0JIb30BATEIIEH, nyTEM HNOXULIEHUE
uaeHTUPuIUpyromen ux napopmanmy;
c. XWILEHUE HOCUTENe HHPOopMalnu;
d. He3akoHHOE NOJKIIOUYEHHE CIEUUATBHON PpErucTpUpyIOUIed anmaparypbl K
YCTPOMCTBaM CBSI3U.
6. YTo OTHOCHUTCS K KaHaJlaM, He TPeOyIOIUM n3MeHeHue 31eMeHToB UC?
a. HamepeHnHoe xonupoBanue QailioB u HOCUTENIEH HHPOpMAIUK;
b. HezakoHHOE MOAKIIIOUEHHE CTICIIMAIBHON PETUCTPUPYIOLIEH anmapaTyphl;
C. 3JIOYMBIIIJIEHHOE H3MEHEHUE TPOrPaMM;
d. 3n0yMbIIIEHHBINA BBIBOJI U3 CTPOS CPEJCTB 3aIIUThI HH(POPMALIHH.
7. Kakas HampaBIeHHOCTh aTak HEBEPHO chopmyrupoBaHa?
a. ATaku Ha ypOBHE OIEpPALlMOHHON CHUCTEMBI;
b. ATaku Ha ypOBHE CHCTEMHOI'O a]IMUHUCTPATOPA;
C. ATaku Ha YpOBHE CETEBOI0 IPOrPAMMHOTO 00ECIICUEHMUS;
d. Artaku Ha ypOBHE CUCTEM ynpaBlieHUs 0a3aMH 1aHHBIX.
8. K kakomy TuIly aTak OTHOCHUTCS MPOCIIYIIMBAHUE NIEPEAABAEMBIX COOOIICHUI?
a. IlaccuBHas aTaka;
b. Moaudukaiys moToka J1aHHBIX;
c. IloBTOpHOE KMCIIOIB30BaAHUE;
d. Otka3 B 00CIIyKUBaHUU.

A2. Bonipochl 1151 00CY:KIeHUS
1. Knaccudukanus yrpo3 nHPpopMannoHHOW 0€301MacHOCTH.

Knaccudukanus HapymumTenei.

VYTeuka uHpopmanuu, KaHaiabl yTeUKH HHPOPMALIMKI U UX XAPAKTEPUCTUKH.
Knaccudukanus yrpo3 B ceTsx nepeiayu JaHHbIX

Oco0eHHOCTH 3alIUTHI PaCIPelEICHHBIX CUCTEM

[Tonutrka 6€30MaCHOCTH Ha MPEANPUITHH.

VYpoBHU nIpaBOBOrO obecnedyeHns HH(POPMaLMOHHON O€30M1aCHOCTH.

Nk
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buaok B. 3aganus peKOHCTPYKTHUBHOIO YPOBHA («yMeTb»)
B1. Tematuka pedeparoB
1. ®opmupoBaHUE MMOJIUTHKU OE30MACHOCTH C YYETOM aKTyalbHBIX YIPO3.
2. OpraHu3zanus 3alMThl OT HECAHKIIMOHUPOBAHHOIO JI0CTYMA.
3. Cuctembl 0OHapy EHUS aTaK
4. AHanuzaTopbl 3alMIIEHHOCTH CETEH

baok C. 3ajaHusi IPAKTHKOOPHMEHTHPOBAHHOTO YPOBHS IJIs1 JUATHOCTHPOBAHUS
chopMHUPOBAHHOCTH KOMIIETEHIIUI («BJIAIETHY)
C1. JIaGopaTopHblie padoThL.

Jlabopatopnas pabora «3amuta JIBC 0T aTak KaHAILHOTO YPOBHS.

[{enpto maGopaTopHON pabOTHI SIBISETCS M3YyUYCHHUE METOJIOB MPOCKTUPOBAHUS,
pa3BepThIBAaHUS W HACTPOMKM MEXaHU3MOB 3allUThl B KoMMyTHpyeMbix JIBC oT arak
kaHanbHOTO ypoBHS TUNa MAC-flooding u MAC-spoofing.

[TocranoBka 3agauu: B cermente JIBC ¢uinana, noctpoeHHOM Ha 0a3e JBYX
KoMMyTaTopoB ypoBHs goctymna Cisco Catalyst 2960 u xoMMmyTaropa ypoBHS siapa-
pactipenenenust Cisco Catalyst 3560, obecnieunts 3anuty oT arak Tuna MAC-flooding
u MAC-spoofing.

IlocnenoBaTeIbHOCTE JEUCTBUU:

[ITar 1. Ha kommyTtaTope ypoBHs noctyna SW4-3 HacTpouTh MEXaHU3M port
security B JUHAMHYECKOM PEKUME ISl paOOUYNX CTAHIIUN:

interface range fa0/2-3

switchport mode access

switchport port-security

switchport port-security maximum 1

switchport port-security violation protect

[[Tar 2. BbINOAHUTH aHAJIOTUYHBIE HACTPOWKH MeXaHU3Ma port security Ha
KoMmyTatope SW4-2.

[ITar 3. Ha xommyrtarope ypoBHS sAnpa-pacupeaencHuss SW4-1 HacTpouThb
MEXaHU3M port security B CTaTHYECKOM pEXUME C MPUBA3KOM K 3amaHHoMy MAC-
aapecy s nopta FastEthernet0/4:

interface fa0/4

switchport mode access

switchport port-security

switchport port-security maximum 1

switchport port-security mac-address XXxX.yyyy.zzzz

switchport port-security violation shutdown

[ITar 4. Ha xommyrtarope ypoBHA snapa-pacupeneneHuss SW4-1 HacTpouThb
MEXaHu3M port security B CTaTHYECKOM pexume ¢ onmueit sticky s mopra
FastEthernet(0/5:

interface fa0/5

switchport mode access
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switchport port-security

switchport port-security maximum 1

switchport port-security mac-address sticky

switchport port-security violation shutdown

[ar 5. IlpoBepuTh KOPPEKTHOCTb HACTPOEK MexXaHU3Ma Oe30MacHOCTH port
security kommytatopoB JIBC myrtem monenupoBanusi ataku tuma MAC-spoofing.
3amatb MAC-anpec pabGodeil cTaHlMM, MOAKIIOYEHHOW K MOPTY KOMMYTaTopa Co
CTaTUYECKUM MeToAoM QopmupoBanus crmrcka MAC-aapecoB, HECOOTBETCTBYIOIIUNA
TpeOOBAHUSIM MOJUTUKU O€30MACHOCTH. Y OEUTHCS B MEPEBOJIE MOPTa KOMMYTATOpa B
pexum shutdown um protect.

[Mar 6. IIpoBepuTh KOPPEKTHOCTh HACTPOCK MexXaHuU3Ma O0e30MacHOCTH port
security kommyTtaropoB JIBC myrem moaenupoBanusi ataku tuna MAC-flooding. Ha
HOpPT KOMMYTaToOpa C AMHAMUYECKUM METOA0M (POpMHpOBaHUS CIUCKA pa3pelIeHHBIX
MAC-agpecoB MNOAKIIOUYUTHL KOMMYTATOpP C HECKOJIBKMMHU pPa0OUYUMM CTaHILHSIMHU.
Y6enuThcs B IepeBojie MopTa KoMMyTaTopa B pexum shutdown unu protect.

Baok D. 3aganus ajis1 MCIOJIB30BAHUSA B PAMKAX IIPOMEKYTOYHOM
arrecTauum

D1. IlepeyeHb BONIPOCOB K IK3aAMEHY
1. Byl TeXHUYECKOM JOKYMEHTAIMU Ha HH(POPMAIMOHHBIE CHUCTEMBI.
2. IIpaBoBbIE METO/BI 3aLIUTHI OT BHYTpeHHUX [ T-yrpos.
3. Opranu3alOHHbIE METO/IbI 3aIUTHI OT BHyTpeHHUX IT-yrpos.
4. Knaccudukanusi BHyTpEHHUX HApYIIUTEICH.

s npoBepku cpopmupoBaHHOCTH KomneTeHU UM ITK-2. CnocodeHn yuuThiBaTh
HCI0/1b30BATH 0CO0OEHHOCTH HH(POPMALMOHHBIX TEXHOJIOTHM, IPUMEHSIEMbIX B
ABTOMATU3MPOBAHHBIX CUCTEMAX, ITPU OPraHU3aluM 3aIIIUTHI OﬁpaﬁaTbIBaeMOﬁ B HUX
uHopMmanun
HIIK-2.2. O6ecnieynBaeT 0€30MaCHOCTH MH(POPMALMOHHBIX TEXHOJIOTHI, IPUMEHSIeMbIX
B ABTOMATH3HPOBAHHBIX CHCTEMAX

baok A. 3aiaHus penpoayKTUBHOIO YPOBHS («3HATH))

A.1 PoHJ TECTOBLIX 3AIAHNM MO AMCIUIIJINHE
1. Bo3moxxHOCTB M3MeHEeHUs TpuMeHseMbIx cpencts C — ato:

a. KoMIIeKCHOCTB;
b. TI'mbxocts;
c. HenpepsiBHOCTSB;
d. IlemocTHOCTD.
2. Tlonutuka 6€30MaCHOCTH BEPXHETO YPOBHSI, 3aTparuBarolas BCe OpraHu3aIyio B
1IeJIOM, BKJIFOYAET B CeOs:
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a. Pemenuwe cdhopmupoBaTh WIM HW3MEHHTh KOMIUIEKCHYIO TIPOTPaAMMY
obecnieueHUsT MHPOPMAITMOHHON 6€3011aCHOCTH;

b. @®opMmynupoBaHHE TIIeleH OpraHu3aluu B 00JacTH HWH(POPMAITMOHHOM
0€30MacHOCTH, ONpEAeIEHHEe OOIMX HANpaBICHUH B JOCTH)KEHHHM JaHHBIX
LeaeH;

c. ObecneueHre HOpMATUBHOM 0a3bl ISl COOIOACHUS 3aKOHOB U IIPaBUI,

d. Bce oTBeTHI BEpHBI.

YTo U3 nepeynciIeHHOro He BXOJUT B MEePBbIA YPOBEHb IIPABOBOTO 0OECIICUEHHUSI
nH(popMaIMoHHOM 6€30macHOCTH?

a. Koncrurynus P® (ct. 23, nmpaBo Ha TaifHy MEPENUCKHU);

b. I'paxnanckuii kogekc PO (ct. 139, Bo3melieHne yObITKOB OT yTEUEK);

c. @enepanbHblil 3ak0H "O rocyaapcTBEHHOU TaliHe";

d. TlocranoBnenus [IpaBurennctBa PO.

YTo U3 nepeuncIeHHOro He BXOJAUT BO BTOPOM ypOBEHB MPABOBOI0 0OeCTIeueHUs
uH(bOpPMaAITMOHHOH Oe30macHoCTH?

a.  Ykassl [Ipesunenra PO;

b. Ilocranosnenus IIpaBurenscra P®D;

c. YronoBubli kojgekc P® (ct. 272-274, HenpaBOMEpHBIM IOCTYT,
pacnpocTpaHEeHUE BUPYCOB, HApYIIEHUE MTPaBUII SKCIUTyaTalluu );

d. IlocranoBnenus meHymoB BepxoBHoro Cyna PO.

CucreMy HalMOHAJIBHON O€30MaCHOCTH 00pa3yeT:

a.  Opransl 3aKOHOJIaTEJILHON, UCIIOJHUTEILHON U CyJeOHOM BIacTel;

b. TocymapcTBeHHBIE, OOIIECTBEHHBIE U MHBIC OPTraHU3AIMKA U 00bEIMHEHNUS,

c. [I'paxnane, npuHHMamIIKE ydyacTue B oOecreueHWHu Oe30MaCHOCTH B
COOTBETCTBHH C 3aKOHOM;

d. Bce oTBeTHI BEpHHI.

YTo HE OTHOCUTCA K OCHOBHBIM NpPUHIUIIAM OOECTeYeHUs HaIMOHAIbHOMN
oe3onacHoCcTH?

a. 3aKOHHOCTb;

b. Cobmroaenue 6anaHca )KU3HEHHO BAXKHBIX MHTEPECOB TUYHOCTH, OOIIECTBA
U TOCY/1apCTBa;

c. BzaumHas OTBETCTBEHHOCTh JUYHOCTH, OOIIECTBA M TOCYyAapCTBa IO
oOecreyeHunto 0e30MacHOCTH;

d. CucreMHOCTb.

K npaBoBbIM MeTo1aM oOecTieueHus] HHPOPMAIIMOHHON 0€30MacHOCTH OTHOCST:

a. Pa3paboTka COBpEMEHHBIX METOJIOB M CPEJICTB 3aIIUTHI HHPOPMAIINH;

b. OmpeneneHre OTBETCTBEHHOCTH (DM3UYECKUX U FOPUTAUECKUX JINII,

c. YcwieHHne KOHTPOJIA 3a pa3BUTHEM WH(OPMAITMOHHOTO phIHKA Poccuu;

d. [loBblmeHue cTENEHN 3aIUIIIEHHOCTH 3aKOHHBIX HHTEPECOB TPaXk/IaH.
Koraa 6bu1 npunsaT @eaepanbHblil 3akoH «O0 nHpopMannu, THPOpMATU3ALUU U
3amuTe uHpopMaun»?

a. 2004,
b. 2006;
c. 2008;
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12.

13.

14.

15.

16.

d. 2010.
9. YTo HEe OTHOCUTCS K OCHOBHBIM alMapaTHbIM CPEACTBAM 3alllUThl HH(OPMALIUU:
a. IlmacTukOBBIE KapTHI;
b. DNEeKTpOHHBIE 3aMKHU;
c. MarHuTtHbl€ KapThl;
d. Bwuaeo kapTshi.
10. Kakoli M3 mNEpEeYMCIEHHBIX YPOBHEW NPEAYCMATPUBAET JIOTMYECKYIO 3allUTy
uHpopmarmn?
a. DBHemHuil ypoBeHb, OXBATHIBAIOIIMI BCIO TEPPUTOPUIO PACIIOIOKECHUS
BBIYUCIIUTEIBHON CUCTEMBI;
b. YpoBeHb OTIEIBHBIX COOPYKEHUN WU TTOMEIIECHU;
C. YpOBEHb TEXHOJOIMUECKHUX MPOIIECCOB XpaHEHUs, 00OpadOTKHU U Neperadyu
uHhopMaIuy;
d. YpoBeHb KOMIIOHEHTOB BBIUYMCIUTEIHHON CUCTEMBI.
11. Kakoii #3 mNEPEYUCICHHBIX KJIACCOB HE OTHOCUTCS K KJaccaMm 3alluThbl
uH(popmaruun?
a. Dusznueckui;
b. IlporpamMmMmHO-anmnapaTHbIN;
c. TexHolorumueckui,
d. OpraHuzanoHHBIN.
Kakue wu3 mnepedncineHHbIX CpEACTB MNPUMEHSIOTCS IS (DU3UYECKOM 3allUThI
uHpopmaru?
a. JlazepHble 1 ONTUYECKUE CUCTEMBI;
b. MexaHuueckue u 3JIEKTPOHHBIE 3aMKH;
c. TeneBU3MOHHBIE CUCTEMBI HAOJIOICHUS;
d. Bce oTBeTHI BepHBIE.

Jnsa peructpanuu coObituii noakmoueHust kK BC Bexercs:
a. BwmaeonaOmronenue;
b. basa ma"HBIX;
c. Aynur;

d. IIpotoxo.
3amura OT HECAHKIMOHMPOBAHHOTO JIOCTyla CO CTOPOHBI IIOJIb30BATCIICH B
COBPEMEHHBIX CHCTEMax B OCHOBHOM pealu3yeTCs:

a. [laponpHas 3ammra;

b. AyteHTtudukamms;

c. Hnentudukammus;

d. Bce oTBeTHI BepHEIE.
Kakoit M3 mepeyucieHHbIXx CrMocoO0B HE WCMIONB3YeTCS IS ayTeHTH(UKAINH
MOJIb30BATEIIS?

a. 3ampoc CeKpeTHOTro MapoJs;

b. IIpumeHeHHE MUKPOIIPOIIECCOPHBIX KAPTOUEK;

c. buomerpuyeckue cpencrsa;

d. JarupoBanue.

Cno>XHBIH BapUaHT 3JICKTPOHHOTO KJIF04Ya — 3TO:
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a. IlnmactukoBas kapra;
b.  DIEeKTpOHHBIN KETOH,;
c. Kpunrorpapuueckuii mmodp;
d. OnexTpoHHas UMPpPOBas MOJIUCE.
17. I3 MHOKeCTBa CYIIECTBYIOIIMX CPEJICTB ayTeHTU(DUKALINK, HanboJiee HaAC)KHBIMU
SIBJISIFOTCSL:
a. CpencTBa pacnio3HaBaHUS;
b. buomerpuueckue cpeacTBa;
C. DJEKTPOHHBIN KIIIOY;
d. MukporpoiieccopHbie KapTOUKH.
18. UTo HE OTHOCUTCSI K OMOMETPUUYECKUM CPEJICTBAM:
a. Ormeyarok Imanblia;
b. CeryaTka riasa;
c. T'omoc;
d. Vwms.
19. C6op u HakorieHre UHHOPMALIMK O COOBITUSX MH(HOPMALIMOHHONW CUCTEMBI — 3TO:
a. IIporokomupoBanue;
b. Aynur;
c. JKypHan naHHBIX;
d. Cunres.
20. AHanu3  HakOIUIEeHHOW  WH(pOpMalM¥,  MPOBOJUMBIA  ONEPATHUBHO WM
NEPUOANYECKHU:
a. Cunres;
b. IlporokonupoBanue;
c. Aynur;
d. Her nmpaBunsHOTO BapuaHTa.
21. Ilpu mpOTOKOIMPOBAHUN PEKOMEHYIOT 3alHUChIBATh CIEAYIONIYI0 HHPOPMAIHUIO:
a. Jlara u Bpemsi cOOBITHS;
b. Pesynbrar coObITHS;
c. Hcrounuk 3ampoca;
d. Bce oTBeTHI BepHbIE.
22. UcnionHsieMblii WAM  WHTEPHPETUPYEMBIM NPOrpaMMHBIA  KOJA, OO0JaJaronuii
CBOWCTBOM HECAHKIIMOHUPOBAHHOI'O PACIIPOCTPAHEHNS U CAMOBOCIIPOU3BEICHUS:
a. Ilapa3swur;
b. Bupyc;
c. Ilpuspak;
d. Her BepHoOro orsera.
23. ITo 0coOeHHOCTSIM peanu3yeMOoro alropuT™Ma BUPYCHI IETSATCS Ha:
a. CIyTHHKH, CTEJICHI, IAPA3UThI, IPU3PAKU;
b. Crencel, CIyTHUKHU, TPU3PAKU, YEPBH;
c. [lapa3utsl, npu3paxku, 4epBH, CTEICHI;
d. Her BepHoro otsera.
24. Yto HeoOX0AUMO UMETH ISl MPOBEPKU HA HAJTMYHME BUPYCOB Ha KECTKOM JIUCKE?
a. 3alIUIICHHYIO IPOrpaMMy;
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b. 3arpy3ounyto mporpammy;
c. daiu ¢ curHarypaMu BUPYCOB;
d. AHTHUBUPYCHYIO POTpamMMy.
25. OCHOBHBIMU IYTSIMU IPOHUKHOBEHHS] BUPYCOB B KOMIIBIOTEP SIBISIOTCS:
a. Buemnue HocuTenu MHGOPMALINH;
b. KomnerotepHsble ceTy;
c. JlercTBUA MOJIB30BATENS;
d. Bce oTBeThI BepHbI€.
26. KoMIbIOTEpHBIE BUPYCHI:

a. Bo3HuUKaoT B CBs3U cO COOSIMU B allIIapaTHbIX CPCACTBAX KOMIIBIOTCPA,

b. Tlunryrcs a101pMHU CIIENMATBHO JIJIS1 HAHECEHUs yIepoa;

C. 3apoXxaaroTcs Mpu paboTe HEBEPHO HAMTMCAHHBIX MMPOTPAMMHBIX MTPOIYKTOB;

d. SBnsgrorcs cieacTBUEM OMIMOOK B OTIEPAIIMOHHON CHCTEME.
27. 3arpy304Hble BUPYChl XapaKTEPU3YIOTCSA TEM, UTO:

a. IlopaxaroT 3arpy304Hbie CEKTOpa AUCKOB;

b. IlopaxatoT nporpamMmsbl B Hayajie ux paboThl;

C. 3amycKaroTcs IpH 3arpy3Ke KOMIIbIOTEPa;

d. W3menstoT Bech Ko 3apaxkaeMoro (aiina.
28. Bupyc, y KOTOpOro Kaxpaas cleayron@as Komus B 3apaXEéHHbIX

OTJIMYAETCS OT MPEJBIAYIIUX — ITO:

a. Crenc;

b. CrnyTHUK;

c. Ilpuspak;

d. TTapaswur.

A2. Bonipochl 1151 00Cy:KIeHUS
CepBuchl 6€30MaCHOCTH.

Mertoasl uneHTUGUKAIMU U ayTEeHTUPUKAITUY.

Bupl TeXHUUYECKUX KaHAJIOB YTEYKU UH(POPMAIIUH.
Kanans! yreuku nadopmaiuu npu e€ rnepeaaye mo KaHajiam CBsI3H.

ARl S

Baok B. 3agaHusi peKOHCTPYKTHBHOIO YPOBHS (KyMeETb»)
Bl. TemaTuka pedeparoB

TexHuueckue cpecTBa 3auThl THHOPMAIIHH.
Pasrpannyenue noctyna Kk ”HGOPMAIIMOHHBIM peCypcam.
[IporpaMmMHO-anmapaTHble CPEACTBA pa3rpaHUYCHUS JTOCTYIIA.

N

pecypcoB.

[TpoTokonupoBaHue NEHCTBUN NOJIB30BATENEH U ayJUT 0€30I1aCHOCTH.

00beKTaxX

Opranu3alioHHbIE METO/IbI TPOTUBOACHCTBUS BHYTPEHHUM HAPYUIUTEISIM.

[IporpamMmMHo-amnmapaTHble CpeACTBa AAMHHUCTPUPOBAHUS HH(POPMAIIMOHHBIX

Bbaok C. 3ajanus NpaKTHKOOPHEHTHPOBAHHOIO YPOBHS AJIsl AUATHOCTHPOBAHUA

chopMHPOBAHHOCTH KOMIIETEHIIU I («BJIAIETH)
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C2. JIaGopaTopHblie padoThI
JlabopatopHas pabora Nel. AHTUBHPYCHOE MPOTPAMMHOE 00eCIIeUeHHE.

Ilens pabotei: [IpumoOpereHne HaABBIKOB 3allUThl HH(OpPMAIMM HCIOIB3YS
AaHTUBUPYCHOE IPOrpaMMHOE 00ECTICUECHHE.

3anauu:

1. IIporpamMMbI-IINHUOHBL. 3alIUTa OT MPOrPAMM HINTUOHOB.

2. TposiHCKME TPOTPAMMBI.

3. "UepBH", METOIMKN TPOHUKHOBEHUSI.

4. Bupycsbl, anropuTMsl paboThI.

5. AHTHUBHUpYCHOE MpOrpaMMHOE OOecleyeHHe: PEKOMEHyeMble HaCTPOMKH,
IIPAaBUJIA UCIIOJIb30BAHUS.

Baok D. 3aganus 17151 MCMOJIb30BAHUS B PAMKAX IIPOMEKYTOYHOM
arTecTauuu

D1. IlepeyeHb BONIPOCOB K IK3AMEHY
1. OGu1as nmocTaHoOBKa 33/1a4u 3alIUThI OT BHYTpeHHUX [ T-yrpos.
2. Buasl koH(puaeHInanbHONH HHOPMALIMU U YPOBHH 3aIUTHI.
3. AIMUHHCTpUPOBaHUE UH(POPMALIMOHHBIX PECYPCOB OpraHU3ALIHH.
4. AiMUHHCTpUPOBaHUE UH(POPMAIIMOHHBIX TOTOKOB OpraHU3allUu.

Paznen 3. Onucanue nokasaresieid 1 KpuTepreB OLEHUBAHNS KOMIIETEHIIM A
HA PA3JIMYHBIX 3Tanax ux (GOpMUPOBAHNSA, ONIMCAHME IIIKAJ OLCHUBAHUA

banmnbHO-peliTHHrOBasE cUCTeMa sBIseTCS 0a30BOM CHCTEMOM  OICHHUBAHUS
chOpMHUPOBAHHOCTH KOMIIETEHITUN 00yJaronuxcsi O4HOU PopMbI 0O0ydeHHUS.

Htoroas oueHka cpopMHUpOBAaHHOCTH KOMIETEHIMH(H) 00yUaromuxcs B paMKax
OQJNTBHO-PEUTUHIOBOM CUCTEMBI OCYHIECTBIISIETCSI B XOJ€ TEKYLIEro KOHTPOJIS
YCIIEBAEMOCTH, MPOMEKYTOUHOW aTTeCTallMd M OMNpEAeNseTcss Kak cymma O0asuios,
MOJTYYEHHBIX O0YYaIOIIUMUCS B PE3yJIbTaTe MPOXOXKICHUS BceX (HOPM KOHTPOJIS.

Onenka chOpMUPOBAHHOCTU KOMMETEHIUH(I) TIO TUCIUIUIMHE CKJIAbIBACTCS U3
JIBYX COCTaBJISIOIINX:

v mepBas COCTaBJIAIOIIAS — OIEHKA MpenojaBaTeaeM c(HOpMUPOBAHHOCTH
KOMIIeTeHIIUU(H) B TEUYEHHE CEMECTpa B XOJIeé TEKYIIEr0 KOHTPOJS YCIIEBAaEMOCTH
(makcumyMm 100  GamnoB). CrTpykTypa TEpBOM COCTAaBJISIONIEH OMpeaesnsercs
TEXHOJIOTUYECKOW KapTOW AMCUUIUIMHBI, KOTOpas B Hayaje CceMecTpa JOBOAUTCS O
CBEJICHUST 00yJarONuXCs;

v/ BrOpas COCTaBIIAIOIIAas — OILEHKa C(HOPMHUPOBAHHOCTH KOMITETEHIHH(i1)
oOydJaromuxcs Ha sk3ameHe (MmakcumyM — 30 6asioB).

JIJ1st CTYIEHTOB OYHO-3a09HOU (POPMBI 00yUEHUS TPUMEHSATCA 4-0allIbHAs 1IKaJa
OLICHUBAHUSl PE3YJbTATOB TEKYIIErO KOHTPOJIS YCIEBAEMOCTH M MPOMEKYTOUHOU
aTTeCTallui 00yJarOIIUXCHl.
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YpoBHu [IponBUHYTHII bazoBbiit IToporossiii Jlonoporoseiit
OCBOCHMS YPOBEHB YPOBEHB YPOBEHb YPOBEHb
KOMIIETeH Uil
100 - 8Su=> 70 — 84 51-69 0-50
O0a/IbHAsA
HIKaJIa
4 — dasIbHAS «OTJIMYHO «XOpOUIO» «YIOBJIETBOPUT | «HEYIOBJIETBOP
LIKAJIa €JIBHOY» UTEIBHOY
IIIka/a OLEHOK NPH TEKYLIEeM KOHTPOJIe YCIIeBaeMOCTH
10 PA3JIHYHBIM MIOKA3aTEJIAM
Iloxkazamenu ouenueanun cpopmuposannocmu | bannv Ouenka
KomnemeHuyuil
BrinonHenne nabopaTopHbIX padoT 0-20 | «HEYJIOBIETBOPUTEIBHO
«YZOBJIETBOPUTEIBHO»
«XOpOUIO»
COTIUYHOY
YcTHBIT onpoc 0-10 | «HEyZIOBIETBOPUTEIBLHO»
«YJOBJIETBOPUTEIBHO
«XOPOLLIO»
«OTIUYHO»
Bremonnenue u myOianyuHas 3amuThsl pedepaTa 0-10 | «HEYIOBIETBOPUTEIHLHO
«YZOBJIETBOPUTEIBHO»
«XOpOUIO»
COTJIUYHO»
TecTtupoBanune 0-20 | «HEYIOBIETBOPUTEIHLHO
«yZOBJIETBOPUTEIBHO»
«XOPOIIO»
«COTJIMYHO»

CooTBeTCTBHE KPUTEPHEB ONIEHUBAHUS YPOBHIO OCBOEHHSI KOMIIETEHIIHIA
M0 TeKYIeMYy KOHTPOJII0 YCIIeBaeMOCTH

bannn Ouenka Ypoeenw Kpumepuu oyenusanusn
0ce0eHUA
KomnemeHuuu
0-50 | «aeynoBneTBO | JlomOpOroBHIii OOyuaromuiicas He NpUOOpen 3HAHMS,
PHUTETBLHOY YPOBEHB YMEHHUSI U HE BIAJEET KOMIETEHIIUSIMU B
o0beMe, 3aKpEIIEHHOM paboueit
MPOrPaAMMON TUCITUTIIMHBI

51-69 | «ynonerBopu | [loporossiit He menee 50% 3amanmii, mojieskaminx
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TEKYyIlIeMy KOHTPOJIIO yCIEBAEMOCTH,
BBITIOJTHEHBI oe3 CYIIECTBEHHBIX
OIIHOOK

OOy4aronuMcsl BBITIOJTHEHO HE MEHee
75% 3amaHuil, MOJIEKAIIUX TEKYLIEMY
KOHTPOJIFO  YCIIEBAa€MOCTHU, WM TpHU
BBITIOJITHEHUN BCEX 3aJaHUM JIOMYILECHBI
HE3HAYUTEIILHBIC OIIINOKHU;
oOyyJaromuiics IoKa3all BJIaJICHUE
HaBbIKAMHU CHCTEMaTH3allud MaTepuaia
W TPUMEHEHHUS €ro TMpu PelICHUU
MPAKTUYECKUX 3aJIaHUH; 3aJJaHus
BBIIIOJIHEHBI O€3 OIIMOOK

100% 3amanmii, NOAIEKAIUX TEKYILIEMY
KOHTPOJIIO YCIIEBAEMOCTH, BBIIOJHEHBI
CaMOCTOATENILHO U B TpedyemMoM
o0beMe;  OOydaromuiicss  TPOSBIISET
yMeHHE 000011aTh, CUCTEMAaTU3UPOBATh
MaTepual U [PUMEHSATh €ro Ipu
pELICHUMM  NPAKTHYECKUX  3a/IaHM;
3aJJaHUsl BBINOJIHEHBI C MOJAPOOHBIMU
MOSICHEHUSIMU U apryMEHTHUPOBAHHBIMU
BBIBOJIaMU

IlIkana oueHoK 1o HpOMe)l(yTOqHOﬁ arTrecralmmumu

TEIILHO» YPOBEHB
70-84 | «xopomio» ba3oBblli ypOBEHB
85-100 | «oTnuyHO» IIpoaBuHYTHII
YPOBEHB
Haumenosanue gpopmot bannu

npomeofcymouuoﬁ ammecmauyuu

Ouenka

DK3aMeH

0-30

«HEYIOBJICTBOPUTEIBLHO»
«YJIOBJIETBOPUTEIILHO
«XOpOLIO»

«OTJIMYHOY

CooTBeTcTBHE KPpUTEPHEB OLICHUBAHMS YPOBHIO OCBOCHHSI KOMIIETEHIU
10 NMPOMEKYTOYHOM aTTeCTAIUN 00yYAKOLIUXCH

Bannwt Ouyenka Ypoesens Kpumepuu ouenusanusn
0ceoeHus
KOMHnemeHuui
0-9 | «aeynosnerBopu | JlomoporoBeiii | OOydaromuiicss HE MpuOOpen 3HAHUA,

TCJIBHO»

YPOBEHb

YMEHHS M HE BJa/eeT KOMIETCHIUSIMH B
o0BeMe, 3aKPETIEHHOM pabouei
IpOrpaMMoOit JTUCIUILTAHBL;
00yYarolmuiicss HE CMOr OTBETHUTh Ha
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BOIIPOCHI

10-16

«YOOBJICTBOPHUTC
JIBHO»

[Toporoseiit
YPOBEHb

OOyuaronuiicst Jaa HEMOJHbIE OTBETHI Ha
BOITPOCBI, c HEJIOCTaTOYHOU
apryMeHTaluel, MpaKkTUYEeCKHe 3aaHus
BBITIOJTHEHBI HE MOJTHOCTHIO,
KOMIIETCHIINH, OCBaWBaeMbIe B IMPOIIECCE
U3YYCHUsSI JUCIUIUIMHBI C(HOPMUPOBAHBI
HE B IIOJTHOM 00BEME.

17-23

«XOopomio»

bazoBrIit
YPOBEHB

OOyuaromuiics B IEJIOM  TpHOOpen
3HaHUS W YyMEHUS B  paMKax
OCBaMBaEMbIX B MPOIECCE OOyYCHHS IO
JTUCITUTUTIHE KOMITETEHIIUH;
00y4aroIuiicsi OTBETUJI Ha BCE BOMPOCHI,
TOYHO JIajl OTPEICICHUS W TIOHATHS, HO
3aTpyaHICTCS MOITBEPIUTH
TEOPETUUECKHE TIOJIOKCHUS
PAKTUYCCKUMH IPUMEPaAMH;
oOyJarouiics ToKa3an XOpoIue 3HAHUS
0 TpeAMeTy, BJaJeHWE HaBBIKaMHU
CUCTEMaTHU3AINH MaTepuaa U
MOJIHOCTBIO  BBITIOJIHWII ~ TIPAKTUYECKUE
3aJIaHus

25-30

«OTIHUYHO»

IIpoaBuHYyTHIN
YPOBEHb

OOyuaromuiics mpuoOpen  3HaHMS,
YMEHHSI M HaBBIKM B TOJHOM OOBEME,
3aKpEIUICHHOM paboueld  MIporpaMmon
JUCIUTLTAHBL; TEPMHUHOJIOTHUECKUN
anmapaT  WCIONb30BaH  MPAaBWIBHO;
OTBETHI MOJTHBIE, 00CTOSITENTLHBIE,
apryMeHTHPOBaHHBIE, HOJTBEPKICHBI
KOHKPETHBIMU pUMeEpaMu;
oOyyaroluiicss  OpOsBISIET  YMEHHUE
0000111aTh, CUCTEMATH3UPOBATh MaTEpHAI
U BBINOJHSET MPaKTUUYECKHE 3aJaHusl C
OJIpOOHBIMU HOSICHEHUSAMU u
apryMEHTHPOBAHHBIMH BBIBOJAAMHU

Paszpnes 4. MeToguveckue MaTepuaJibl, ONpeAe/JA0LIHe MPoUeAypPbl
OLICHUBAHUSA 3HAHMIN, YMEHH i, HABBIKOB, XaPaKTEPHU3yOLIUX
Tanbl (OPMUPOBAHUA KOMIIETEHIIM A

YCTHBIN OonpoC MPOBOAUTCS B MEPBBIE 15 MUHYT 3aHATHII CEMHUHAPCKOTO THUIMA B
dbopmare oOCyXJeHHS C Ha3BaHHBIMHM TIpernojaBarenieM cryieHTamu. OcTanabHbIC
oOydaromniyiecsi BIpaBe JIOMOJHUTHh WM YTOYHUTH OTBET IO CBOEMY >KEJIaHUIO
(cobmromaro ouepeaHOCTh oTBeTa). OCHOBHON TEMOMW JUISI OMpPOCa SIBISIOTCSI BOMPOCHI
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JUIs 00CYKJI€HUsI, COOTBETCTBYIOIIME TeMe MpeAbIAYyIIeH JIEKIUHU, HO IMpernoJaBaTellb
MOXXET YTOYHATH 33JaBa€MbIii BOIPOC, 3a/1aBaThb HABOJSILIKE BOIPOCHI WU CY’KaTb
BOIIPOC J0 OTAEIBHOIO acleKkTa 00CyKAaeMOM TEMBI.

MeTonmca OIICHUBAHUA OTBCTOB HA YCTHBIC BOIIPOCHI

bannot

Ouenka

Ilokazamenu

Kpumepuu

9-10

«OTJIUYHO»

7-8

«XOpouIo»

5-6

«YIOBJICTB
OPHTEIBHO
»

«HEYIOBIIE
TBOPH-
TEJIbHO»

1. Ilonxora _ naHHBIX
OTBETOB;

2. IIpaBWJIBHOCTE
OTBETOB Ha BOMPOCHI.

[TorHO M apryMEHTUMPOBAHO MAAaHBI OTBETHI IIO
coliepkaHuio 3a1anus. OOHapyKeHO MOHUMaHHe
MaTepHala, MOXeT 00OCHOBaTh CBOM CYXKJIEHHUS,
IpUBECTH HEOOXOJUMble HpuMephl. M3noxeHue
MaTepuaa Iocjie10BaTeIbHO U TPaBUIIBHO.

CTyzneHT [aeT OTBET, YAOBIETBOPSIOIINN TEM XKe
TpeOOBaHUSIM, UTO U JJIS OIICHKH «OTIUYHOY», HO
Jomyckaetr 1-2  ommOKH, KOTOpBIE caM XKe
HCIIPaBJISIET.

CtyneHT oOHapyXXHWBaeT 3HaHWE W TOHUMAaHHUE
OCHOBHBIX MOJIOKEHHI JAHHOTO 3aJ[aHusl, HO:

1) wm3maraer MaTepuaid HENOJIHO M JOMyCKaeT
HCTOYHOCTH B OHNPCACICHUN HOHATUH HWIN
(bOopMyITHpPOBKE PaBHIT;

2) He yMeeT JOCTaTOYHO TIyOOKO W
JIOKa3aTeJIbHO OOOCHOBATH CBOM CYXXICHUS |
[IPUBECTU CBOU IIPUMEDBI;

3) wu3maraer Marepuall HEMOCIEJOBAaTEeIbHO H
JIOITYCKAET OITUOKHU.

CryneHT oOHapyXHMBaeT HE3HaHME OTBETa Ha
COOTBETCTBYIOIIEE 3aJaHUE, JOIYCKAET OMIMOKH
B (opMynupoBke ompenereHUH U IMpaBHII,
UCKaXAloUIe MX CMBbICHI, OEecrnopsAodyHO H
HEYBEPEHHO M3JIaraeT MaTepuall.

TecTupoBaHue MPOBOJUTCA C MOMOIIBIO CUCTEMBI TUCTAHIMOHHOTO O0Yy4YeHUs
«IIpomeTteit», BXOJsUIEH B COCTaB 3JEKTPOHHOM HHGOPMAILIMOHHO-00pa30BaTEIbLHOM
cpelbl JlarecTaHCKOro rocyjapCTBEHHOIO YHUBEPCUTETA HAPOJHOTO XO35ICTBA.

Ha rtectupoBanue orBoautcs 45 mMuHyT. Kakawlii BapHaHT TECTOBBIX 3aJaHUM
BKJItO4aeT 30 BOIPOCOB.

MeToanka oneHUBAHNSA BbINOJHEHHUS TECTOB

3. IIpaBUILHOCTE
OTBETOB Ha BOIIPOCHL.

basbl Ouenka IMoka3aresu Kpurepuu
18-20 «otimmuHoy» | 1. IlomHOTa Brmonueno 6omnee 85 % 3aganuii
BBIMIOJIHEHHSI TECTOBBIX | MPEIOAKEHHOTO TECTA, B 3aJJaHUSX OTKPBITOTO
3aJIaHUH; THUIIA 1aH TIOJIHBINA, pa3BEPHYTHIN OTBET HA
2. CBOEBPEMEHHOCTh TIOCTaBJIEHHBIN BOPOC
14-17 «XOpOILIO» | BBIIOJIHEHNUS; Brmonueno 6omnee 70 % 3aganuii

MIPEIJIOKEHHOTO TECTA, B 3a/1aHUSAX OTKPBITOTO
THUIIA J1aH NOJIHBIN, Pa3BEPHYTHIA OTBET HA
MIOCTABJIEHHBIN BOIIPOC; OJTHAKO ObUIN JOIMYIIEHbI
HETOYHOCTH B ONPECIICHUH TIOHATUH, TEPMUHOB

U Jp.
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11-13 «yJIOBJIETB
OpUTEITEHO
»
0-10 «HEYIOBJIE
TBOPH-
TEJILHO»

Brimonneno 6onee 54 % 3amanuit
MIPEAJIOKEHHOTO TECTA, B 3aJJaHUSX OTKPBITOTO
THUIIA 1aH HEMOJHBIM OTBET Ha ITOCTABJICHHBIN
BOIIPOC, B OTBETE HE MPUCYTCTBYIOT
J0Ka3aTeNIbHbIE TPUMEPHI, TEKCT CO
CTHIMCTHYECKUMU U opdorpadudeckumu
OIITMOKaMHU.

Brmonneno ue 6omee 53 % 3amanuit
MPEAJIOKEHHOTO TECTA, HAa MOCTABJICHHBIE
BOIIPOCHI OTBET OTCYTCTBYET HJIM HETIOTHBIM,
JIOTTYIICHBI CYIIIECTBEHHBIE OITHOKH B
TEOPETUYECKOM MaTepuase (TepMUHAX,
MOHSTHUSAX).

Tema pedepara BbIOMpaeTcs CTYJEHTOM CaMOCTOATEIBHO U3 MPEJI0KEHHOTO
CIUCKAa C YYEeTOM MHUHUMHU3AIMK KOJMYECTBAa TMOBTOPEHUN BbIOpaHHBIX TeMm. Ha
HarcaHue pedepara OTBOAUTCS oOjaHA Hedens. Pedepar odopmisercs coriiacHo
JCUCTBYIOIIUM B
X03s1iicTBa TpeOOBaHUSAM K O(OPMIICHUIO MUCbMEHHBIX paboT. O0beM MpeacTaBICHHOTO
pedepara nomkeH ObITb He MeHee 10 cTpaHMI] MAITMHOMUCHOIO TEKCTa 0e3 yuera
TUTYJIBHOTO JIUCTA.

[Ty6nuunas

Jlarectanckom

ToOCyAapCTBCHHOM  YHHUBCPCHUTCTC  HAPOJIHOTO

3ammTa pedepara MPOBOAUTCA B TMPUCYTCTBUM  OCTaJbHBIX

CTYJICHTOB, 3anumiaromux pedepatsl. Ha BeICTyIIIeHHE OTBOIUTCSA HE 0o0Jiee 5 MUHYT.
Bo Bpems BBICTyIUICHUSI CTYJIEHT JOJKEH O003HAUYUTh OCHOBHYIO IIeib pedeparta, a
TaK)Ke LEeJTbHO CPOPMYITHPOBATH 0A30BYIO UJICI0, OTPAKEHHYIO B pedepare.

MeToauKa OLleHMBAHUS BbINOJHEHUA pedepaToB

bannw Ouenka Hokazamenu Kpumepuu
9-10 «otnuno» | 1. IloaHota BrimonHeHpl Bce TpeOOBaHMS K HANMCAHUIO H
BBITIOJTHEHUS 3amuTe pedepara: obOo3HAueHA TpodiieMa W
pedeparos; 0o00ocHOBaHa €€ aKTyaJbHOCTb, CHAEJaH KpPaTKHi
2. CBOEBPEMEHHOCTh aHamM3  pa3IM4YHBIX ~ TOYEK  3peHHs  Ha
BBINOJTHCHHUS; paccMaTtpuBaeMyr — mpoOjeMy U JIOTMYHO
3. YerkocThb H3J10°KEeHA coOCTBeHHas IMO3UIINS,
U3JI0KEHUS unen | chopMyiaHpoBaHbBl BBIBOJABI, TEMa pPacKpbITa
pedepata BO BpeMs | MOJHOCTBIO, BBIACPKAH OO0BEM, COOIIOIEHBI
3aIUTHL TpeOOBaHUSI K BHEUIHEMY O(QOPMIICHHIO, YETKOE
U TIOCIICOBATENIbHOE BBICTYIUIGHHE BO BpeMs
3aIUTHIL
7-8 «XOpPOLIO» OcHoBHBIE TpeOOBaHUs K pedepaTy U ero 3aluTe
BBITIOJTHEHBI, HO NP 3TOM JIOMYIIEHBI HEI0UETHI.
B  wyactHOoCcTHM, WMEIOTCS  HETOYHOCTH B
U3JI0KEHUU MaTepHala; OTCYTCTBYET JIOrHuecKas
MOCJIEIOBATEIBHOCTh B CYXKICHHSX;  HE
BbIIEp)KaH 00beM pedepara; UMEIOTCS YITyIICHUS
B 0(hOpMIJICHNH; BBICTYIUICHHUE BO BPEMS 3aIIUTHI
TpeOyeT JOMOIHUTEIbHBIX BOIIPOCOB.
5-6 «YyJOBJICTB HNMeroTcss  CyIIECTBEHHBIE  OTCTYIUIEHUS  OT
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OpUTENEHO TpeboBaHUil Kk pedepupoBanuio. B gacTHOCTH:
» TEeMa OCBEUICHA JIMIIb YaCTUYHO; JIOMYIICHEI
daxTHueckue OomMOKM B coAepkaHuu pedepara
WIN TpU OTBETE HA JOMOJHUTEIHHBIE BOIPOCHI
BO BpPEMsi BHICTYILICHUSI.

0-4 «HEYIIOBJIE Tema pedepata He packpbiTa, 0OHApPYKHBAETCS
TBOPH- CYIIECTBEHHOE HENOHMMaHHE IpOOJIeMBI, He

TEIILHO» IpOBEJICHA 3alKTa pedepara.

JlabGopaTopHble pabOTHl BBINOJHSAIOTCS B CHELUAIU3UPOBAHHONW ayJIUTOPUH BO

BpeMsl JlabopaTopHbIX 3aHATHU. [IpeTycMOTpeHO BBIMOJHEHHE OJHOM JIabopaTOPHOU
paboThl B TEUEHUE OJHOTO 3aHSATUSI COTJACHO TeKyiled TemaTuke. CTyJIeHThI JOJKHBI

BBIITIOJIHATH 3aJaHUC

CaMOCTOATCIIBHO,

HO HMCHT BO3MOXHOCTH O6paTI/ITBC$I K

IIPEIOIaBaTEeII0 34 Pa3bsACHEHUSIMHU IOCTAHOBKU 3aJa4M WJIM OLICHKOW IPABUIIBHOCTH
IIOJIy4EHHOI0 pe3yJsibTaTa. Eciaum mnpenogaBaTenb BBIHYXKIACH Pa3bsCHATH AaCIEKThI
HEMOCPEJICTBEHHOT'O BBITIOJIHEHHSI IIaroB JIa0OpaTOpHOW pabOThl, TO 3TO HEraTHUBHO
OTPAXXAETCs HA OLICHKE BBIMOJIHAIOMIETO 3aJaHUE CTYACHTA.

MeToauka olleHMBAHUSA BbINOJHEHHUSA JA00PATOPHBIX padoT

bannu Ouyenka Ilokazamenu Kpumepuu
18-20 «otimmuHoy» | 1. IlomHoTa OcHoOBHBIE TPeOOBaHHUS K BBIMOJHEHHUIO 3aaHUS
BBITIQJIHCHHS _ 3aJaHUs | TAOOpaTOPHON PabOThI BHITIOJTHEHBI.
1a60paTopHOit [IponeMoHCTpUPOBAaHO YMEHUE aHATU3UPOBATH
paboThI; CUTYAIINIO U HAXOJIUTh ONTUMAIHHOE KOJIMYECTBA
2. CBOEBPEMEHHOCTh | pellIeHUi, yMeHue padoTaTh ¢ HHPOpMAIIIE, B
BBIMIQJIHCHMS _ 3aJaHUS | TOM YHCJIE YMEHHUE 3aTpeOOBaTh JOTOIHUTEIHHYIO
1a60paTopHOit nH(pOpMaIINI0, HEOOXOJUMYIO JUISl TOCTHKEHUS
paboThI; [IOCTABJICHHOW LIENH
14-17 «xopomo» | 3. CaMoCTOATENBHOCT | OCHOBHBIC TPEOOBAHMS K BHIIIOJTHEHHIO 33 1aHUS
b pPELIeHUs. 1abopaTopHOi paboThI peann30BaHbl, HO IPU ITOM
JOMYIIEHbI HE0YEThl. B yacTHOCTH, HETOCTATOUHO
PACKPBITHI HABBIKK KPUTHYECKOTO OIICHUBAHUS
Pa3IMYHBIX TOUEK 3PEHUs, OCYILLECTBICHUE
camoOaHajHn3a, CAMOKOHTPOJIS U CAMOOIICHKH,
KpEaTUBHOCTH, HECTAHJAPTHOCTHU MPeAJIaraeMbIX
pEeLICHHI
11-13 «yZIOBJIETB HNmerorcs cymiecTBeHHbIE OTCTYIUICHHUS OT
OpUTEITEHO BBITIOJTHEHHUS JTAOOPAaTOpHOM paboThl. B yacTHOCTH
» OTCYTCTBYIOT HaBBIKM YMEHUS MOJICIUPOBATh
pElIeHUs B COOTBETCTBUU C 331aHUEM,
MIPEJICTaBIATh PA3TUYHbIC IOAXOIBI K pa3padoTKe
IJIAHOB JIEVCTBUI, OPUEHTHUPOBAHHBIX HA
KOHEYHBIN pe3yJbTaT
0-10 «HEYHOBJIE [[Taru BBIIOTHEHUS TAOOPATOPHON PabOTHI HE
TBOPH- BBITIOJTHEHBI, OOHAPY)KHBACTCS CYIIECTBEHHOE
TEJIBHOY HEMOHUMAaHHUE IPOOIJIEMBL.

B sk3ameHanMOHHBINM OWUJIET BKJIIOUEHO JIBA TEOPETUUECKUX BOIMpoca. JK3aMeH
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IPOBOJAUTCS B BHJIE MHCbMEHHOTO OTBETa Ha Bompoc Owmiera. [Ipu oreHke oTBeTa Ha
BOIIPOC OLICHMBAETCS IOJHOTAa OTBETA,
LIUTUPOBAHUE COOTBETCTBYIOLIUX 3aKOHOJATEIbHBIX aKTOB, HAJIMYNE WIUIFOCTPATUBHBIX
npuMepoB. BpeMs MoAroToBKM OTBETa MpU cAade dK3aMeHa cocTaBiATh 60 MUHYT.
OueHka OTBETOB, MOATOTOBJICHHBIX CTYJEHTaMU OOBSBISIETCS OOy4arOIIMMCSl B JIEHb

IMPOBCACHUA DK3aMCHaA.

TOYHOCTh (POPMYJIMPOBOK, TPABHILHOE

MeToauka OlleHMBAHHUS OTBETAa HA YK3aMeHe

bajbl Ouenka Ioka3zaTesun Kpurepun
18-20 «otiuyHo» | 1. IlonHoTa u | OOyuaromuiics npuoOpen 3HAHUS, YMEHUS U
IIOCJIEI0BATENbHOCTD HaBbIKM B TIOJHOM O00beMe, 3aKperieHHOM
OTBETA Ha | paboueit IpOorpaMMon JUCLUIUIVHBI,
[IOCTaBJICHHbBIE TEPMUHOJOIMYECKUI  ammapaT  MCIIOJIb30BaH
BOIIPOCHI; NPAaBWIbHO; OTBETHl IOJHBIE, OOCTOSTEIIbHBIE,
2. JIOTMYHOCTD U | apryMEeHTHpPOBaHHBIE, HOJTBEPIKICHBI
apryMEHTHPOBAHHOCTb | KOHKPETHBIMU IMpPUMEPAMH; o0yyJaromuincs
U3J10KCHUS; HpPOSIBIISIET yMEHHe 00001maTh u
3. Hanuuwme CUCTEMATHU3UPOBATh MaTEpHUAJL.
14-17 «XOpOLIO» | IPAKTUYECKHUX OOyuaromuiics B II€JIOM NpHOOpeN 3HAHUSA U
IIPUMEPOB. YMEHHSI B paMKaX OCBaMBaeMbIX B IpoIecce
o0yuyeHHss 1O JAUCHUIUIMHE  KOMIIETEHIIHIA;
00y4aromuicss OTBETUJI Ha BCE BOIPOCHI, TOUYHO
JlaJl OIPENENCHUs] U TOHATUS, HO 3aTPyIHSIETCS
MOJTBEPIUTH TEOPETUUECKHE MIOJIOXKEHHUS
NPaKTUYECKUMU HpUMeEpa-MH;  O00ydarouuiics
MoKa3zajd XOpOUIMEe 3HaHUs 10 I[peIMerTy,
BJIa/ICHUE HaBbIKaMU CUCTEMATU3ALUH
MaTepHaa.

11-13 «YJIOBJIETB OOyuaromuiics Jan  HEMOJHBIE OTBETHl Ha

OPUTEIBHO BOIIPOCHI, C HEJOCTAaTOYHOM apryMeHTaluew,

» NPAKTUYECKUE  3aJaHUsl  BBINOJIHEHBl  HE
MOJIHOCTBIO, KOMIIETEHLIUH, OCBanBaeMble B
nporiecce U3Yy4YEHUS JUCIUILINHBI
c(hopMUpOBaHbI HE B IOJIHOM 00bEME.

0-10 «HE OOyuaromuiics He TpUOOpPe 3HAHUS, YMEHUS U
YZIOBJIETBO HE BIaJeeT KOMIETEHUMsIMH B  oObeMe,
PHUTEIBHOY 3aKpeTJIEHHOM paboueit IPOrpaMMoi

JUCLUIUIMHBL, OOy4YarolMiCs HE CMOI OTBETHUTH
Ha BOIPOCHI.
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JIMCT aKkTyaJu3alu OLEHOYHBIX MATEPHUAJIOB 110 AUCHUILINHE
«3amurTa ungopmannu ot BHyTpeHuux IT-yrpo3»

O1eHOYHBIE MaTepUaIbl IEPECMOTPEHBI,
00Cy>XJIeHbI M 0JJOOpEHbI Ha 3aceAaHUH Kadeapbl

[IpoToKOI OT « » 20 1. Ne

3aB. kadenpoit

OrieHOYHBIE MaTEPHUAIIBI IEPECMOTPEHBI,
00Cy>XJICHBI ¥ 0JTOOpEHBI Ha 3aceAaHny KadeIphl

[IpoToKoI OT « » 20 r. Ne

3aB. kadeapoit

OrneHOYHBIE MaTEPHUAIIBI IEPECMOTPEHBI,
00Cy>XJIeHbI ¥ 0JTOOpEHBI Ha 3aceqaHny KadeIphl

[IpoToKOI OT « » 20 r. Ne

3aB. kadeapoit

OrneHOYHbBIE MaTEPHUAIIBI IEPECMOTPEHBI,
00Cy>XJIeHbI ¥ 0JTOOpEHBI Ha 3aceAaHuy KadeIphl

IIpoTOKOI OT « » 20 r. Ne

3aB. kadenpoit
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