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CocraButesb — ['acaHoBa 3apeMa AxMe[lI0BHa, KaHW/AT TleJarOruyecKrux Hayk,
3aMeCcTUTeNb  3aBefyrolfero  Kadeapour  «VHQopmalMoHHbIE  TEXHOJIOTMU U
uH(popmaloHHas 6e3omacHocTb» JI'YHX.

BuyTpennuu penenseHT — ['anseB Biagumup CepreeBuy, KaHauAaT (PU3UKO-
MaTreMaTMUYeCKUX HaykK, /[IOLIeHT, 3aBeAyrouuid Kadeapor «MHbopmalOHHbIE
TeXHOJIOTUU U MH(popMalioHHast 6e3omacHocTb» JT'YHX.

BHemHuii peneH3eHT — AOayparumoB ['yceitH OnbJapXaHOBWY, KaHAMAAT
(bU3UKO-MaTeMaTUUeCKUX HayK, JOLeHT KadeApbl NPUKIAJAHONM MaTeMaTUKU
[arectaHnCckoro rocyapCTBeHHOTO YHUBEpPCHUTeTa.

IIpeacraButens  paborojgarensa—3aiiHasioB  /kabpawn — TaKyTAWHOBHUY,
[JVPEKTOP PETMOHA/IBHOTO SKCITePTHO-aTTeCTALIMOHHOTO LIeHTPa «JKCIepTru3a».

OuyeHouHble Mamepuanbl No OucyuniuHe ODKOHOMHKA 3alldTbl MHGOPMAaLUN»
pazpabomaHbl 8 coomgemcmeuu ¢ mpebo8aHusMu pedepanrbHO20 20CyOdPCMBEHHO20
obpazosamenbHO20 CmMAHOApma 8bicuie20 06pPA308aHUsI NO HANPABAEHUIO NOO20MOBKU
10.04.01 HNnpopmayuonHas 6e3onacHocmb, ymeepi#cOeHHO20 npukaszom
MuHucmepcmea obpazosaHus u Hayku Pocculickoli @edepayuu om 26 Hosiops 2., Ne
1455, 6 coomeemcmeuu ¢ npukazom MuHucmepcmea HAyKu U 6biCWie20 0b6pa308aHus om
6.04.2021 2., Ne 245 «O6 ymeepicOeHuu I[lopsioka opeaHusayuu u oCyuwjecmeneHus
obpazoeamesbHoOll OdesimenbHOCMU NO  06pA308amenbHbIM NPOPAMMAM  8bICUIE20
obpaszoeaHuss — npoepammam bakasaepuama, npo2paMmam — cneyuaaumemad,
Nnpo2pammam Ma2ucmpamypbi».

O1jeHOUHbIE MaTepHanbl 0 AuCHUIUIMHe «VHpopMaloHHass 6e30IacHOCTh
9KOHOMHYECKUX CUCTeM» pa3MellleHbl Ha odUlMaIbHOM caliTe www.dgunh.ru

lacanoBa 3.A. OrijeHOuHble MaTepuassbl Mo AucUuIiMHe «WH(opMaloHHas
0e30MacHOCTb SKOHOMHYECKHX CHUCTeM» [/ HampaeaeHus moaroropku 10.04.01
WudopmaiionHass  6e3omacHOCTb, Tpoduab  «YTpaBjieHWe  HWH(OPMAI[MOHHON
6e30MacHOCTBIO U TeXHOJIOTHY 3allUThl MH(MOopMarmn». — Maxaukana: JI'YHX, 2023 r.
—28c.

PekoMeHI0BaHbI K yTBepXKAeHUIO YueOHO-MeTozuueckuM coBetoM JIT'YHX 05
utonsi 2023 r.

PekomeH/10BaHbI K YTBEPKJE€HHUIO PYKOBOAUTEIEM OCHOBHOM
npodeccuoHabHOM  OOpa3oBaTeslbHOM  TIPOrpaMMbl  BBICIIETO  0Opa3oBaHUS — —
MporpamMmbl MarucTpaTyphl 1o HamnpasieHuto noArotoBku 10.04.01 MHdopmalmoHHast
6e3omacHoCTb, TIpoQUIL  «YTipaBrieHWe WH(DOPMALIMOHHOW  6e30TacHOCTBI0 U
TeXHOJIOTUU 3alluThl UHGOPMaLUU», K.1ej.H., ['lacaHoBoii 3.A.

Opmobpensl Ha 3acefanuM Kadeapbl «VHboOpMalOHHbIE TEXHOJIOTUA U
nHbopMaloHHast 6e3omacHocTh» 31 Mast 2023 1., ipoTokos1 Ne 10


http://www.dgunh.ru/
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Ha3nauenue OLI€HOYHbIX MaTepHud/I0B

OneHOUHBIe MaTepuasnbl [/ TeKYLlero KOHTPOJS yCIleBaeMOCTH (OLeHUBaHUS
X0/la OCBOEHUSl [JUCLMWIUIMH), [/ TIpOBeZileHUs] ITIPOMEXYTOUHOM aTTecTaljuu
(olleHMBaHUSI TIPOMEXYTOUHBIX M OKOHUATe/NbHBIX pe3y/bTaToB 00yueHHWs TI0
aUcLuuIuiiHe) oOyuaromuxcss 1o gucturimHe  «VHdbopmaivonHass 6e30macHOCTD
9KOHOMUYECKUX CHUCTeM» Ha COOTBETCTBUE UX YueOHBIX [JOCTWKEHWM MO3TarHbIM
TpeboBaHUsiM  00Opa3oBaTe/ibHOM TMporpamMmbl  Bbiciiero ob6pasoBaHus 10.04.01
WNudopmaionHasi  6e3omacHOCTb, Tpoguib  «YTipaBrneHHWe  MHGOPMALIMOHHON
6e301aCHOCTBIO U TeXHOJIOTMU 3allUThl MH(OPMAaLIAK»

OtieHOuHble MaTepuanbl 10 JAucUuIUIMHe «MHbopMalmoHHass 6e30macHOCTh
9KOHOMHUYECKHX CHUCTeM» BKJIIOUAlOT B Cebs: repeueHb KOMIIETEHIIMM C yKa3aHUEM
BU/IOB OLIEHOUHBIX CPe/ICTB B MPOL[eCcce OCBOEHUS IUCLIUILIMHBI; OMKCAaHUe ToKa3aTesen
W KpUTepUeB OLeHMBaHMUSl KOMITeTEeHL[MH Ha pa3/MyHbIX 3Tamax ux (OpMHUPOBaHMUS,
OMMCaHUe IIKa/l OLIeHWBAaHUS; TUIIOBble KOHTPO/IbHBIE 3aJlaHUSl WM MHble MaTepualibl,
HeoOXOo/IMMbIe ZIJisi OLIeHKW 3HaHWM, YMeHWH, HaBbIKOB U (W/IM) OTbITa /IeATeIbHOCTH,
XapaKTepU3yIOLMX 3Tarbl ()OPMUPOBaHUS KOMITeTeHL[MK B npoLjecce ocBoeHus: OITOIT;
MeTO/IMUeCKre MaTepuarbl, Orpe/e/stoliye MpoLeaypbl OLleHUBaHWsl 3HAHUMU, YMEHUH,
HaBBIKOB M (W/IM) OMbITAa [eSTeJbHOCTH, XapaKTepPU3YIOLUX 3Tarbl ()OPMHUPOBaHUS
KOMIIeTeHI[1H.

OueHouHble MaTepuasbl CHOPMHPOBaHbI Ha OCHOBE K/IHOUYEBBIX ITPUHLUIIOB
OLIeHUBaHUSI:

- Ba/MHOCTU: OOBEKTHI OLIEHKH JO/DKHBI COOTBETCTBOBATH MOCTaB/IeHHBIM Le/IsiM
o0OyueHwus;
- HA[@KHOCTU: WCIIOJb30BaHUe eJWHO00pa3HbIX CTaH[ApPTOB W KpUTEpUEeB st

OLIeHUBaHUS JOCTKEHUY;

- 00BeKTHBHOCTU: pa3Hble o0ydarolyecsi JO/KHbI UMeTb PaBHble BO3MOXXHOCTHU

JJ1S1 HOCTYDKEeHUS ycriexa.

OCHOBHBIMU MIapaMEeTPaMU ¥ CBOMCTBaMHU OL[EHOYHBIX MaTePUaIOB SBJISFOTCS:

- TpeAMeTHasl HarpaB/IeHHOCTh (COOTBETCTBUE TpeAMETY U3yuyeHUs KOHKPeTHOM

MVCLIUTIUHBI);

- cojep)kaHue (COCTaB M B3aUMOCBSI3b CTPYKTYPHBIX €/WHHL], 0Opa3yroLux
coJlep>kKaHue TeOpeTUUeCKOU U MPaKTUUeCKOW COCTaBJISIFOLUX JUCLATLIMHEI);

- 00bem (KoJu4eCTBeHHBIM COCTaB OL[EHOUHBIX MaTepHasioB);

- KayeCTBO OL[eHOYHBIX MaTepuajioB B LefioM, obecrieuuBaroijee TOIydyeHue

OOBbEKTUBHBIX U [JOCTOBEDHBIX pe3y/JbTaTOB TP TIPOBeAEHHUU KOHTPOJS C

Pa3/IMYHbIMU L|eISIMU.



PA3/IEJI 1. IEPEYEHb KOMIIETEHIIVN C YKA3AHWEM BU/IOB
OLNEHOYHLIX CPEACTB B ITPOLIECCE OCBOEHUSA JNCLIUIIJINHBI

1.1T1epeuens popMHUpyeMbIX KOMIETEHINU

Kop KoMrIieTeHI[UH

dopMyIMpOBKa KOMIIeTeHIUA

IIK

INTPOPECCHUOHAJ/IBHBIE KOMIIETEHIIN

IIK-1

CrniocobeH OCyIIecTBSTb TMOAOOD CpeACTB M TEXHOTOTHM  3allyThl
MH(pOPMaLIMU U TPUMEHSITh UX B NPo¢deCcCUOHA/IbHOM /lesTe/IbHOCTH

1.2. ITepeueHb KOMIIETEeHLIMH C YKa3aHHEM 3TANoOB UX (popMHUpOBaHUA
dopMupyemble Kop n [Tnanupyemsl YpoBHU Kpurepuu Bugbl
KOMIIeTeHIIUM |HalMeHOBAaHH | e pe3y/IbTaThl|  ocBOEHUS OL|eHUBAHUSI OLIEHOYHBIX
e MH/IMKATopa | 06YYeHHs N0 | yoyvmerentit | chOPMUPOBAHHOCTH CpencTs
JOCTVDKEHUS! | AUCLIUTUINHE, .
KOMIeTeHLU
KOMIETeHL[UM | XapaKTepu3y
1701017 (S 113
¢dbopmHpoBaH
usi
KOMIEeTeHLUM
IIK-1: IIK-1.2: 3HaThb: [ToporoBelii | OOyUaroIMACs biok A -
CriocobeH ObGecreunBae |— yPOBEHb c/1a00 (4acTHUHO) 3a4aHUA
OCYL[eCTBJISITh |T TeopeTHUyecK 3HaeT PerpoAyKTUBHOT
nozbop 0e30MacHOCT |1e OCHOBBI 0 YPOBHSI
TeopeTHyecKue
CpeACTB U b vHbOpMaLMOo — TeCTOBbIe
TEeXHOJIOTUU TpUMeHsIeMbl | HHOU OCHOBBI _ |3amanus;
3aLLUTEI X 0e30MacHoCT MH(OPMALMOHHOH | _ gorpocer s
MH(pOopMaLMu U |MHGOPMaLMO |U U 3alLUThI Ge30macHOCTH U o0Cy>KaeHust
TIPUMEHSITh UX |HHBIX vHbopMaLu1 3aIIUTHI
B TeXHOJOTUU  |; MHpOpMALUH
1p O‘PeCCHOHaH — TUTIOBbIE bazoBeiii | OOyuaroImiics c
bHOM MIPOrpaMMHO-
YPOBeHb  |He3HAaUUTeJIbHbIMU
JiesITeTbHOCTU arraparHbie
CpeziCTBa 1 OLIMOKaMU 1
CUCTEMBI OTAe/IbHbIMKU
3aL[UThI rpobelaMy 3HaeT
vH(OpMaLK TeopeTuyecKre
oT OCHOBEI
HEeCAHKLIMOHU N
MH(MOpPMaLMOHHOM
pPOBaHHOTO
6e30macHOCTU U
JIOCTYyTIA B
KOMIIBIOTEPH 3aUTRI
VIO Cpefly vHbopMaLu
[TpozaBuHyTHI |OByUaroMiAcs C
11 ypoBeHb Tpebyemoit

CTeI1eHbIO IT0/IHOThI
KW TOUHOCTHU 3HAeT
TUIIOBbIE




dopMupyemble Kog n [Tnanupyemsl YpoBHU Kpurepuu Bugbl
KOMITeTeHL|UM |HauMeHOBAaHHU | e pe3y/bTaThl | ocBOeHUS OL|eHUBaHUSI OLIEHOYHBIX
e MH/IMKaTopa | 06YYeHHs N0 | yoymereHmit | chOPMUPOBAHHOCTH CpencTs
JOCTIKEHUs! | IUCLIMIUIMHE, KOMIETeHIui
KOMITeTEHIL[|H | XapaKTepHu3y
IOIIIYe 3Tarlbl
¢dopmHpoBaH
ust
KOMIEeTeHLUI
NIPOrpaMMHO-
arnrapaTHbIe
Cpe/iCTBa U CUCTEMBI
3allUThI
vH(opMaly OT
HeCaHKIIMOHUPOBaH
HOT'O /IOCTYTIa B
KOMITBIOTEPHYIO
Cpeny
YmMernb: [Moporoseiii | OGyyvarormics bnok B -
— BbIABJ/IATH YPOBEHb c1abo (YacTUYHO) 3a/laHns
BO3MO)KHBI® yMeeT BLISB/ATH PEeKOHCTPYKTHBH
YTPO3bI BO3MO)KHBIE YTPO3bI OrO YPOBHA
00BeKTy — TeCTOBbIe
A ——— 00BEeKTY 3alUThI U e ——
OL|eHUTE OLEHUTH — KOMIUIEKT
BO3MOJKHBIM BO3MOXHBIA yIep6 | Temaruk At
yiep6 mo 110 KaXJoMy BULy |pedepaToB
KXOMY yrpo3, BEIOMpaTh
BU/lY yTpO3; CIIOCOOBI 3aIUTHI TI0
— BbIOpaTh «
CIIOCOOBI DIAOMY BHAY
SAUITH 110 yrpo3 U OLEHUTb UX
KOKIOMY CTOMMOCTb U
BU/ly YTPO3 U COTIOCTAaBJ/ISTh
OLIeHUTh UX CTOMMOCTH 3alIUThI
CTOUMOCTB;, OT KOHKPeTHOM
B yrpo3ssl C yiiepbom
COTIOCTAaBJISITh
CTOMMOCTH OT peanu3aluu
3aIUTHI OT yrpo3el
KOHKPETHOM BasoBbiii | OOyuaromuiics c
yrpO3bI C YPOBEHb  |HE3HAUUTETbHBIMU
yijepGom ot 3aTpyAHEHUsIMU
pea3satnn yMeeT BbIOpaTh
yrpO3bl.
Croco0bl 3alIUTHI 110
KaXJOMy BUAY
yrpo3 U OL€HUThb UX
CTOMMOCTh
ITpoaBUHYTHI | OOYyUarOIHICS




dopMupyemble Kog n [Tnanupyemsl YpoBHU Kpurepuu Bugbl
KOMITeTeHL|UM |HauMeHOBAaHHU | e pe3y/bTaThl | ocBOeHUS OL|eHUBaHUSI OLIEHOYHBIX
e MH/IMKaTopa | 06YYeHHs N0 | yoymereHmit | chOPMUPOBAHHOCTH CpencTs
JOCTIKEHUs! | IUCLIMIUIMHE, KOMIETeHIui
KOMITeTEHIL[|H | XapaKTepHu3y
IOIIIYe 3Tarlbl
¢dopmHpoBaH
ust
KOMIEeTeHLUI
1 ypOBEeHb | yMeeT COIOCTaB/ISATh
CTOMMOCTH 3alLUThI
OT KOHKPEeTHOMU
yTpo3kbI C yiiepoom
OT peanu3aLuu
yrpo3bl
Braaperb: [MToporoseiii | Obyuatoruiicst baok C -
— MeTO/aMH ypoBeHb  |ciabo (uacTuuHo) | 3aJaHMs
TIPOBe/IeHNsT Bnasieet Metogamy | TPAKTHKO-
pacueToB T OpPUEHTHUPOBaHH
KOHOMHUUECK OT0 YPOBHS
UX I10Tepb OT pacteTos - KeUCBI;
peany3aruu IKOHOMHHECKHUX — 1abopaTopHsble
yrpo3 1oTeph OT paboTshl.
00BbeKTy peanv3aliy yrpos
3alUTBL, 00BEKTY 3alIUThl U
— METOAaMH OLieHKH yIrjep6a 1o
OL|eHKH
yiiep6a 1o KAIGIOMY BIAY
KayKIOMY yrpo3, MeTo/ilaMH
BH/ly YIPO3, BBISIBJIEHUS COCTaBa
MeTo/[aMu TOTeHL[MA/TbHBIX
BbISIB/IEHUS yrpo3 06bexTy
cocTaBa SaIUTEI
TOTEHIMATBH 1 B o 3 0BbIi OOyuarormumiics ¢
BIX yTPO3
o6BeKTy YPOBEHb | HEeOOJBIITNMU
3aLUTBL. 3aTpy/JHEHUSIMU
B/aJieeT MeTOJaMHU
OLIeHKH yIriepba 1o
KaX/]OMy BUZlY
yrpo3, MeTo/ilaMH
BBISIBJIEHUS COCTaBa
TOTeHL[MA/TbHBIX
yrpo3 o0BeKTy
3aIlUThI
[TpoaBuHYTHI | OOyUarOIIMIACS
i ypoBeHb |CBOOO/HO BJajieeT

METO/IJaMU OLI€HKH
yiep6ba 1o




dopMupyemble Kog n [Tnanupyemsl YpoBHU Kpurepuu Bugbl
KOMITeTeHIIUY |HauMEeHOBAHH | € Pe3y/IbTaThl | oCcBOeHUS OLIeHHBaHUS OLIeHOYHBIX
e MH/IMKaTopa | 06YYeHHs N0 | yoymereHmit | chOPMUPOBAHHOCTH CpencTs
JOCTIKeHUs | JUCLIUILIVHE, KOMIIeTeHIii
KOMITeTeHI|UM | XapaKTepu3y
IOLI[Yie STallbl
¢dopmHpoBaH
usi
KOMIEeTeHLUI
K&K[OMY BUAY

yrpo3, MeTo/ilaMu
BBISIB/IEHUS] COCTaBa
TIOTeHIUaTbHbIX
yrpo3 00BeKTy
3aIUTHI




PA3/IEJI 2. 3aganusi, He00X0JUMbIe J/Isl OLeHKH IVIAHUPYeMbIX Pe3y/IbTaToB
00ydJeHHUsI 10 AUCIUIITHHE

Jns npoBepku copmupoBanHoctu KommnereHnuu ITK-1: Cnoco6en
OCYIIeCTBJ/IATH M0/{00P CPe/ICTB U TEXHOJ/IOTUH 3aIUThI HH(pOPpMaLUH 1
NPUMEHATH UX B IPo(deCCHOHA/ILHOM AeATeTbHOCTH

ITK-1.2: O6ecrieunBaeT 6€30MacHOCTh MPUMeHsAeMbIX HH()OPMaALHOHHBIX
TeXHO/IOTUH

bnok A. 3ajaHus penpoAyKTUBHOI0 YPOBHS («3HATh»)

A.1 ®oHA TECTOBBIX 3aiaHNH 10 JUCHUIL/IUHE

1. Yro U3 mepeunc/jeHHOTO OTHOCHUTCS K IieissM obecrieueHrss WHGOPMAIIMOHHOMN
0e30MacHOCTH B SKOHOMHUUYECKHUX CUCTEMaX?

a. KonduaeHmanbHOCTh

b. IHTerpanbHOCTH

c. 1oCTynHOCTH

d. Y 106CTBO HCII0/Ib30BaHUS

2. BbibepuTe OCHOBHbIe MeXaHU3Mbl ayTeHTU(UKALIMM B  SKOHOMHUYECKUX
MH(OPMAaI[MOHHBIX CUCTEMAaX:

a. [Tapomm

b. Posu

c. Metku focryrma

d. Buometpus

3. Kakue U3 mepeuunc/ieHHbIX Mep SIBJISIOTCS aJMUHUCTPAaTUBHBIMU MepamMu 3allUThbI
MH(popMaLumn?

YcTaHOBKa CUCTeM BUJIe0HAO/TIOIeHNsT

OrpanuueHue mpas J0CTyra Ha ypoBHe OC

Pa3paboTKa perjaMeHTOB 10 HCI0JIb30BaHUIO PECYPCOB

PerysnisipHble 00yueHust COTPYAHUKOB B cepe b

/a0 o

4. Kakoi npuHIMN UHPOPMAIIMOHHOW 6e30macHOCTH To/[pa3yMeBaeT IpeioCTaBieHre
T10/Tb30BaTe/F0 MUHUMAaJIbHO He0OX0[UMBIX TIpaB?

a. [IpyHUUIT «HY/IeBOTO JOBEPHUS»

b. TIpyHLIMIT MUHUMAabHBIX IPUBUIETUN

c. IIpyHUMNO apUTeTa JOCTYITHOCTH

d. ITpuHLMI AY6IMpOBaHUS

5. Kakue Bujpl KpunrtorpahuyecKux ajropuTMOB Haubosiee 4acTO MPUMEHSIFOTCS ISt
3alMThl KOH(QUEHMaIbHBIX JAHHBIX B 9KOHOMUUECKMX CUCTeMaXx?
a. Cummetpuunsble anroputmsl (AES, DES)



b. AcummeTrpuunsble anroputmsl (RSA, ECC)
c. Asnroputmel coptupoBku (QuickSort, MergeSort)
d. Asnroputmsl xemupoBanus (SHA-256, SHA-3)

6. UTo U3 repeurc/ieHHOr0 MOXXHO OTHECTHM K HeraTUBHBIM TIOC/Ie[ICTBUSIM YTeUKHU
KOH(MU1eHIIMaIbHOM MHGOPMAaIMKM B 5)KOHOMUUECKUX CHCTeMax?
a. PenyraiioHHBIH yi1iep0
b. ¥YBenuueHue npojax
c. Ipsimbie hviHAHCOBBIE TIOTEPU
d. YnyuilleHre KOHKYPeHTHBIX [IPeUMYIi[eCTB

7. Kakoi1 oKyMeHT 0ObIYHO pa3pabaTbiBaeTcs [jisi OMMCAHUS MPOLielyp pearupoBaHus
Ha UHLIW/IeHThI HHGOPMAI[MOHHOM 6e301acHOCTH B OpraHU3aIun?

a. INomuTrka nHMOPMAI[MOHHON Oe30IacHOCTH

b. Crangaprt mmdpoBaHus JaHHBIX

c. IlnanH obecrieueHNs HeTIPePLIBHOCTH OM3HeCa

d. Pernament asis UT-otaena

8. Uro Bk/mouaeT B cebsi TipollecCc ympaBjieHUs: pUcKamMu WHGOpMaLOHHON
6e3omacHocTr?

a. AHanu3 ysI3BUMOCTENU

b. OLleHKY BepOSATHOCTU HaCTYIJIEHUS YTPO3

C. YTBep)KJeHUe HOBbIX OM3HeC-TPOLiecCoB

d. Pa3paboTKy maHOB pearpoBaHusl Ha UHL[U/IEHThI

9. Kakoili meTo/; 1MdpoBaHusl UCTIOIb3YeT OAUH U TOT >Ke K/Irou A mudbpoBaHUus U
paciv@poBaHus’?

a. CUMMeTpUYHbIN

b. AcuMMeTpUYHBIN

c. 'nbpuaHbIA

d. Iudposoii noamnucu

10. Kakue 31ieMeHTbI OTHOCSATCSI K TEXHUUEeCKHMM MepaM 3alluThl UH(OOopMalyu?
a. MexceTeBble 3KpaHbl (Firewall)
b. Pe3epBHOe KOnvpoBaHUe
c. Cucrema ynpaBieHUs1 JOCTYTIOM K 31aHUSIM
d. Cucrema obHapy»xeHUs BTop)keHui (IDS)

11. Ytro U3 TMepeurcieHHOTO SIB/SIeTCS K/IOUeBbIM  (PaKTOPOM  TOBBILIEHUS
5((p)eKTUBHOCTU CUCTEMBI 3al{AThl 5SKOHOMUUYECKUX JJaHHBIX ?

EnnHOopa3oBas HaCTpOUKa CUCTEMBI

PerysisipHoe 06HOB/IEHHE CPe/ICTB 3aLUThI

OTCyTCTBUE OTYETHOCTH I10 UHL[AJleHTaM

[TosHOe jOBepUe BCeM COTPYAHUKAM

/0 o
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12.

BribepuTe rpumepbl MyIbTU(PAKTOPHOM ayTeHTH(DUKALIN:
«JIorux + naposap»

«ITaposib + SMS-koz»

«ITaposib + OTIeyaToK masibL{a»

«JloruH + ny6/iMyHasi CChIIKa»

S

13. Kakue 13 HI>Ke Tiepeurc/ieHHbIX CII0COO0B TMpeoTBpallialoT XUlljeHHe JaHHbIX TIPU
VX [lepejaye MexxJy Iojpasze/leHUsIMU OpraHusanuu?

a. Mcnonb3oBanue VPN-TyHHenen

b. IIudpoBaHue KaHama CBA3MU

c. [Mybnukaiysi JaHHBIX Ha 0OIIleJOCTYITHOM Beb-caiiTe
d. TIprMeHeHuUe MPOCTHIX MapoOJen

14. YTo U3 Tepeurc/ieHHOTO OTHOCUTCSI K BHYTPEHHUM yrpo3am WH(GOPMAalMOHHOM
6e30macHOCTA 5KOHOMUUECKOU CUCTEMBI?

a. Araku xakepoB u3 lHTepHeTa

b. HecaHKIIMOHUPOBAHHBIM JOCTYIT COOCTBEHHBIX COTPY/IHUKOB
c. CnyualiHasi ommbka mosb30BaTeisi IPU BBOJie JaHHBIX

d. MaccoBble ciam-pacChbUIKM U3 BHELLIHUX UCTOYHUKOB

15. [171s1 yero UCMHoJib3yroTcs LUubpoBbie cepTUhHKaThl B 9KOHOMHAUECKUX CUCTeMax?

a. [lyis moATBep>KJeHuUs TIOJJTMHHOCTYU CepBepa WM K/IMeHTa
b. [ns yckopeHust 06paboTKY TpaH3aKI[Hit

c. [lyig omTUMM3alK CeTeBOro TpaduKa

d. [nsa mmdpoBaHus KaHasa repejaun JaHHBIX

16. K KakoMy THITy yIp0O3 MO>KHO OTHECTH yCTaHOBKa CKphIToro I1O Ay cbopa aHHBIX
0 JleITe/TbHOCTH M0/Ib30BaTeIs1?

17.

a. Phishing (¢uimnr)
b. Spyware (mmmoHckoe I1O)
c. DDoS (pacnpeziesieHHbI 0TKa3 B 00CTy)KUBaHUK)
d. Rootkit
UTo OTHOCUTCS K OCHOBHBIM LiefsiM  0e30MacHOCTH

NOKyMeHT0000poTa B ((MHAHCOBBIX OPraHU3aLUsAX ?

[Mogmep>KKa BLICOKUX ITPOJAXK

ObecrieueHrie CEKPETHOCTH JOKYMEHTOB

B03M0O>KHOCTb OBICTPOr0 U3MEHEHHsI JOKYMEHTOB
'apaHTHpOBaHHAsE COXPAHHOCTh (1LI€/IOCTHOCTD) JOKYMEHTOB

/0 T

3/IEKTPOHHOTO

18. Kakoii craHgapt uHGMOPMAaIMOHHOW 0€301acHOCTH OOBIUHO TIPUMEHSIeTCS ISt
3allUThI J@aHHBIX B TIJIaTE€XXHBIX CUCTEMaXx?

a. PCIDSS
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b. ISO 27002
c. GDPR
d. GOST 28147-89

20. Kakue cpezcTBa 3al[UThl OOBLIUHO TIPUMEHSIFOTCS [jii KOHTDPOJSI aKTUBHOCTH
T0JIb30BaTe/el B 5SKOHOMUUECKUX CUCTeMax?

a. Cucrema ayjura v )KypHa/MpOBaHUS [1eHCTBUM

b. Cuctema 6/10KUPOBKHM U YHUUTOXXEeHUsI HOCUTeJIeit

C. AHTHBUDYC C QYHKLMel KOHTPOJII JOCTyIa

d. Kanengapu pabounx rnporieccos

21. YTo 13 nepeuync/eHHOro XxapakTepusyeT [OJIUTUKY YIIpaB/IeHWs MapoIsiMUA?
O06s13aTe/IbHOCTD PETY/ISIPHOM CMEeHBI TTapoJist

PaspeltieHue vcrosb3oBaHus naposs «12345»

3arpeT Ha MCMO/b30BaHKe Oosiee 4 CUMBOJIOB

TpeboBaHMe KCTIOMB30BAHMUS CJIOXKHBIX TapoJjiel (6yKBbI, UL, CUMBOJIBI) *

An o

22. Kakue 3amauM pellaeT aHTUBUPYCHOe TMporpaMmMHoe obecrieueHWe B
5KOHOMHUUECKHUX ChCTeMax?

[IpenyripexxieHrie 0 BpeIOHOCHBIX (hariax

OO6Hapy»xeHHe ¥ 6/J0KMPOBKA BpeZIOHOCHBIX TTPOrpaMm

YnpaBieHne akkayHTaMU 110J/Ib30BaTesen

Co3siaHre TeHeBbIX KOIUU [JaHHBIX

an o

23. UTo W3 MepeuymcaeHHOr0 TOMOXKeT CHU3UTh PHUCK COLMAIbHOW WH)KeHepUW B
OpraHu3aLun?

a. PerynsipHble TeCTbl Ha (QUILTUHT

b. TlybsmuHOe pacrpocTpaHeHHe BCeX KOPIIOPAaTUBHBIX KOHTAKTOB

c. Mcnonw3oBanue cBoboaHbix Wi-Fi cereii

d. OO6yueHwue repcoHaaa MeTo/IaM ITPOTHBO/IEMCTBHS COLMATLHON UH)XXeHepHH

24. 11 yero B 5KOHOMMYECKOU CHUCTeMe MCMoJib3yeTcs yrpasiaeHue possimua (Role-
Based Access Control, RBAC)?

a. [ns yckopeHusi ceTeBbIX COeJUHEHUM

b. [lns ynpoieHusi pe3epBHOTO KOMMPOBAHUS

c. [lnis pacripefiesieHusi ipaB [OCTYTIa COTJIAaCHO AO/DKHOCTHBIM 00513aHHOCTSIM

d. [jsi MOHUTOPUHTa UHTEepHeT-TpaduKa

25. Kakue ripeumyiilecTBa JlaeT XpaHeHHe pe3epBHbIX KOMWM K/IHOUeBOW (pUHAHCOBOM
VMH(OPMAaLM1 BHE OCHOBHOU TJIOLaJKUA?

a. 3ammra OT JIOKa/IbHbIX KaTacTpoQ

b. Yckopenue 06pabOTKU TpaH3aKLIUM

c. B0o3MOXXHOCTB OBICTPOTO BOCCTAHOBJIEHHS JAHHBIX

d. CHwkKeHue 3aTpaT Ha 00C/Ty>KBaHUe CePBEPOB
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26. UTo cnefyeT OCyleCTB/ISTh B TIEPBYIO ouepe/ib IMpH 00Hapy>XKeHU KOMITPOMeTal[i!
K/toueid mmdpoBaHusi?

a. BepHyTb K/It0UM B UCXO/IHOE COCTOSIHUE

b. TIpoBectu rpoiieiypy OT3bIBa U 3aMeHbl CKOMITIPOMETUPOBAHHBIX K/THOUei

c. OTKpBITh ZOCTYTI K CUCTEMe BCEM T0/Ib30BaTeIsIM

d. YckopuTsb mipoliecc udpoBaHus

27. [Onsa mepemaurd 3amMdpOBAHHBIX COOOIEHUH MeXIy [ABYMSI CTOPOHaMU

ACUMMETPUYHbIE KPUIITOCUCTEMBI HUCTIOb3YIOT K/TFOY, KOTOPBIN SIB/ISIETCS
00I111eJOCTYTTHBIM.
28. — 93TO TpOIecC OmpejieNieHnss U TIOATBEeP)KAeHHs TTOAJTUHHOCTH

T10/Tb30BaTe s UM CUCTeMbI, 0OBIYHO Tiepe/ MpeAoCTaBIeHreM JOCTyTa K pecypcam.

29. I'naBHas 3afaua cucteMbl 0OHapy>keHusi BTopxkeHuit (IDS) —
aHOMaJIbHOM W/IU HeCaHKL[MOHMPOBAHHOW aKTUBHOCTU B CETU WUJIU CUCTEME.

biok B. 3ajaHusA peKOHCTPYKTUBHOIO YPOBHS (<yMeTb»)
B1. TecToBble 3alaHUA
1. ®uHaHCOBasi OopraHu3allyds BHeJpPseT HOBYIO CHCTeMY OHJaliH-OaHKuHTa. Kakoit u3
nepeurcieHHbIX HaOOpOB KOHTposieli MHQOPMAaLMOHHOW 0e30MacHOCTH  SIB/ISIeTCS
Haubosiee KOMITJIEKCHBIM M TIPUOPUTETHBIM /il 3alUThl KOH(QW/EHLMaNbHOCTA U
L|eJIOCTHOCTH (DMHAHCOBBIX TpaH3aKLMK K/IMEeHTOB M JIaHHBIX Ha BCeX STanax MX
00paboTKu?

a. Wcnonb3oBanue aHTuBUpPYCcHOro 10 Ha pabouux CTaHIUSIX COTPYAHUKOB U
nepuoyecKasi CMeHa rapoJien.

b. MHorogakropHas ayTeHTU(PUKALMS [J151 KTUEHTOB U COTPYAHUKOB, CKBO3HOE
mm@poBanue gaHHbIX (TLS/SSL v mm@poBanue 6a3 JaHHBIX), pery/ispHbIi
ayuT 0e30MacHOCTH U TeCTUPOBaHKe Ha MPOHUKHOBEHWe, CerMeHTAalUsl CeTH.

c. Pusnueckas 0XxpaHa CepBEPHBIX MOMELeHUN U YCTaHOBKA CUCTEMBI
BU/1e0HA0/TIOIeHUS.

d. ObyueHue cOTpyJHUKOB OCHOBaM MH(OPMaL[MOHHOW 6e301acHOCTU 1
pa3paboTKa MOUTHUKU UHUCTBIX CTOJIOB.

2. Pacnionoskure ciefyroliye 3Tarbl Mpoliecca yrpaBieHus: pUckaMy UH(OpMal[iOHHOU
6e30macHOCT B HSKOHOMHUECKOM CHCTeMe B TIDaBUILHOW MeTO/0/IOTHYeCKO
M0CJ1e/J0BaTeIbHOCTH:

a. ObpaboTka puCcKOB (TIpHUHSTHE Mep TI0 CHIYKEHUIO, YK/IOHEHUIO, TiepeZiaue U/

TIPUHSTHIO PUCKA).

b. OueHka puCKOB (aHau3 BepOSITHOCTH Y TTOC/IeCTBUM peann3alyy yrpo3s).

C. MOHUTOPHHT ¥ IEpeCMOTP PHUCKOB.

d. penTrdUKaLs akTUBOB U yTPO3.
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e. KoMMyHUKalusi 1 KOHCY/IbTUPOBaHKUe 10 PUCKaM CO BCEMU 3aMHTepeCOBaHHbIMU
CTOPOHaMHU.

3. B KoHTekcTe obecrieueHHs] HeIpepbIBHOCTA OW3Heca /it 3KOHOMHUYECKOMH
WHGOPMAI[MOHHON CHUCTeMbl, OOpabaThIBaroIlie KPUTHUECKW Ba)KHbIE TUIAaTEXH B
pe>XriMe peajibHOTO BpeMeHU, KakKue J/iBa ToKasaTesisi [JO/DKHbI MMeThb HauMeHbIllve
3HaueHus [I1 MUHUMH3AIMM (UHAHCOBBIX W PeNyTallMOHHBIX TI0TEPh B C/lyyae
VHL[MleHTa?

a. RTO (Recovery Time Objective) u MTBF (Mean Time Between Failures)

b. RPO (Recovery Point Objective) u RTO (Recovery Time Objective)

c. SLA (Service Level Agreement) u RPO (Recovery Point Objective)

d. MTTR (Mean Time To Repair) u ROI (Return on Investment)

4. DKOHOMUUEeCKasi CUCTeMa KDYITHOM TOProBOI CeTW TOJBeprJiach 1ieJieBOi aTake, B
pe3ysibTaTe KOTOPOW TMpOM30IIIa yTeukKa [JaHHBIX TIJIaTeXHbIX KapT K/WEHTOB.
Pacriono)xute B TIpaBUIBLHOM TOpsiJKe TiepBoouepe/iHbie IIaTd pearupoBaHUs Ha
WHIUIeHT WHGOPMAaI[MOHHOM 6e30MacHOCTH, HauKWHasi C MOMEHTa ero 0OHapY >KeHUsI:
a. BoccraHoB/ieHre CUCTeM U IaHHBIX U3 Pe3ePBHBIX KOIHi, TTPOBepKa UX
1[@/TOCTHOCTH.
b. Cpaep>kviBaHue UHIUEHTA /151 TIPe/IOTBPAIlleHus JajbHeIero yiiepoa
(HampuMep, U30/sI11s 3apaXKeHHbIX CETMEHTOB CEeTH).
AHanu3 UHLW/IeHTa, ornpe/ie/ieHre BeKTOpa aTaky M MaciiTaba yTeuku.
Vpentudukaiiys v iepBoHavaibHasl OljeHKa UHLIW/eHTa.
e. YBeZoMJieHHe PeTy/ISITOPHBIX OPraHOB U MOCTPAZABIINX KITMEHTOB B
COOTBETCTBUHM C 3aKOHO/IATeTLCTBOM.
f. VickopeHeHMe MpUUMHBI UHLIW/IeHTa (YCTpaHeH e ysi3BUMOCTel, yiaieHre
BpesioHocHoro I10).
g. V3B/ieueHrie ypoKOB, 0OHOBJIeHHE TJIAaHOB pearpOBaHMs U KOHTPOJIeH
0e3011aCHOCTH.

/0

5. Kakasi KoMOUHalMs TEXHO/IOTUM U MPaKTUK siBsieTcsl Haubosiee 3(pPeKTUBHOU A1
3alMTbl 5KOHOMMYECKOM CHUCTeMbl OT HWHCAWJepCKUX YIrpo3, CBSI3aHHBIX C
HerpaBOMEDHbIM JIOCTYTIOM M MoJu(dUKalell KPUTUYECKH Ba)KHbIX (DUHAHCOBBIX
JJAHHBIX COTPYAHUKaMU?

a. TospKO MCNOJIb30BaHKe C/IOXKHBIX MMapo/ier U UX peryysipHas CMeHa.

b. Buegpenue DLP-cuctemsi (Data Loss Prevention), mprMeHeHue MPUHLMIIA
HauMeHbIIUX MTPUBUJIETUM, PETYJISIPHBIM ayAUT AeHCTBUM M0JIb30BaTenen C
TIPUBW/IETUPOBAaHHBIM ZIOCTYTIOM, pa3zerneHue obs3aHHocTel (Segregation of
Duties).

C. YCTaHOBKA MeKCeTeBbIX 3KPAaHOB I10 [IepUMeTpy CeTU U UCIoab30BaHue VPN
JJ1s1 yareHHOro JOCTyTa.

d. IudposaHMe XeCTKUX JUCKOB Ha HOYTOYKaX COTPY/AHUKOB.
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6. Kakasg ocHOBHasi Lenb TpuMeHeHUsi LUGPOBBIX ToAMMCeH T1pu oOMeHe
5/IEKTPOHHBIMU (PUHAHCOBBIMU JJOKYMEHTaMH MeXX/ly KOHTpareHTaMu B 5SKOHOMUUEeCKOMH
cucreme?
a. ObecrnieueHne KOHGUAEHI[MATLHOCTH MepejlaBaeMoi MHPOPMALIMKU OT repexBaTa.
b. Ob6ecrieueHrie BbICOKOM OCTYITHOCTH CUCTEMBI 37IEKTPOHHOTO
NOKYMeHT000opoTa.
c. ObecreueHue 11eJIOCTHOCTU JJOKYMeHTa ¥ HEBO3MO)KHOCTH OTKa3a OTIIPaBUTe/ ISt
oT (haKTa OTIPaBKU U COJiepPyKaHusl JOKyMeHTa (ayTeHTUYHOCTh U
HEOTKa3yeMOCTb).
d. YBenuueHue CKOpOCTHU Iepesjauv JOKYMEHTOB M0 CETH.

7. baHk pa3pabaThiBaeT MOOW/IbHOe TIPU/IOKEHHWe [jid KavueHTOB. Ha KakoMm 3Tarie
JKA3HEHHOr0 IMK/Ia pa3paboTku mporpamMmHoro obecrneuenuss (SDLC) nHaubosee
1je/1eco00pa3HO0 ¥ SKOHOMHYeCKH 3((eKTUBHO TIPOBOAUTHL MOJeTMPOBaHHE YTIPO3
(Threat Modeling) nnsi BbISIBAEHUSI W YCTpaHeHHUs TOTeHI[MANbHBIX YSI3BUMOCTEN
6e3ormacHocTr?
a. Ha sTame TecTHpoBaHus], HEMOCPEICTBEHHO MepeJ, pe/ii30M NPUI0KEeHHs.
b. Ha sTare rnpoekTHpoBaHUs apXUTEKTYPbl U (DYHKIIMOHATLHOCTU MPUIOKEHUS.
c. Ha sTame conpoBoXieHUsI U 3KCIUTyaTal[iu, Iocie 0OHapy»KeHUsl TIepBbIX
WHI[A/I€HTOB.
d. MogenupoBaHue yrpo3 He sIBJisieTCs1 00s13aTe/TbHBbIM i1 MOOUTBHBIX
TIPUJIOXKEHUM.

8. CoriocTaBbTe HOpMaTHBHBbIe TpeOOBaHWS W CTaHAAPThl C UX OCHOBHOW 00/1aCThIO
NIpUMeHeHHs1 B KOHTeKCTe MHPOPMAaIIMOHHOM 6€301aCHOCTH 3KOHOMHYECKUX CUCTEM:

1. PCIDSS a. YcraHaB/uBaeT TpebOBaHUS K CHUCTEMe
MeHe/)KMeHTa VH(OPMaLMOHHOU
6e30macHOCTH OpraHU3al[|H.

2. GDPR (OO6mmii persameHT 1o | b. PersameHTHpyeT 3alliUTy TepCOHAIbHbIX
3alMTe JAaHHbIX) JAaHHBIX rpaxjaH EBponelickoro corosa.

3. ISO 27001 c. Crangapt 0e30macHOCTH JTaHHBIX
WHYCTPHHU TIJIAaTEXKHBIX KapT.

9. Kakasi apxuTeKTypHasi KOHLeMusi 6e30macHOCTH Haubosiee MOAXOAUT [i/Isl 3aIl[UThI
KPDUTHUYECKA Ba)KHbIX CEPBEPOB 3KOHOMMUYECKOW HWH(OPMALMOHHOW CUCTEMBI,
JNOCTYTHBIX M3 BHEIHUX ceTell (Harpumep, BebO-cepBephl /il KIWEHTOB), OT CeTeBbIX
aTak, OAHOBpeMeHHO obecrieurBasi KOHTPOJIb OCTYIIa K BHYTPEHHUM pecypcam?
a. Pa3melijeHre Bcex cepBepoB B OJJHOM TJIOCKOM CeTH C 6a30BbIM MeXXCEeTEeBbIM
5KpPaHOM Ha rpaHulLIe.
b. Wcnonb3oBaHue JeMUAIMTaprU30BaHHOM 30HbI (DMZ) a/isi pa3MeliieHUs BHEILIHE
JIOCTYTIHBIX CEPBEPOB, OTAEJeHHON MeXXCeTeBbIMU SKpaHaMU OT BHYTPEHHEU
CeTH Y UHTEepHeTa.
c. OTcyTCTBHE CeTeBOUM CerMeHTalUU [I/1s1 yIIPOLLeHUs YIpaBIeHUsl.
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d. Mcnonb3oBaHue TOIBLKO MPOrPAMMHBIX MEKCETEBBIX SKPaHOB Ha CAMUX
cepBepax.

10. B SKOHOMHYECKOW OpraHu3aluM Yy4YaCTUIUCh CJAydad YCIIelIHOro (DUILIKHTa,
NIPUBOJMAINEr0 K  KOMIIDOMETAl[dd  YYeTHBIX  [JAaHHBIX  COTPYJHUKOB U
HeCaHKI[MOHUPOBAHHBIM (DMHAHCOBLIM orepanysiM. Kakoil Komruiekc Mmep Oyzer
HauboJiee eMCTBEHHBIM /IJIs1 CHU)KeHUS JaHHOT'O pHCKa?

a. ToJsbKO ycTaHOBKa CriamM-()UIbTPOB Ha TIOUTOBOM CepBepe.

b. PerynspHoe oOyueHre U TeCTUPOBaHUE OCBEIOMIEHHOCTU COTPYAHUKOB T10
BOIpocaM (DUIIINHTa, BHeZpeHre MHOTO(aKTOPHOM ayTeHTHU(MUKALIUU [1/Is
J0CTyTa K KPUTUYECKUM CHCTeMaM, TeXHUUecKue cpeficTBa (pubTpalyy u
aHa/IM3a MOYThI, CUMYJISILUN (QUIITMHIOBBIX aTak.

C. YBenuueHHe CJIO)KHOCTH TpeboBaHWH K TIapOJIsIM COTPYAHUKOB.

d. 3ampeT Ha KCI0/Ib30BaHKe TMYHOU MTOUTHI Ha PAOOUMX MecTax.

B2. Tematuka pedeparoB
1. CTpyKTypa KOHTPOJIMPYIOIIMX OPraHOB MO 3alliTe WH(POpPMaL1H.
2. CniocoObI ¥ cpeicTBa MPOC/IYIIUBAHUS.
3. KoHdupaeHmansHOe coBelljaHre: HeCaHKIIJMOHUPOBAHHbIM ChEM HH(POpMaILUK 1
MeTO/bl 3aLUThI OT HEro.
4. MeToApbl U Cpe/iCTBa 3all[UThl peueBoi UHGOpPMal[1H.
5. «/leTeKTOphbI JDKU» U UX UCTIOJIb30BaHUe [1/1s1 TT0/1yYeHUs: THQOPMaLUH.

Bbok C. 3apjaHus NpaKTUKOOPUEHTUPOBAHHOI'0 YPOBHS /ISl /MAarHOCTUPOBAHUS
chopMUPOBAHHOCTH KOMITETeHIIHH («BJIa/[eTh»)

C1l. Kenchbl

Keiic 1. PearupoBaHve Ha MHLUJEHT yTeUKH NMepcoHanbHbIX AaHHbIX (I1JH) cornacHo
152-®3
Omnucanve cutyaruu: bank "®uHancCepBuc" (moamnagaet mof aetictBue 152-P3 06
obpabotke I[1/IH) oOHapykua ¢akT HeCaHKIIMOHUPOBAHHOTO AOCTyMa K 0a3e JaHHBIX
K1neHTOB (yTekso okoao 10 000 3armmcer ¢ PUO, Homepamu nacrioptoB, CHNJIC u
HOMepamMu  cdeToB). CucTemMHbIi  aAMUHUCTpaTOp  OaHka  3adMKCcUpoOBas
M0/I03pUTEe/TBbHBIA TpaduK C ogHOro M3 pabounx Mect omepartopa call-ierTpa B 09:30
yTpa. K 10:00 dakT yTeuku noaTBepKaéH aHaiu3om jioroB CYB/I.
3aganue: OOecrieunTh peardpoBaHWe Ha WHOWAeHT KB B COOTBETCTBUU C
TpeboBaHUAME 3aKOHOaTeTbcTBa PD (152-P3, ripuka3z PCTOK Ne21, PockomHaz30p).
YcTraHoBUTe MOCIe[j0BaTe/IbHOCTD J1IeCTBUM.
BapuaHTbI OTBETOB:

a. YBegomuTb PoCKOMHAJ30p 0 (pakTe yTeuku MepCcoHa/bHBIX JaHHbIX B TeUeHHe

24 yacoB c MOMeHTa 0OHapy>KeHUs.
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[TpoBecTn BHYTpeHHee pacciie/joBaHre UHIU/eHTa, OTIPOCUTb COTPYJHUKOB call-
1[eHTPa, CHITh 00pa3bl )KECTKUX MCKOB CKOMITPOMETHPOBAHHOTO paboyero
MecTa.

HewmenieHHO M30/1MpOBaTh MOPa)KEHHBIM CETMEHT CeTH (OTK/IH0UUTh OT JIBC) n
3a0/10KMpOBaTh YUETHYIO 3aIiCh OTiepaTopa, C KOTOPOro 3auKcrpoBaH
aHOMaJ/IbHbIN JOCTYII.

O1eHUTh pUCKU i1 cyObekToB T1/1H (ompeenuTh, 6b1m v [1/1H nepejaHbI
TPeTbUM JIMLIaM, UCTI0J/Ib30BaJIMCh JIX OHU JijIs1 MOIIIEHHUYeCTBa) U COCTaBUTh
OTUéT 00 MHIU/IEHTE.

Coo0IUTD 0 CTyUrBIIIEMCST UHLIWJIeHTe OTlepaTopy CBsizu (TipoBaiifiepy), eciiu
yTeuKa I/1a yepe3 UX KaHaslbl.

Pa3paboTaTh 1 peanr30BaTh TIaH KOPPEKTUPYIOIHMX MepOTNPHUsATHI (YCTaHOBKA
o6Hossenuti 10, ycuneHnve KOHTpois Aoctyna K B/1).

Keiic 2. BHenpeHue cucTeMbl 3alliuThl KOHbUeHIIManbHOM MHbopmaiuu (C3W) Ha
TIpeTIPUSITHN.

Onmcanve curyaruu: IIpombiiiuieHHOe mpeAnpusaTde "Maii3aBog" o0OpabaTbiBaeT
KOH(UeHI[Ma/IbHYI0 UH(OPMaLMIO (He roc. TailHa, HO KOMMepyYecKasi TallHa COTJlIaCHO
cT. 3 3akoHa Ne98-®3 "O kKomMepueckol TaiiHe'"). PyKOBO/ICTBO peIIWIO BHEAPUTh
cUCTeMy 3aluThl KoH(pUAeHIManbHOM nHpopMauuu (C3U). Celiuac Ha TIpeAnpuUsTAA
ecTb (pailyioBble cepBepbl, paboure cTaHLUKU OyXraaTepun, KOHCTPYKTOPCKOTO OT/Aesa 1
ACY TII (TexHONMOrU4eCcKue MpoLecchl).

3aganue: OpranusoBath C3U B cootBercTBUM C TpeboBanusmu ®CTIK Poccun amnst
KJlacca 3aluIEéHHOCTU K2 (cpegHUM ypOBEeHb 3alUIEHHOCTH). YTIOPSZOUNTE LIary o
BHezipeHnto C3U B cootBeTcTBUM C TpeboBanusiMu @CTIOK Poccun (ripukas Nel?).
BapuaHTbI OTBeTOB:

d.

b.

ATTecToBath pabourie MecTa U cepBepHbIe TTOMeIleHHsI Ha COOTBETCTBUE
TpeboBaHUAM 10 Oe301TacHOCTH (TIPOBECTH MHCTPYMEHTaTbHbBIN KOHTPOJIB).
Pa3paboTaTh MOJie/ib yTPO3 U MOJIe/Tb HapyIIATe s /151 THPOPMAaIjuOHHOM
CHUCTeMbI MIPeATIPUATUSI.

Boi6bpath knacc 3amuiiéHHoctyd C3U (B JaHHOM Cyuae yKe orpejiesiéH Kak K2)
Y orpeJieTh TpeOOBaHUS K MeXaHHW3MaM 3all[UThl.

[TpoBecTn MHBEHTapU3aL[MI0 UH(POPMALIMOHHBIX aKTUBOB (KakKue [JaHHbIE eCTh,
r/le XpaHsITCs, KTO UMeeT JOCTYII).

[TprobpecTy U yCTaHOBUTDH CePTU(ULIMPOBAHHbIE CPeZICTBA 3alLUTHI
nHbopMaIH (MeXkKceTeBoi 3KpaH, aHTuBupyc, CK3U, cuctema oOHapy KeHUs
BTOD>KEHUH).

OOyunTb aAMUHUCTPATOPOB 0€30TTaCHOCTH U TT0/Ib30BaTeJiel mpaBrIaM paboThI C
C31.

Ketic-3. Opranu3aiiys 3aluThl KaHAJI0B CBSI3U COTJiacHO TpeboBaHusM banka Poccum™*
Onucanve cutyauuu: bank "CeBepHblii KpeauT" mepefaér 3/1eKTPOHHBIE TJ1aTEXHbBIE
nokymeHtbl (OII1) B PKII (PacuétHo-KaccoBeii Ilentp) LB P® uepes
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o0ITIe[OCTYTTHYIO ceThb VHTepHeT. PyKOBOJCTBO PpeIIMI0 YCUIUTh 3all[UTy 3THX
KaHaJIoB.
3aganue: ObecrieunTh 3aIUTy KOHPHUAEHI[HATbHOCTH, 11eJIOCTHOCTH U ayTeHTUUHOCTH
OII/l mipy mnepefaue 1O OTKPBITBIM KaHaimam cBsisu corjiacHo CTO BP UBBC.
YnopsijourTe MepOMNpUsITHS TI0 3all[UTe KaHa/IOB CBSA3U /i KPeIUTHOW OpraHu3aliy B
cooTBeTCTBHUH C TpeboBanusmMH Banka Poccun (CTO BP BBC-1.0-2014).
BapuaHThI OTBETOB:
a. 3aK/IIOUMTh CorJialiieHre 00 orepaTBHOM B3auMozeiicTeuu ¢ PKII g1st oOMeHa
K/Ir0ueBor nH(opMaimeit (ceptudukatel ILIT).
b. TlpoBectu naeHTUGHUKALMIO U ayTeHTU(MUKALIUIO B3aUMO/IeHCTBYIOIIUX CTOPOH
(banka u PKII) Ha ocHOBe CepTU(UKATOB OTKPBITHIX KTFOUEH.
c. BoibpaTh u BHefipuTh ceptuduirpoBanHbie ®Ch Poccuu cpezictBa
kpurnrorpaduueckoi 3aiutel uHpopmaumu (CK3U) knacca He Hke KC1.
d. PaspabotaTh u cornacoBatk ¢ PKI] persameHT 0OMeHa 3/1€KTPOHHBIMU
JNOKyMeHTamMu ¢ ucnoJsib3oBanuem SLIT u mmdpoBaHus.
e. CdopMupoBaTh KItOUEBYHO CUCTEMY (BBITYCTUTb KOPHEBbIE CePTU(MHUKATHI,
ceptrdurkarbl 6aHka 1 PKII, oprann3oBath 1IeHTPbI CepTUhUKALIAN).
f. TIporecTupoBaTh 3alMINEHHBIA KaHa/I Miepeiaul JaHHbIX, TIPOBECTH MPOOHBIH
obmen I/,

Keiic-4. ¥YmpaBieHue [ocTynoM K UWH(opMaliMoHHbIM pecypcam 1o ['OCT P
NCO/M3K 27001**
Onucanue cutyauud: Kowmmanusi "MHpoCucremsl" umeer otaen paspabotku I[10,
byxranteputo, oTAen KajgpoB u cayxby Ub. Ectb TepmuHanbhbiii cepBep 1C, cepBep
pa3pabotku I10, daitnoBeni apxuB. Celiyac /000M COTPYAHMK OyXTanTepuyd MOXKeT
3aliTH Ha cepBep pa3paboTurKOB.
3amanve: BHeapuTh cucteMy yripaBiaeHusi goctynoMm (Access Control) Ha ocHOBe
MIPUHIIMIIA MUHUMAJIbHBIX TIpUBUIEruil. PacrosiokuTe 11ard BHe/IpEHUSI CHUCTeMbI
ynpasnenusi goctyriom (CY[I) B coorBercTBuM ¢ TpeboBanusmu ['OCT P NCO/M3K
27001 (m. 9.2, 9.4).
BapuaHTbI OTBETOB:
a. OrnpenenuTtb posu Mosb30BaTesnel (Oyxranrep, pa3pabOTurK, pyKOBOAUTE b
TIPOEKTa, Ka/ip) ¥ Ha3HAUMThb KaXK/I0M POJIU MepeueHb pa3peléHHbIX JeliCTBUI.
b. IIpoBectu KnaccuduKalyio HHPOPMALIMOHHBIX aKTUBOB (KaTeropyu: OTKPBITHIE,
KOH(UIeHLIMa/IbHbIe, CTPOT0 KOH(U/|eHL[haTbHBIE).
c. Hactpouth MexaHu3Mbl yuéTa U ayZuTa BCeX MOMBITOK JOCTYyMa (JI0rMpoBaHUe
BX0/1a/BbIX0/1a, TIOMBITOK HECAHKI[MOHUPOBAHHOT'O JJOCTYTIA).
d. Peam3oBaTh NpuHLIMIT pa3geneHus: obs3anHocTer (SoD, Separation of Duties) —
Haripumep, OIUH Ue/IOBEK He MOXKeT CaM CO3/|aTh IIJIaTéX U ero ke YTBepHUTb.
e. YCTaHOBUTH NpaBU/a ayTeHTUUKaLMK (Maposi, AByX(paKTopHas
ayTeHTU(PUKaLYs, CPOK JeUCTBUS MapoJien).
f. TIpoBecTu MHBEHTapU3aLUIO CYIECTBYIOLUX TPaB J0CTYIIa U JIMKBUAUPOBATh
130bITOUHBIE IPUBUJIETHH.
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Keiic-5. ITogroroeka k ayauty b no crangapty [SO 27001.

Onucanue curyauuu: Komnanus "[datallentp EAE" xoueT nonyuuts ceptudukat ISO
27001:2013 (I'OCT P MCO/M3BK 27001-2021). Ayaut OymeT NMPOBOAWTH BHEITHUM
cepTU(UKAIMOHHbIN oprad (Hanpumep, BSI, TUV, DNV GL).

3apanue: [TogroToBUTH OpPraHu3alvio K CepTU(PUKALMOHHOMY ay/IUTy Ha COOTBETCTBUE
TpeboBanusaM [SO 27001. VYmopsigoudTe IOATOTOBUTEbHBIE MEPOTIPUATHS ISl
MPOXO’K/|€HUsI CepTU(HUKALIMOHHOr0 ayauTa Ha cootBeTcTBre 1SO 27001.

BapuaHTbI OTBeTOB:

a. IlpoBeCTH BHYTPEHHHUU ayIUT JAEMCTBYIOLLIEN CUCTEMbI MEHEI)KMEHTA
nHdopmaroHHoi 6e3omacHocty (CMUB) cunamu cnyx6s1 Ib v BHYTpeHHUX
ayIUTOPOB.

b. Pa3pabortath 1 yTBepAUTH y PYKOBO/CTBA "3asiB/ieHre O MPUMeHUMOCTH"
(Statement of Applicability, SOA) c Beibopom KoHTpoJieit u3 Annex A ISO
27001.

c. OOyuuThH COTPYAHUKOB, BOB/IEUEHHBIX B TIpo1jecchl Ib, TpeboBaHUSIM cTaHZapTa
ISO 27001 1 ux 06s3aHHOCTSIM.

d. JokymenTtupoBath ITosuTHKY uHMOpMaIMoHHo# 6e3omacHocty (MB) KommaHuw,
e/ 1 obnacteb aericteuss CMUB.

e. Peanu3oBaTh BbIOpaHHbIe KOHTPOIU U3 SOA (BHEIpUTL Mephl 3alllUTHI,
TIPOLIeCChI, MPOLIeTyPhI).

f. TToAroToBUTH OTUET O pe3y/bTaTax BHYTPEHHUX ayJUTOB U KOPPEKTUPYIOIIUX
JIeMCTBUSIX 3a nocaeHue 3-6 MecsieB.

Ketic-6. PearnpoBanue Ha o6HapyskeHue BpegoHocHoro [10 (uammgeHT VB)
Omnmcanue cutyauyu: B komrannu "Hedrel'a3Cepsuc” cpaboTaio npeayrpexxaeHue oT
aHTUBHpYCa Ha pabouell cTaHIUU Teosiora o TposiHe Trma Remote Access Tool (RAT).
AHTHBHPYC 3a0/10KMpPOBaT BHITIOJHEHHe (aiisia, HO TT0/I03PUTe/IbHBIN ceTeBOoM TpaduK C
5TOU MallVHBI eIllé UET.
3apanue: JIMKBUAMPOBaTh UHLIUAEHT 3apakeHUsl BpeoHOCHbIM 10, MUHUMU3UPOBATH
ymepb6. Pacrosiokure  #eMcTBUS TIPH  OOHApY)KeHWHW aKTHBHOTO  3apakeHHs
BpejoHOCHBLIM 1O (Malware) B ceTy opraHu3aLiyu.
BapuaHTbI OTBETOB:
a. IlpoBecTu aHanmu3 3apak€éHHOTO (Paiiza B M30/IMPOBaHHOM cpe/ie (MIeCOUHMUIIe,
HaripuMep, Cuckoo Sandbox) f/151 moHMMaHUS TTIOBe/leHUs] MasIBapsi.
b. M3onupoBath 3apa)kéHHYH0 pabouyr0 CTaHLIMIO OT ceT ((pM3UUeCcKH BbII€PHYTh
Kabenb v oTkarounTh VLAN).
c. CobOpatb 00pa3 >KECTKOTO AKCKa 3apayKEHHOW MAIIMHBI [IJ151 TIOC/IeIYIOIIEero
KPUMHWHaTMCTAYECKOT0 aHaIm3a.
d. ¥YBemomuTh pyKoBOAUTENS MOApa3aeneHus u cnyxoy Ub o uHiyaeHTe.
e. 3amyCTUTh MOJIHOe CKAaHMPOBaHHE BCeM KOPIIOPAaTUBHOW CeTU aHTUBHUPYCOM C
0OHOB/IEHHBIMH Oa3aMH.
f. BoccTaHOBHTD MOPaKEHHYIO CTAHIHIO K3 307I0TOT0 0Opa3a (3Ta/IOHHON KOHH
OC) w1 nepeyCTaHOBUTH C y/laJIeHWEeM BCeX JaHHBIX.
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Ketic 7. IlnaHupoBaHWe MepPOIPUATHM T0 obecrieueHHIO0 HeNpephIBHOCTH Oun3Heca
(BCP) cornacuo I'OCT P 53647.1
Omucanve cutyayuu: Toproas cetb "I'actpoHoMMapketr" umeer 50 MarasvHOB,
LeHTpa/bHbIN o¢uc, cknag u LIO/. Tlocme noxapa B cocefHeM 3[jJaHUM PYKOBOZCTBO
pernsio pa3paboraTh [1naH obecrieuerus HempepbiBHOCTH Or3Heca (BCP).
3aganue: Pa3zpaborats BCP B cootBercTBHY ¢ TpeboBanusmu ['OCT P 53647.1 (aHasmor
ISO 22301). YmopsjgounTe 3Tambl pa3paboTKU IjlaHa obecrieyeHUs] HeNpepbIBHOCTU
6usneca (BCP, Business Continuity Plan) B cootrBetctBuu ¢ I'OCT P 53647.1-2013
(ISO 22301).
BapuaHTbI OTBeTOB:
a. IIpoBectu aHanu3 Bo3eticTBus Ha Ou3Hec (BIA, Business Impact Analysis) —
onpenenutb RTO (Recovery Time Objective) 1 RPO (Recovery Point Objective)
JIST KaKI0M (DYHKIHAU.
b. YTBepauth y pykoBojcTBa nporpammy BCM (Business Continuity Management)
Y BbIJIeJIUTb PeCypPChI.
c. Pa3paboraTh cTpaTeruu BoccraHoBieHus (DR-cTparerun) Ajist KpUTHUYECKH
Ba)KHBIX TTPOLIECCOB (a/ibTepHAaTUBHBIE T/I0IIaAKY, pe3epBHbIe LIO/T).
d. Onpegenuth cocTaB KOMaH/bI yripas/aeHus: KpusucoMm (BCM Team) v ux ponu,
00s13aHHOCTH.
e. IIpoBecTu naeHTU(PUKALINIO U OL[eHKY PUCKOB HapyllleHUs] HelIPpephIBHOCTH
busHeca (pUCK-aHa/IN3).

f. Opranu3oBarb 00yueHve, TPEHUPOBKU U PETY/ISIPHbIE TeCTUPOBAHUS (YUEHUS)
riada BCP.

C2. JTaGopaTopHbIe padOThI
JlaboparopHasi pabora Nel. MeToauKa yCTpaHeHWS  KOMITbIOTEPHOU
vHbopMaIuu.
Ilenb pabotbl: IlpuobpeTeHre HABBIKOB YCTPaHeHWss W BOCCTaHOBJIEHUS
MH(OpPMaLMKM Ha PA3/TMYHBIX HOCUTEJISX.
3ajauu:
1. ®usnueckas opraHuM3aLus KeCTKUX JUCKOB.
2. MeTo/ibl BOCCTaHOBJIEHUS] UH(POPMALIUH.
3. O630p coBpeMeHHbBIX CPeZICTB YCTPaHeHHUsI KOMITbIOTePHON UH(pOpMaIIH.
JlabopaTtopHasi pab6ora Ne2.YsI3BUMOCTU OMepallMOHHBIX CHCTEM CeMeKCcTBa
Windows.
Llenb pabotsr: [IprobpeTeHrie HaBLIKOB HAacTpoiku Windows i1 yMeHbllIeHUS
YSI3BUMOCTEMN.
3aauu:
1.HepocTaTku apXUTeKTypbl OMlepallMOHHBIX chcTeM ceMelicTBa Windows .
2.0CHOBHBIE BUIbI YSI3BUMOCTEN: CTaTUCTUKA UX OOHApY>KeHUsI U yCTpaHeHHUs.
3.0nucaHve MeTOAWK aTakK, WCHO0JIb3yIOUUX VA3BUMOCTU OMepaliOHHON
cucTeMbl ceMericTBa Windows.
4.HacTpoiika oreparjMuoHHOW CHUCTeMbI /i1 yBeluueHUss 060pOHOCIOCOOHOCTH
BBIYMC/TUTETbHON CHUCTEMBI.
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PA3IEJI 3.0nmcanne noKa3aTesjied U KpUTepueB OLeHUBAHUA KOMIIETeHIIMU Ha
Pa3/IMYHbIX 3Tanax ux ¢GopMHUpoBaHMs, ONKMCAHKE IIIKa/1 OLleHUBaHUA

BanibHO-pedTUHTOBasi CUCTeMa siB/isieTcsi 0a30BOM CHCTeMOW OLIeHUBaHUS
cchopMHUPOBAHHOCTH KOMITETEHITUM 00yUaroIMXCsi QUHOU (hopmbl 00yUeHusl.

WToroas oljeHKa chopMHUpPOBaHHOCTH KOMITeTeHIMH(i1) 00yUaroluxcst B paMKax
0a/IbHO-PEeUTUHTOBOM CUCTEMbl OCYIIECTBJ/ISeTCS B XOJe TeKyllero KOHTPOJs
yCIieBaeMOCTH, TPOMEXYTOUHOW aTTecTallid W OfpefiesisieTcsi Kak cymMMa 0asifios,
TMOJTyUeHHBIX 00yUarolMMUICS B pe3ysbTare POX0XK/AeHH s BceX JopM KOHTPOJIS.

OrjeHka chOpMHUPOBAaHHOCTH KOMMeTeHIUU(I1) TI0 AUCLIUTIZIMHE CKJIaJbIBaeTCs U3
JBYX COCTaBJISTIOLLMX:

v niepBasi  COCTaBJISIIOIAasl — OL[eHKa T[IperofiaBaTesieM C(HOPMHUPOBAHHOCTH
KOMITeTeHLIMH(M) B TeueHWe CeMeCTpa B XOZe TeKyllero KOHTPOJS YCIleBaeMOCTH
(makcumym 100 GasnoB). CTpyKTypa TIepBOM  COCTaBJISIONIEH  OMpeziesisieTcst
TeXHOJIOTUUeCKOM KapTOW JWCLMIVIMHBI, KOTOpasg B Hauaje ceMecTpa JOBOAUTCS [0
CBeZleHUst 00yJaroIuxcs;

v'BTOpasl COCTaB/ISIOINasi — OLeHKa C(HOPMHPOBAHHOCTH KOMITETEHIH(H)
oOyuaroluxcs Ha k3ameHe (MakcumyMm — 30 6asnsioB).
YPOBHH TIPO/IBUHY ThIU 6a30BbIii TIOPOTOBBIN JIOTIOPOTOBBIM
O0CBOeHUS YPOBEHb YPOBEHb YPOBEHb YPOBEHb
KOMIIeTeHIUM
100 — 85u 2> 70 — 84 51-69 0-50
0a/TbHaA
Kasia
4 — ba/IbHase «OTJTUYHO» «XOpOIIIO» «yZIOBJIETBOPUT | «HEY/IOBJIETBOD
mKasaa eTbHO» WUTeTbHO»

IITkana o1jeHOK IPH TeKyleM KOHTpOJIe yCIieBaeMOoCTH
10 pa3/IMYHBIM MIOKa3aTe/JaIaM

ITokazamenu oyeHusaHus c¢popmuposaHHocmu | Banabi Ouyenka

KomMnemeHyuti

YcTHBIN OnIpOC 0-10 | «Hey[OBJ/IeTBOPUTE/ILHO»
«y[IOBJICTBOPUTEJILHO»
«XOpomo»

«OTJIMYHO»

[ToaroroBka pedepara 0-10 | «<HeyOBJ/IETBOPUTETBHO»
«y[IOBJIETBOPUTEJIbHO»
«XOpOLIO»

«OTJIMYHO»
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TecTtupoBaHue 0-30 | «HeyZOB/IETBOPUTE/IBHOY
«Y[IOBJIETBOPUTEJIbHO»
«XOpomo»

«OTJIMUHO»

BeirosiHeHue 1abopaTopHO paboThbl 0-20 | «Hey[OBJIETBOPUTE/ILHO»
«Y[,0B/IETBOPUTE/IEHO»
«XOopomio»

«OTJIMYHO»

CooTBeTCTBHE KPUTEPHEB OLICHUBAHHUA YPOBHIO 0CBOEHHUSI KOMIIE€TEHI[HI
0 TeKylieMy KOHTPOJ/IK) yCIIeBaeMOCTH

bannawbi Oyenka Ypoeeun Kpumepuu oyeHusaHus
0CceoeHus1
KomMnemeHyuti
0-50 | «#eynornerBopu | JloroporoBeni | OOyuaroiuiics He Tpuobpen 3HaHUS,
TeTbHO» YPOBEHb yMEeHHUS U He BJlaJileeT KOMIIeTeHLIUsIMA B
obneme, 3aKperyIeHHOM paboueit
MPOrpaMMOU JUCLIUTIIUHBI
51-69 | «ygoBnetBopuTe | IToporosbii He menee 50% 3afaHui, TOAJIeKallUxX
JIBHO» YPOBEHb TeKyILleMy KOHTDOJII0  YCIeBaeMOCTH,
BBITIO/THEHbI 6e3 CyIIleCTBeHHbIX OIHNO0K
70-84 | «xopouio» ba3oBbIit OOyuarol[MCs  BBITIOJITHEHO He MeHee
YPOBEHb 75% 3ajjaHyi, TOAJIeXAIUX TeKylieMy

KOHTPO/TIO ~ YCIIeBaeMOCTH, WIM TIpU
BBITIOJTHEHUM BCEX 3aflaHuid JOMyIIeHbl
He3HauMTe/IbHbIe OIMOKN; 00yJaroIuics

TrI0Kasaj BJIaJileHue HaBbIKAMU
cucTeMaTu3aLun Marepuasa v
NPDUMEHEHUSI  er0  TpU  peLlIeHUr
IIPaKTUYeCKUX 3a[jaHUl; 3a/jaHus
BBINOJIHEHbI 6e3 01nO0K
85-100 | «oT/IMUHO» [TpogsunyThIl | 100% 3amaHuid, MOAJIEKAL[UX TEKYILeMy
YPOBEeHb KOHTPOJIXO  YCIIeBaeMOCTH, BbIIIO/IHEHbI

CaMOCTOSITe/TLHO U B TpebyeMoMm o0beMme;
oOyvaromuiicsi  TMposB/sIET  yMeHUe
00600111aTh, CHCTEMAaTU3UPOBATh MaTepUal
W TIPUMEHSATh €ero TpU  pelleHuH

TPaKTUYeCKUX 3a/laHUU; 3a/laHus
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BBITIO/THEHBI C HOAPO6HI)IMI/I
MOACHEHHUAMKW W dpPryMeHTHPOBAHHBLIMH
BbBIBOJIdMH

IIIkana OIl€HOK I10 HPOME)KyTO‘-IHOﬁ dTTeCTaliun

HaumenoeaHue ¢popmbl
npoMexcymouHol ammecmayuu

Bannbi

OuyeHka

3auet

0-20

«HEe 3dUTeHO»
«3a4TeHO»

CooTBeTCTBUE KPpUTEpPHUEB Ol[eHUBAHUS YPOBHIO OCBOEHMSI KOMIIeTeHI[UI
10 MPOMEXYTOUHOM aTTeCcTalu 00yJaroIuxcs

bannawbi Oyenka Ypoeeun

0C80eHUs
KomMnemeHyutl

Kpumepuu oyeHusaHus

0-9 | «He 3auTeHO» onoporossbIit

yPOBEHb

Ob6yuaromuiics He probpest 3HaHWS,
YMEHWUS U He B/IafieeT KOMIIeTEeHIIUSMU B
oObeMe, 3aKperyieHHOM paboueii
MIPOrpaMMO¥ TUCLIUTUIUHBI;
00yyaroIuiicst He CMOT OTBETUTh Ha
BOIIPOCHI

10-14 | «3auTeHO» [ToporoBbiii

YPOBEHb

OO6yuaromuiics fiasi HeroJiHbIe OTBETHI Ha
BOIPOCHI, C HEAOCTaTOYHOMU
aprymeHTaluen, NpakTuueckKue 3aJjaHust
BBITIOJIHEHBI HE TIOJTHOCTBIO,
KOMITeTeHLIUW, OCBaBaeMble B TIpoliecce
W3yuyeHUs AUCLUTUIUHBI C(HOPMUPOBaHbI
He B MIOJTHOM 00BeMe.

15-17 | «3auTeHo» Ba3oBriii

ypOBeHb

OOyuaromuiics B 1je/IoM TIpro0Opent
3HAHWS U YMEHMsI B PaMKax
0CBaMBaeMbIX B ITporjecce 00yueHHs 10
JUCLIATIIMHE KOMITeTeHIIHH;
00yyaroIUiiCcs OTBETHIT Ha BCE BOMPOCHI,
TOYHO [ia/1 OTIPe/ie/IeHUs U TIOHATHS, HO
3aTPY/IHSAETCS MTOITBEP/UTh
TeOpeTHUECKHE TI0/I0KEHUS
MpaKTUUeCKUMHU TIPUMepaMH;
00yuJaroIIUICs MoKa3aa XOpOoIIfe 3HaHUS
T0 TIpeJIMETY, BJlajIeHHe HaBbIKaMH
CHCTeMaTH3alluy MaTeprasa u
TIOJTHOCTBIO BBITIOJTHU/T TIPAKTHUECKHe
3a/1aHus
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18-20 | «3auTeHO» [MpoaBunHyThi | OO6yuatoliuiics mprobpest 3HaHWS,
yPOBEHb yMeHUsI ¥ HaBbIKH B TIOJTHOM 00beMe,
3aKperyieHHOM paboueii mporpaMmmoi
JMUCIUTUTAHBI, TEPMUHOIOTUe CKUM
anrapaT MCI0b30BaH MPaBU/IBHO;
OTBETHI ITO/THbIE, 00CTOSITE/TLHBIE,
apryMeHTHPOBaHHbIE, TTO/ITBEPXK/I€HEI
KOHKPEeTHbIMU NIpUMepaMU;
oOyuaroluiics MposIB/IsieT yMeHUe
00600111aTh, CHCTEMATHU3UPOBATh MaTepHal
Y BBITIO/THSIET TIPAKTUUeCKUe 3a/JaHus C
110/IPOOHBIMU TIOSICHEHUSIMU U
apryMeHTHPOBAHHLIMH BbIBOZAMH

PA3IEJI 4. MeToguueckue MaTepyasibl, onpeje/siioniye npouejypbl OLleHUBaHUS
3HAaHUM, YMEHHMH, HaBBIKOB, XapaKTepu3lymoiue 3>Tafnbl (OPMHPOBAHUA
KOMIIeTeHIUM

YCTHBIM OMPOC TIPOBOJIUTCS B TepBble 15 MUHYT 3aHSITUI CEMUHApCKOTO TUMa B
dopmaTe 0OCYXIeHWSI C Ha3BaHHLIMHM TIperofiaBaTesieM CTyJgeHTamMH. OcTanbHbIe
oOyuarolfecsi BITpaBe JIOTOJHUTh WIA YTOUHUTH OTBET II0 CBOEMY >Ke/IaHHIO
(cobmoziato ouepeHOCTb OTBeTa). OCHOBHOM TeMoM /ijisi OTpoca SIBJISIFOTCS BOTIPOCHI
AJisi 00Cy>K/leHHsl, COOTBETCTBYIOLLMe TeMe TpeAblAylieil eKlud, HO TperojaBaTesib
MO’KeT YTOUHSTb 3a/laBaeMbIii BOIIPOC, 3aJaBaTh HABO/SIIME BOTPOCHI WK CYy)KaTh
BOTIPOC /10 OT/e/IbHOTO acIieKTa 06Cy»K/1aeMoi TeMbl.

METOAI/IKa OLl€eHUBAHUA O0TBETOB HAd YCTHBIE€ BOIIPOCHI

Bbannwi OyeHka INokazamenu Kpumepuu
9-10 «orimyHO» | 1. IlonHoTa  paHHbIX | [TosTHO W apryMeHTHpPOBAHO [aHbl OTBETHI T10
OTBETOB; cofepxaHuto 3afanus. OOHapy>KeHO TTOHUMaHHe
2. IIpaBUIBHOCTD MaTepHasia, MO)KeT 000CHOBaTb CBOM CY)K/E€HUS,
OTBETOB Ha BONPOCHI. MPUBECTH HE0OXOAVUMbIe TIpUMephI. M3/10)keHue

MaTepurajla Iocjie10BaTe/;ibHO U IPABUJ/IBHO.

7-8 «XOPOLLIO» CTyzleHT laeT OTBeT, YAOBIETBOPSIIOLUN TEM Ke
TpeOOBaHHUSIM, UTO U [IJIsl OL|eHKU «OTJIMYHO», HO
Joryckaer 1-2 omumbOKd, KOTOpble caM ke

WCIIpaBJIsieT.
5-6 «yZIOBJIETB CrymeHT oOHapy)KuBaeT 3HaHWe W TIOHMMaHUe
OpUTENBHO OCHOBHBIX T0JIO’KE€HUH IaHHOTO 3a/IaHus, HO:

» 1) u3naraeT MaTepuas HeMOJHO W [IOMYyCKaeT
HETOYHOCTU B ONpeJe/ieHuH TOHATUA WU
(hopMyMpOBKe MpaBUJ;

2) He yMeeT [JOCTaTOYHO TJy0OKO U
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«HeyaoBJjie
TBOPHU-
TeJIBHO»

JlOKa3aTelbHO 0OOCHOBaTb CBOW CYXKJEHHS |
TIPUBECTU CBOM TIPUMEPBI;

3) W3araeT MaTepuasa HeNoc/jaefoBaTelbHO U
JIOTTyCKaeT OIINOKH.

CryzseHT oOHapy)KvMBaeT He3HaHHe OTBeTa Ha
COOTBETCTBYIOLIee 3a/laHue, J0MyCKaeT OLIMOKU
B (opMy/nMpOBKe oOrmpefiesieHUMA W  TIpaBUJI,
HCKa)Kall[ie UX CMbICI, OecropsifouHo W
HeyBepeHHO M3/laraeT MaTepuart.

TecTrpoBaHWe TIPOBOAUTCS C TIOMOIIbI0 CUCTEMbI JUCTAHIIMOHHOTO 00yueHHs
«[TpomeTeti», BXOAsIel B COCTaB 3/IEKTPOHHOW HWH(OPMAaIMOHHO-00pa3oBaTebHON
cpejibl JlareCcTaHCKOTO TOCYZIapCTBEHHOT'0 YHHUBEpPCHUTeTa HapOJHOTO XO03sIMCTRa.

Ha TectvpoBaHue OTBOAWUTCA 45 MUHYT. Kakablii BapuaHT TeCTOBbLIX 3ajlaHUM
BK/ItOUaeT 30 BOIIPOCOB.

METO/:[I/IKEI OIl€éHHMBAHHA BbITNIO/IHEHUA TeCTOB

Banibl Ouenka IToxka3aTeu KpuTtepun
25-30 «otnyHo» | 1. INonHoTa BrimonxeHo 6omee 85 % 3amaHuiA
BbIMIOJIHEHUS] TECTOBLIX | MPeJJ/I0KeHHOT0 TeCTa, B 3a[JaHUsIX OTKPBITOTO
3a/]aHUM; TUIA JJaH TOJIHbIM, pa3BepHYThIM OTBeT Ha
2. CBOeBpPEMEHHOCTb MOCTaB/I€HHBIN BOMPOC
19-24 «XOpOIIO» | BBINOJHEHUS; BrimonxeHo 6onee 70 % 3aaHuit
3. IIpaBUILHOCTB Tpe/IJIOKEeHHOI'0 TeCTa, B 3alaHUSIX OTKPBITOrO
OTBETOB Ha BOMPOCHI. TUIA JlaH T0/IHBIM, pa3BepPHYThIM OTBET Ha
TIOCTaB/IEHHBIN BOTIPOC; OJJHAKO ObUIN /IOTYIIeHbI
HETOYHOCTH B OTpe/ie/ieHUU MOHSATHH, TEDMUHOB
U Jp.
15-18 «y[IOBJIETB BrimonxeHo 6onee 54 % 3amaHuiA
OpUTEJILHO Mpe/JIOKEeHHOT'0 TeCTa, B 3aJjaHUSIX OTKPBITOTO
» THWIA [JaH HEeTOJIHbIM OTBET Ha MOCTaB/IeHHbIN
BOIPOC, B OTBETE He TIPUCYTCTBYIOT
Jl0Ka3aTeJibHble TIPUMEDbI, TEKCT CO
CTWIMCTUUEeCKUMU U opdorpadrueckumMu
omrbKamu.
0-14 «Hey/loBJIe BrimosiHeHo He 6omee 53 % 3azaHuid
TBODHU- TIpe/IJIOKEHHOT'0 TeCTa, Ha I0CTaB/IeHHbIe
TeJIbHO» BOMNPOCHI OTBET OTCYTCTBYET W/IU HETOJIHBIN,

JIOTTy11[eHbI CyIleCTBEeHHbIe OIINOKH B
TeopeTHYeCKOM Marepuase (TepMUHAX,
TIOHSITHUSX).

Tema pedepaTa BbIOMpAETCS CTY/I€HTOM CAMOCTOSTETHHO W3 TIPeAJI0KeHHOTO
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CIIHMCKAa C YYeTOM MHMHHMH3ALMM KO/JIMUYeCTBAa ITOBTOPEHHMM BbIOpaHHBIX TeM. Ha
HarvcaHue pedepaTa OTBOJUTCSI ofHa He#ens. Pedepar odopmisieTcss corjiacHO
JeNCTByIOIMM B JlareCTaHCKOM TOCY/JapCTBEHHOM YHUBEPCUTETe HApOJHOTO
X035MCTBa TpeboBaHUsIM K 0(OPM/IEHUIO MUCbMEHHBIX pPaboT. O6beM IpeicTaB/IeHHOTO
pedepata Jo/keH ObITb He MeHee 10 CTpaHHI] MaIlIMHONMCHOTO TeKCTa 0e3 yueTa
TUTYJIHOTO JIUCTA.

[TybnuuHast 3ammra pedeparta IPOBOJUTCS B TMPHUCYTCTBUM  OCTa/IbHBIX
CTYZIeHTOB, 3alluijatoiux pedepaTsl. Ha BbICTyI/IeHre OTBOAUTCS He Gosiee 5 MUHYT.
Bo Bpemsi BLICTYIUIEHUs CTYZEHT JO/DKeH 0003HAauMTh OCHOBHYIO Iiesib pedepara, a
TaKKe I1eJIbHO chopMyIMpoBaTh 6a30BYIO HIEH0, OTPaKEHHYIO B pedepare.

MeTtopauKa o1jeHUBaHMsl BbINIO/IHeHHs pedepaToB

Bbannwi OyeHka ITokazamenu Kpumepuu
9-10 «ormmyHo» | 1. ITonHoTa BruimosiHeHBl Bce TpeOOBaHMs K HAIlMCAHUIO U
BBITIOJTHEHUS 3aiuTe pedepara: oOo3HaueHa TmpobsieMa WU
pedeparos; 000CHOBaHa eé aKTyaJbHOCTb, C/le/laH KPAaTKUn
2. CBOEBPEMEHHOCTh aHa/M3  pas3/IMuHbIX  TOYEK  3peHusi  Ha
BbIMIOJTHEHUS; paccMaTpuBaemyto  mpobsieMy W JIOTHUHO
3. YeTkoCTh H3JI0KeHa cobcTBeHHast MO3ULIUSA,
H3/10KeHUs ugeu | chopMynMpoBaHbl BBIBOJBI, TeMa pacKpbITa
pedepata BO BpeMs | IMOJIHOCTHIO, BBIIEP)KaH O00BEM, COOJIO/IEHBI
3alLUTHL. TpebOBaHUSI K BHeIIHEeMY O(OpM/IeHHIO, YeTKOe
M TOC/e/loBaTe/IbHOe BBICTYIJIEHHE BO BpeMs

3aLLUTHL.

7-8 «XOPpOIIO» OcHoBHble TpeboBaHUs K pedepaTy U ero 3aliure

BBITIOJTHEHBI, HO TIPH 3TOM JOMYILeHbl HeJ0UeThl.
B  uacTHOCTH, UMEIOTCS  HETOYHOCTH B
W3/10)KeHWH MaTepuasa; OTCYTCTBYeT JIorhudeckKast
MOC/Ie[IOBaTe/IbHOCTb B CYXK/JEHUsIX;  He
BbI/lep)KaH 00beM pecdepaTta; UMEIOTCS YITyLLeHUs
B 0()OpM/IEHUH; BBICTYIIJIEHHE BO BPeMs 3alLIUThI
TpebyeT [OMOHUTE/TbHBIX BOIIPOCOB.

5-6 «Y[IOBJIETB NMeroTcss  cyljecTBeHHble  OTCTYIUIEHWS — OT
OpUTEILHO TpeboBaHMii K pedeprpoBaHuio. B uacTHOCTH:
» TeMa OCBelljeHa JIAIIb YaCTUYHO; [JOMYyILl[eHbI

dakTHueckue omMOKA B cofep)KaHuu pedeparta
WA TIPU OTBETE Ha [IOTIOJTHUTE/IbHbIE BOMPOCHI
BO BpEMS BBICTYIUIEHUS.

0-4 «HeyJl0BJIe Tema pecdepara He pacKpeiTa, 0OHApYy>KUBaeTCs
TBOPH- CyllleCTBeHHOe HeTlOHMMaHWe TmpobsieMbl, He
TeJIbHO» NpoBe/ieHa 3aluTa pedepara.

JlabopaTopHble pabOTHI BBITIOHSIOTCS B CITELIMA/TM3UPOBAHHON ayJUTOPUU BO
BpeMsi 1ab0paTOpHBIX 3aHATUN. [IpelyCMOTpeHO BBITIOTHEHHE OJHOM JabopaTOpHOM
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paboThl B TeUueHHe OHOTO 3aHATHS COTJIACHO TeKyileld TemMaTvke. CTy€HThI JO/DKHbBI
BBITIONTHATh 3a/laHHe CaMOCTOSITe/TbHO, HO HMEIOT BO3MOXKHOCTh 0OpaTUThCS K
TperozaBaTe/it0 3a Pa3bsSCHEHUSIMU MOCTAHOBKU 3aZlaud WIW OLIEHKOW MPaBUILHOCTH
MOTyUeHHOr0 pe3y/bTaTa. Eciu TmpernofaBaTe/ib BBIHYXKIEH Pa3bsCHATb aCHeKThbl
HETIOCPe/ICTBEHHOTO BBITIOJIHEHHUST I1aroB JlabopaTopHOW paboThl, TO 3TO HeraTWUBHO
OTpa’kaeTCsl Ha OLIeHKe BBIMOJIHSIOIIETO 3aZlaHue CTyeHTa.

MeTouKa o1jeHMBaHNsI BbINO/THEeHHs TabopaTopHbIX padoT

Bbannwi Oyenka INokazamenu Kpumepuu

18-20 «otmyHo» | 1. [HonHoTa OcHoBHbIe TpeOOBaHMs K BBITIOJTHEHUIO 3aJjaHUSI
BBLITIOJTHEHUS  3aJaHUSI HHGOpaTOpHOﬁ pa6OTLI BBITIO/THEHBI.
Na6opaTopHoii [TpoieMOHCTPHPOBAHO yMeHHe aHaTu3UPOBaTh
. CUTYAaLUI0 U HAXOJUTh ONTUMAaTbHOE KOJIMYeCTBa

paboThI; N N
5 C pellieHHH, yMeHHe paboTaThk ¢ MH(MOpMalyei, B

+ =2BOEBPEMEHHOCTE | 15\ ypicsre yMeHHe 3aTpeboBaTh JOMOTHUTETBHYIO
BBINIOTHEHWA 3AMAHUA | yyyhopmaripro, HEOOXOAUMYIO [JIS1 JOCTIKEHUS

nabopaTopHOM TI0CTaB/IeHHOM L|e/d
14-17 «XOpOoIIIo» | pabOThI; OcHoBHbIe TpeOOBaHMs K BBITIOJTHEHHUIO 3aJJaHUSI

3. CaMOCTOSTe/IbHOCT | /1abopaTopHOi paboThl pean30BaHbl, HO TIPH 3TOM
b DelleHHs. JIOTTyI1[eHbI He[JoueThl. B 4aCTHOCTH, HEZIOCTATOUHO
PaCKpBIThI HABBIKH KPUTUUYECKOTO OLIeHMBAHUSI
Pa3/INYHbIX TOUEK 3PEHUS, OCYILIeCTBIEHHE
caMoaHa/ii3a, CaMOKOHTPOJISI I CAMOOLIEHKH,
KpPeaTHBHOCTH, HeCTaHJAPTHOCTH Tpe/jiaraeMbIxX
peleHuin

11-13 «Y[IOBJIETB HmetroTcs cyljecTBeHHbIE OTCTYI/IEHUS OT
OpHTeNIBHO BBIMO/THEHUS J1TabopaTOpHO# paboThl. B uacTHOCTH
OTCYTCTBYIOT HaBbIKM YMEHUS] MO/Ie/IMPOBaTh
pelleHrs B COOTBETCTBUM C 3a/laHUEM,
TIpe/ICTaB/sTh Pa3/InyHbIe MOJX0AbI K pa3paboTke
T/IaHOB JIeUCTBUM, OPUEHTUPOBAHHBIX Ha
KOHEYHBIM pe3y/ibTaT

»

0-10 «HeyJoBJIe [ITaru BbIMOTHEHNs TabOpaTOpHOM paboThI He
TBOPHU- BBITIOJTHEHBI, 00HAPYKMBAETCS CYIleCTBEHHOe

Te/ILHOY HermoHnMdaHue HpO6J’I€MBI.

WtoroBoii (opMOM KOHTPOJIA MO [AUCLUIUIMHE SBJSETCS 5K3aMeH. OJK3aMeH
MIPOBO/IUTCS B BUJle TIMCbMEHHOTO OTBeTa HaBOMPOChI Oweta. B kaxzaom Ousete
CTYJIeHTy TpejjiaraeTcsi 3 BOINpPOCa, KaKbI U3 KOTOPBIX OLIEHMBAETCSI MaKCUMYM Ha
10 6amnioB. IIpu oljeHKe OTBeTa Ha BOMPOC OILIeHWBAETCs IOHOTA OTBeTa, TOUHOCTH
(OpMy/MPOBOK, MpaBW/IbHOE LIUTHUPOBAaHUE COOTBETCTBYIOLIMX 3aKOHOZATe/bHbIX
aKTOB, HaJIMuve WTFOCTPAaTUBHBIX IIPUMEPOB.
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JIMCT aKTya/IM3alMi OLleHOYHbIX MaTePHAJ/IOB MO JUCIMILUIHHE
«AndopmarnoHHasi 0e30IaCHOCTb Y KOHOMHUYECKHX CHCTeM»

Pabouast mporpamMmMa TrepecMOTpPeHa,
obcyxeHa u ojo0peHa Ha 3aceZlaHuy Kadeapsbl

IIpoTOKOJI OT « » 20 r. Ne

3aB. Kadeapou

Pabouas rporpamMma repecMoTpeHa,
obcykzeHa 1 ojobpeHa Ha 3acejaHUM Kadepsl

IIpoTOKOJI OT « » 20 r. Ne

3aB. Kadeapou

Pabouast mporpamMmMa repecMOTpPEeHa,
obcy>k/IeHa 1 0l00peHa Ha 3acejlaHUU Kadeaphbl

[IpoTOKOJI OT « » 20 r. No

3aB. kadenpou

Pabouast mporpamMmMa TrepecMOTpPEeHa,
o0cy»k/ieHa 1 0l00peHa Ha 3acelaHuy Kadeapbl

IIpoTOKOJI OT « » 20 r. Ne

3aB. Kadeapoi
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