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INPOI'PAMMA BCTYIIMTEJIBHOI'O NUCIIBITAHUSA
JJISI HAITPABJIEHUA TOATI'OTOBKH
10.04.01 UTH®OPMAILIMOHHASA BE3OITACHOCTbD
(«ndopmanuoHHas 0€30I1ACHOCTHY)

OcHoBbI HHGOPMAITMOHHOM 0€30MMACHOCTH

Nudopmanmonnas 6e3onacHocts Poccuiickoit denepanuu. Yrpo3sl HHGOPMAILIMOHHOMN
6e3omacHoctu Poccutickoii @denepanmu. JJoxTprHa nHGOpMaMOHHOM 6e30macHocTr. O01me
MPUHIMIBI 321U TH “HPopMaluu. OcoOEHHOCTH MPOrPaMMHO-aNNapaTHBIX 3aKIa0K.

be3onacHoCTh (3alMIIEHHOCTh) aBTOMAaTU3UPOBaHHbIX cucteM. O030p CpeacTB U Me-
TOJIOB MH(OPMALIMOHHON/KOMIIBIOTEPHON 0€30MacHOCTH. DIoXa CTaHAapTU3UPOBAHHOU MH-
TErpUPOBAaHHOM MPOTpaMMHO-amnmapatHoi 3amuThl uHpopManuu Trusted Platform Module
(TPM). Knaccuduxkanus yrpo3. Metonbl HapylUIeHUSI CEKPETHOCTH, LIEIOCTHOCTA U JTOCTYII-
HOocTH HUH(popManuu. Moaenu ynpasieHus 10cTynoM. KoHTposb npas 1ocTyIa.

Mopgenu HapyIIMTENS U TUIIMYHBIE aTaki. MoAenp TeMCTBUM BEPOSITHOIO HAPYIIUTEISA
1 MoJienb noctpoenus 3amuTthl. Kimaccudukanus ocHoBHBIX BUAOB. CereBas pasBeaka. Orme-
paTUBHBIE CPEJCTBA U METOJIbI ISl HEUTpAIU3alluK aTakK.

BpenonocHnoe nmporpamMmmuoe obecrniedenue. Kmaccudukaius BpeJOHOCHBIX MPOTrpamM.
[Ipuznaku mnpucyrctBust BpeaoHocHoro [10. Meroabl 3ammtbl. MeTonbl 0OHapyKEeHHS.
CnocoOb1 BHenpenus. [Ipumepsl ceTeBbix atak. TposiHCKHE NPOrpaMMbl, JIFOKU, SKCILIONTHI.
TexHonoruu camozanuThl. MecTO U poiib MEKCETeBBIX dKpaHOB (MD) B obecrnieueHun 0e3-
onacHOCTH pecypcoB AC. BO3MOXXHOCTH U OTpaHUYEHHS] aHTUBUPYCHBIX nporpamm. Crienu-
AJTM3UPOBAHHBIEC CPEJCTBA U METO/IbI BBISIBIIEHHUS BPEAOHOCHBIX IIPOrPaAMM.

Nudopmanmonnas BoitHa. CpeacTBa 3amuThl U HamageHus. MHpopmanronHas BoiiHa
1 uHdopmarmonHoe opyxue. OCOOEHHOCTH TEXHUYECKUX CPEJICTB MH(DOPMAITMOHHON BOWHBI.
Knaccuduxanus cpencts 3amutel U HanajgeHus. Kiaccudukanusi 3J€KTPOHHBIX YCTPOWCTB
nepexBaTa MHQOpPMAIMK, BHEIPSIEMBIX B CPEICTBAa BBIYMCIUTENbHOM TexHUKU. Cpenctpa
CB (Cunosoe JlectpyktuBHoe BoszneiicTBue).

Yuuuroxenue nunpopmanuu. Heo6xoammocTb yHUUTOKEHUST JOKyMEHTOB. OcoOeHHO-
CTH yJaJeHHus MHPOpPMAIMH C AIEKTPOHHBIX HocuTenel. [lonuTuka yHUYTOXKEHHS JaHHBIX.
YHuuToXeHne KoH(puIeHnaIpHou HHpopManuu (TIaHOBOE U AKCTpeHHOoe). Clieabl B CETH.
VYHuKanbHble WACHTU(PUKATOPHl WHTEPHET-NOJIB30BATENIE U 3JIEKTPOHHbIE "OTmedaTrku'.
KoHdpuaeH1nanbHOCTh B COIUAIBHBIX CETSIX.

Oprann3zanuoHHoOe U MpPaBoBoe obecneyeHrne HHPOPMALMOHHOI 0€30MaCHOCTH

[IpaBoBOM peXUM 3alIUTHI TOCYIapCTBEHHOU TaiiHbl. [IoHATHE IpaBOBOrO pexuma 3a-
IIMTHI TOCYIapCTBEHHON TaiiHbl. CHCTEMa HOPMATHUBHBIX NPABOBBIX aKTOB, PETJIAMEHTUPYIO-
X 00eCIeUeHNEe COXPAHHOCTH CBEJCHUM, COCTABIISIONINX TOCY/IapCTBEHHYIO TaiiHy B P®D.
lNocynapcTBeHHasi TaiiHa Kak OCOOBIM BUJ 3allMIaeMOd MHQOpMALMU M €€ XapaKTepHbIC
npu3Haky. [[puHINIBI 1 MEXaHU3MBI OTHECEHUS CBEICHUIN K TOCYIapCTBEHHOM TaliHe, UX 3a-
CEeKpeuuBaHusl U paccekpeurBaHus. Opranbl 3alllUThl TOCYIAPCTBEHHON TalHbBI U UX KOMIIE-
TeHnus. Crucrema KOHTPOJISI 32 COCTOSTHUEM 3allUMThl TOCYAAapCTBEHHOU TaiHbl. FOpuandeckas
OTBETCTBEHHOCTb 3a HApYILIEHUsI IPABOBOr0 PEXHMMa 3alllUThl TOCYJapCTBEHHOU TailiHbI (Yro-
JIOBHAsA, aIMUHUCTPATUBHAS, TUCIUILIMHAPHAS).

[IpaBoBBIE pexUMBI 3alIUTHl KOHGUAeHIMaNbHOU nH(opmaruu. [lonsrue nndopma-
MU KOH(HIEHIIMAJIBLHOTO XapaKTepa M0 POCCUMCKOMY 3aKOHOAATENbCTBY. OCHOBHBIE BUIBI
«KOH(UIEHIATBbHOW» UH(pOpMaLUK: TIepCOHANIbHBIE TaHHBIE, CITy>KeOHas TailiHa, KoMMepye-
CKas TaiiHa, OaHKOBCKas TaiiHa, mpodeccroHanbHasi TaliHa, TallHa CIEJACTBUSA U CYyJIONPOU3-
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BojcTBa. [IpaBoBbIe pexxrMbl KOHUIACHIMAIBHOW MH(POPMALIMK: COACPKAHUE U OCOOEHHO-
ctiu. OCHOBHBIE TPeOOBaHMSI, IPEABABIAEMbIC K OPTaHU3AIMU 3AIIUTHl KOHPHUIACHIINATBHON
undopmaruu. KOpuanyeckas oTBETCTBEHHOCTh 32 HApYILIEHUS MPAaBOBBIX PEKUMOB KOH(U-
JNEHIMANbHONW MH(pOpMaLUU (IUCUUIUIMHAPHAS, TPaXX1aHCKO-IpaBOBasi, aIMUHUCTPATUBHAS U
yTOJIOBHAs).

['ocynapcTBeHHOE pEryJUpOBaHUE JACSITEIBHOCTH B OOJACTH 3alIUThl MH(OpMAIUu.
[TonsATHE IMIIEH3UPOBAHKS IO POCCUMCKOMY 3aKOHOJATENbCTBY. BUIbI 1€ATEIBHOCTH, OJIE-
KaIe JIMIeH3upoBaHuio. [IpaBoBas permameHTaIus JTUIEH3MOHHON JCSITEIBHOCTH B 00a-
ctu obecrieueHus: UHPopMaMOHHOU 0e30macHOCTH. OOBEKTHI TUIEH3UPOBAHUS U YYACTHUKU
JUIEH3UOHHBIX OTHOLIEHUH B cepe 3amuThl nHpopMauuu. Opraubsl JUIEH3UPOBAHUSI U UX
nojgHoMouns. Opranuzanus JUIEH3UpOBaHus B cepe obecnieueHrs MHGOPMALMOHHON 0e3-
omacHocTy. KOHTpOsb 3a coOM0ieHneM JIMIIeH3uaTaM# YCIOBUH BeJieHus AesTenbHocTH. [1o-
HSITUE MOJATBEPIKACHUSI COOTBETCTBUS MO POCCUMCKOMY 3aKOHOAATENbCTBY, (POPMBI MOATBEP-
xnaenus. [IpaBoBas pernameHTtanus cepTu(UKAIMOHHON JIEATEIBHOCTH B 00sacTu obecreye-
HUS nH(pOpManuoHHONW Oe3omacHOCTH. Pexxumbl ceprudukammu. OOBEKTHI cepTHHUKAITNOH-
HOM JiesrenbHOCTH (cepTrudukanun). Opranbl cepTuUKAIMN U UX TTOJTHOMOYHSL.

IIporpaMmMHoO-anmapaTHbie CpeACTBA 3alIUTHI HHpOpManun

[IporpammHo-amnmapaTHbie cpeACcTBa o0ecredeHus: THPOPMAIIMOHHOM 0€30MacHOCTH.

OCHOBHBIE MOHATHUS MPOrPAMMHO-ANNAPATHON 3aIUMUTHI. 3alIUIIEHHAs aBTOMaTH3UPO-
BaHHasa cucrteMa. CtaHnapThl 0€30MaCHOCTH. ANNapaTHO-IPOrpaMMHBIE CPEICTBA U METObI
3amuThl HHPopMaluu. be3omnacHoe B3anMo1eliCTBHE B KOMITBIOTEPHON CUCTEME.

3ammTa IporpaMMm U JaHHBIX

[IporpammHo-anmaparasle cpencrsa 3amuTsl [I9BM. MeTtonsl u cpeancrsa orpanuye-
HUS OCTyNa K KoMrnoHeHTaM DBM. MeTtoasl u cpeacTBa MPUBSA3KK MIPOTPAMMHOTO o0ecrie-
YEHUS K almnapaTHOMY OKPYKEHHMIO M (U3MUECKHUM HOCHUTENsIM. MeToNbl U Cpe/ICTBAa XpaHe-
HUS KJII0YeBOM MHPOpMALIMU. 3aliuTa OT pa3pylIalouuX NpOrpaMMHbBIX BO3AEHCTBUN. 3amiu-
Ta OT U3MEHEHUSI U KOHTPOJIb LIEJIOCTHOCTH MPOTPAMM.

3amurta nHOOpPMAIIUU B COBPEMEHHBIX OMEPAIIMOHHBIX CHCTEMAaX

Tunosas cTpykTypa MOJCUCTEMBI O€30MACHOCTU ONEpPALMOHHBIX cucTeM. MaeHTudu-
Kanus mojb3oBareneil. Ayrentudukanus. 3ammra ooMeHa gaHHBIX. CpeacTBa obecrieueHus
0e30MacHOCTH B ONEPAIMOHHBIX cucTeMax. Jlomensl Oe3omacHocTu. Kputepuu 3amuieHHo-
CTH OIEPALMOHHBIX CUCTEM. MeXaHU3Mbl U METO/Ibl HHPOPMALIMOHHOU O0€30MaCHOCTH.

HNudopmarnmonnas 6e30macHoOCTb 6a3bl JaHHBIX. MexaHu3Mbl 00ecrieueHus eT0CTHO-
ctu 1 koHpuAeHranbHocTH CYB/]

CpenctBa obecnieuenus 3auuThl nHpopmanuu B CYBJl. CpenctBa naeHTUGUKALMY U
ayreHTHUKauu 00BEKTOB 0a3 JaHHBIX, ympaBiieHue aoctynoMm. CpencTtBa KOHTPOJIS Iie-
JIOCTHOCTH MH(OpPMAIIMU, OPTaHU3aIus ayauTa. TUmbl KOHTPOIs 0€30MacHOCTH: MOTOKOBBIH,
KOHTpPOJIb BBIBOJA, KOHTPOJIb AocTyna. MHoroypoBHeBas 3ammTa. Mojenun 0e30macHOCTH,
npuMeHsieMble npu noctpoeHuu 3amuTsl B CYB/I.

Kpunrorpaduueckas 3amuta B cetsax [Iporpammuo-anmapaTHbeie cpenctBa obecreue-
HUSl “THPOPMAIIMOHHOM 0€30MacCHOCTH B BBIUYMCIUTENBHBIX ceTAX. [IpoTokoibl ayTeHTHUKA-
UM TIPU yJaleHHOM foctyrne. CpeacTBa U METOAbI 00ecriedeH s 1IeJIOCTHOCTH U KOH(UIeH-
[MUATBHOCTU. 3alluTa CepBEpPOB M paboumx cranmmii. CpencTBa 3allUThl JIOKATBHBIX CceTel
MPY NOAKIIOUEHUH K HTepHEeTy. 3allUTHBIC SKPaHbl. 3allluTa BUPTYAJIbHBIX YACTHBIX CETEH

MeToasbl U cpeACTBA KPUNTOrpapuuecKoi 3auThl HHPOPMALMHU

OcHoBHBIC 3amaud W TOHATHS Kpunrtorpaduu. Ilepedenp yrpo3. CUMMETpUYHOE H
acUMMETpHYHOE MHU(poBaHUE B 3a1a4yax 3amuThl HHopMmanuu. [Ludpsl ¢ OTKPBITHIM KITIO-
YoM M uX ucnonb3zoBanue. Kinaccudukanusa mudpos. Mogenu mmdpos. OcHOBHbIE TpeOOBa-
Hus k mmdpam. [Ipocteitmme kpunrorpaduueckre mpoTOKOJIBI.

2



OcHoBHbIE Kiacchl MHUPPoB U ux cBoicTBa. [lIndpsl nepecranoBku. PazHOBUIHOCTH
mUQPOB MEPECTAHOBKH: MaPIIPYTHHIE U TEOMETPUIECKUE MTEPECTAHOBKU. DIIEMEHTHI KPHUIITO-
aHanu3a mudpos nepecranoBku. [lorounsie mudpst 3amensl. [ndps npoctoit 3ameHbl U X
aHanu3. MHoroangasutHbele U@l 3ameHsbl. [1Indpel rammupoBannsa 1 ux ananus. Mcnonb-
30BaHUE HEPABHOBEPOSTHONW TaMMbl, IOBTOPHOE HCIOJIb30BAHHE TaMMbl, KPUIITOAHAIINU3
mmndpa Buwxenepa. Tector V.@punmana. brnounsie mmdpsl 3amensl. briounsie mmdps! mpo-
CTOM 3aMEHbI U 0COOEHHOCTH uX aHanuza. CoBpeMeHHble OsiouHble mupel. Kpunroanropur-
MbI 'OCT-28147-89 u «Marma». Kpunroanropurmsl AES, «Ky3neunk».

Hanéxnocte mudpon. OcHoBbl Teopun K.Illennona. Kpunrorpadguueckas cTOMKOCTD
mudpos. Teopernuecku croiikue mu@psl. [udpel, coBeplieHHBIE NpU HAMaJEHUU Ha
OTKPBITHIN TekcT. O TeOpeTUKO-MHPOPMAIIMOHHOM TOAXO0AE B KpUNTOrpapuu. DHTPONUS U
konuuectBo uH@opMmanuu. “HenanéxHocte mudpa”, “IOXKHBIE KIOYK™ U “paccTOSHUE
eauHcTBeHHOCTH . [lpakTyecku croiikue mudpel. Bompocsl umutozamurtel. MutocToii-
kocTh mudppoB. MmuroBctaBku. Konpsl ayrentudukanuu. [lomexoyctoitunBocTs mudpos.
[Tonsitue o momexoycrouuBocTH mudpa. [ludpsl, He pasMHOXKaOIINE UCKAXKEHUIN TUTIA 3a-
MeHbI 3HakoB. [Iudpel, He pa3MHOKAIOLIME UCKAXKEHUHN THIA MPOIMYCK-BCTaBKa 3HAKOB.

MeTtoapl CMHTE3a U aHalIM3a KPUNTOrpaQUIECKUX alrOPUTMOB C CEKPETHBIM KITFOUOM.
[TpuHIIUMTIBI MOCTPOCHUS KPUNTOTPAPUIECKUX aNTOPUTMOB. [[pHHIIUIIBI TOCTPOEHUS aITOPUT-
MOB OiouHoro mudpoBanus. Beibop 0a3oBbix mpeoOpa3oBaHuil. PexuMbl KCIONB30BaHUS
65104HBIX H(PPOB U KX 0COOEHHOCTH. [IpUHIMITBI TOCTPOEHUS ANTOPUTMOB MTOTOYHOTO HIH(]-
poBaHus. PexxuMbl UCTONb30BaHMs TOTOYHBIX MHGPOB. CTpoeHHE MOTOYHBIX MUMPCUCTEM.
TumoBble TEHEPATOPHI MCEBAOCIYYaHHBIX MMOCIEA0BAaTEIbHOCTEN. KOHIpYySHTHBIE TeHEpaTo-
PBL

Cucremsl mudpoBanus ¢ OTKpeITEIM KitouoM. [ludpcucrema RSA. Iludpcucrema
Onb-I"amans. [lludpcrucrema Ha ocHOBE 3aaun 00 “yKiagke prok3aka’. AHamu3 mudpceucre-
Mbl RSA. [IpakTnueckue acneKkThl UCHOIb30BAHUS MU(PPCUCTEM C OTKPBITHIM KIIIOUOM. AJl-
ropuTMBI UG POBBIX noanuceid. [ludpoBrie moanucH Ha OCHOBE MHU(PPCUCTEM C OTKPHITHIM
kirodoM. [{udposas noamuce @uara-Illamupa. [udposas noanmuces Dmnb-I'amansa. CtangapTs
nugpoBoil noanucu. AnroputMsl uaeHtudukanuu. [Iporokons! Tuna 3amnpoc-otset. IlpoTo-
KOJIBI, UCTIONB3YIONNe NMU(PPOBYIO MOANUCH. [IpOTOKOIBI ¢ HYJEBBIM pasriameHueM. AJro-
PUTMBI paclpeeieHus KII4Ye. AJITOpUTMBl NIepeadu Kirove (C ucmoiab30BaHueM u 0e3
UCIOJIb30BaHUs U(GPOBON MOAMUCH). AJTOPUTMBI OTKPBITOIO pacupeneseHus: Kiouen. A-
TOPUTMBI NIPEBAPUTEIILHOIO PACIIPEIEICHUS KITIOUYEH.

Xem-GyHKIIMM U UX Kpunrorpaduueckue mpuioxkeHus. OOmme CBEIEHUS O Xelll-
¢ynkuuax. Oynkuus xsmupoBanusa «Ctpudor». KitoueBbie u OeckiodeBbie Xell-(QyHKLINH.
HtepatuBHbie crocoObl moctpoenus xem-GpyHkiuid. [onstue o croiikoctu xem-(QyHKIUH.
[lenocTHOCTH JAHHBIX U ayTEHTU(DUKAINS UICTOYHUKA TAHHBIX.

3amura nHGOPMAIIUM OT YTEYKH N0 TEXHMYECKUM KaHaJIaM

CucremHblii moaxo K 3ammre uHpopmanuu. OCHOBHBIE HANPABIECHUS WHKEHEPHO-
TEXHUYECKOU 3aIUThl HHPOPMAIIUH.

Nudopmanus kak npeameT 3auThl. VICTOUHUKH OMACHBIX CUTHAJIOB. XapaKTEepUCTUKA
TEXHUYECKOW pa3BeakH. TexHuueckue KaHaibl yTeuku MHbopManuu. MeToasl MHKEHEPHO-
TEXHUYECKOM 3amuThl nHpopMaImu. MeToapl HHXEHEPHOH 3alUThl B TEXHUYECKOW OXPaHBI
00BeKTOB. MeTo/bl CKphITHS HH(pOpMaLK U ee Hocutenel. [Iporecchl moiaBneHus OnacHbIX
CUTHAJIOB.

CpenctBa TexHHuYeckoil pa3Benku. CpeacTBa MHKEHEPHOW 3alllUThl U TEXHUYECKOU
oxpanbl. CpeZicTBa IPEIOTBPAILICHUS YTEUKH HH(POPMALIMH 110 TEXHUYECKUM KaHaIaM.

I'ocynapctBenHas cucreMa 3auuThl nHGopmauu. KoHTponb 3¢ (eKTUBHOCTH HHXKe-
HEPHO-TEXHUYECKOU 3amuThl HHPopManuu. MeToandeckne peKOMEHAIMU M0 OleHKe 3¢-
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(PE€KTUBHOCTHU 3aIUTHI HHPOPMALIUH.

OcHoOBBI ynipaBjieHUus THPOPMALMOHHOK 0€30I1aCHOCTHI0

[Tonsitue nnpopmanronnoi 6ezonacHocTd. OCHOBHBIE COCTABIIAIONINE HH(POPMALIUOH-
HOM Oe3omacHOCTH. YTpo3bl MH(MOpMAIIMOHHON Oe3omacHOCTU. ba3oBble BOIPOCH! yIpaBiie-
HUsl THOPMAIMOHHOM Oe3omacHoCThI0. Llenu u 3agaun ynpapneHus HHGOPMAIIMOHHON 0e3-
OIaCHOCTHIO.

Cranmaptel uHpopmarmonHoit 6Oe3zonacHoctu. Cepusi cranmaproB ISO/IEC 27000
«MHpopMannonHbie TEeXHOJMOTUU. MeToasl obecmeuenus Oe3zomacHocTu». CTaHAApTHI Ha
MPOLIECCHl yMpaBlieHus UHPopMalmoHHOM Oe3omacHOCTH. OleHOUHbIE CTaHAAPTH B UH(OOP-
MalMoHHOW Oe3omacHocTU. OTpacieBble CTaHAapThl B 00JACTH YIpaBieHUs WH()OpMALMOH-
HoM 6e3omacHocTh0. CepTuduKalus cucTeMbl HHPOPMAIIMOHHON 6€30MaCHOCTH.

Cucrembl ympasieHuss uHpopmainmonHoit 6e3zomacHocthio (CYUDB). [lonstue mpo-
neccHoro noaxona. Iloustue CYUB. Mecro CYUbB B pamkax o01iell cucTeMbl yrpaBieHuUs
npeanpusitueM. OcHoBHble npoueccbl CYUDB. Ponb Beiciero pykoBOJACTBa B OpraHU3alluu
CUCTEMBI ympaBlieHHus HHGOPMAIIMOHHON Oe3omacHOCThI0. [lomuTuka nHbopMaoHHOH 0e3-
OIACHOCTH.

Ornenka puckoB WH(GOPMAITMOHHON 0e30macHOCTH. AHAIU3 PUCKOB MH(DOPMALIMOHHON
6e3onacHocTtu. HBeHTapu3anus akTuBOB. [loHsTHe akThBa. TwUmbl aKTUBOB. YTPO3BI U YS3-
BUMOCTH HH(GOPMAIMOHHON Oe3omacHocTu. OneHka puckoB MH(OpPMaIMOHHONW Oe301macHo-
CTH.

[Ipouieccrl ynpasnenust nHGOpPMAIIMOHHON Oe3omacHOCTh0. OcHOBHBIE mporiecchl CY-
Ub. TlonoxxeHue 0 MpUMEHUMOCTH. YTIpaBiIeHUE UHIUACHTaMH MHGOPMAIIMOHHON Oe3omac-
HOCTHU. AyauT UHPOpMalMOHHON Oe3omacHocTu. Opranuzanus paboThl CIy)O0bl O0e30macHo-
CTH TPEIIPUITHS.

O6bcyx0eHa u o0obpeHa Ha 3acedaHuu rpedMemHol IK3amMeHaUUOHHOU KoMUcCcuU.

OdobpeHa Ha 3acedaHuu npuemHol Komuccuu 24 mas 2025 a., npomokon Ne2.
MuHuMaIbHOE KOJIUYECTBO OAIOB JIJIsl BCTYNHUTEIBHOTO UCTIbITaHUs — 40 6annos.

HIxana OLCHUBAHUA BCTYIIUTEC/IBHOIO HCIIBITAHUA

Ouyenka «HeyoBeTBO- | «YI0BICTBOPH- «Xopouo» «OTI4HO»
PUTEIBLHO TEJILHOY
Bannw 0-39 40-70 71 -84 85 —100




