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CocraBurennb — ['acanoBa 3apema AXMeIOBHA, KaHJIUJIAT MEAaroru4eckux Hayk,
1.0.b 3aBenytoiero kadeapoit «MHpopMalMOHHbIE TEXHOJIOTUM M WHQPOpPMAIIMOHHAS
oe3omacHocTh» JAI'YHX.

Buyrpennnii peuensent — ['anseB Brnagumup CepreeBud, kanauaatr (Qpu3mko-
MaTeMaTH4YeCKUX HayK, JOLEHT, AoueHT kadenpsl « THpopMaImoHHbIE TEXHOJIOTUUA U
uHpopmarmonHas 6e3omnacHoctb» JAT'YHX.

BHemnuii peneHzeHT — AOayparumoB ['yceliH DnbaapXaHOBUY, KaHIUIAT
bu3NKO-MaTeMaTUYECKUX  HayK, JOLEHT Kadeapbl NPUKIAJAHOW  MaTEMaTUKH
JlarecTaHCKOro rocyJapCTBEHHOTO YHHUBEPCUTETA.

IlpeacraBurear padoroaareas - 3aikiHanoB J[[xabpaun TaxyTauHoOBHY,
JUPEKTOP PETHOHAIBHOIO  3KCIEPTHO-AaTTECTAIMOHHOTO ILEHTpa «ODKCIEePTHU3a»,
IKCIIEPT-TPEICTABUTEIH PabOTOMaTEIS.

Oyenoynvie mamepuanvl no oucyuniune «bezonacnocme ungpacmpyxkmypol
Uumepnema-sewetiy  paspabomausvl 6 COOMEEMCMBUU 8 COOMBEMCMEUU  C
mpebo8anusaMu hedepaibHo20 20CYO0apCmeeHH020 00pPa308amelbHO20  CMAHOapma
svicuieco 0b0pazosanusi no Hanpasienuro noozomosku 10.04.01 Hngopmayuonnas
be3zonacHocmo, YmeepicoeHHo20 npukazom Munucmepcmea obpazoeanus u HayKu
Poccuiickoii @edepayuu om 26 nosops 2021 2., Ne 1455, ¢ coomeemcmeuu ¢ npuxazom
Munucmepcmea nayku u 6vicuieco obpazosanus om 6.04.2021 2., Ne 245 «llopsaoox
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00pazo08amenvbHblM — NPOCPAMMAM  GblCULe20  00pA308aHus  —  NPOSPAMMAM
bakanaepuama, NpocpamMmam cneyuarumema, nPoOpamMmam Macucmpanmypsly

OueHouHble Marepualnbl MO AucHUIUIMHE «be3onacHocTh HMHPPACTPYKTYpbl
HNHuTepHeTa-Bemiein» pa3MeeHbl Ha opuunanbHoM cailte www.dgunh.ru

l'acanoBa 3.A. OreHouHblE MaTepuaabl MO JucHUIUIMHE «be3omacHOCTh
uHpactpyktypel MHTepHeTa-Bemiel» s HampabieHuss noarotoBku  10.04.01
Nudopmarimonnass  6e3omacHOCTh, Mpoduiab  «YmpaBieHne HMHOOPMAIIMOHHON

0€30MacHOCThIO U TEXHOJIOTMH 3alIuThl HH(popMmanuuy. — Maxaukana: IT'YHX, 2026 r.
—30c.

PexoMeH10BaHBI K yTBEepXKACHUIO YueOHO-MeToandeckuMm coBetoMm JII'VHX 10
mapta 2026 1.

PexkoMeH0BaHbI K yTBEPKACHUIO PyKOBOIUTEIEM OCHOBHOM MpoecCHOHATbHON
o0pa3oBaTeIbHON MPOrpPaMMBbI BBICILIETO 00pa30BaHUS — MPOrPAMMBI MaruCTPaTyphl MO
HanpaBieHuto noaroroBku 10.04.01 MudopmanronHas 06e30macHOCTb, MNPOPUIb
«YmpaBieHue  MHPOPMALMOHHOM  O€30MaCHOCTBIO M TEXHOJOTHMU  3alIUThI
uHpopmaIumy, K.mea.H., 'acanoBoit 3.A.

OnoOpensl Ha 3aceganuu kadeapsl «MHPOpMallMOHHBIE TEXHOJOTHMU U
nHpopManmorHas 6e3onacHocThy 24 deBpains 2026 r., mpoTokoa Ne 7.
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Ha3naueHne OlleHOYHBIX MaTepuaioB

OueHoYHbIE MaTepHalibl JJii TEKYLIEro KOHTPOJISI YCIEBAEMOCTH (OLICHUBAHUS
X0/la OCBOECHHUSA JHUCIUIUIMH), JUIsi TPOBEICHUS MPOMEKYTOUHOM aTTecTaluu
(ollecHMBaHMSI TMPOMEKYTOUHBIX M OKOHYATEIbHBIX PE3YyJbTaTOB OOYy4YEHHUS I10
JTUCLUUIUIMHE) oOOydarmuxcss Mo auciuiimHe «be3omacHoCTh HMHGPACTPYKTYPHI
WNHTepHeTa-Beniei> Ha COOTBETCTBHE UX YUEOHBIX JOCTHXKEHUH IOATAITHBIM
TpeOOBaHMSIM  00pa3oBaTeIbHOM MporpaMMbl  Bbicuiero obOpazoBanusi 10.04.01
Uudopmanmonnass  6e3omacHOCTh, mNpoduiib  «YropaBieHrne  HMHPOPMALUOHHOM
0€30MacHOCThIO ¥ TEXHOJIOTHH 3alTUThI HH(POPMAITUN

OneHouHble MaTepualibl Mo guciuiuinHe «be3onmacHocTh HMHPPACTPYKTYpHI
HuTepHeTa-Beiein» BKIIOYAIOT B ceOsl: MEpeueHb KOMIETEHIMN C yKa3aHHUEM BHJIOB
OLIEHOYHBIX CPEACTB B MPOLIECCE OCBOCHUS IWCLUIUIMHBI, ONKMCAHUE IOKa3aTeleh U
KpUTEPHUEB OIEHWBAHMS KOMIICTCHIIMA Ha pPa3IUYHBIX dTanax ux (HopMupoBaHWS,
ONMCAHUE IIKAJ OUCHUBAHUS, TUIIOBbIE KOHTPOJBHBIE 3a1aHUS WM WHBIE MaTEpHUabI,
HEO0OXOMMBbIE JIJISl OLIEHKU 3HAHWUW, YMEHHU, HAaBBIKOB U (MJIM) OMbITA JACSTEIHLHOCTH,
XapaKkTepU3yroUMX dTarbl GOpMUpPOBaHUS KOMIETEHIMN B miporiecce ocBoenus OIIOIT;
METOJIMYECKHE MATEPUAIIBI, ONMPEACISAIONINE MPOLEAYPhl OLICHUBAHUS 3HAHUN, YMEHHU,
HaBBIKOB W (WJIM) OMbITA ACATEILHOCTH, XapaKTEPHU3YIOIMIMX ATarnbl (POPpMHUPOBAHUS
KOMIIETCHIIAM.

OueHouHble MaTepHualibl CPOPMUPOBAHBI HAa OCHOBE KIIIOYEBBIX MPHUHIUIIOB
OLICHUBAHMUSL:

- BJIMIHOCTU: OOBEKTHI OIEHKH JIOJDKHBI COOTBETCTBOBATH TMOCTABIICHHBIM
1eIsIM O0y4YeHHUS;

- HaJIeKHOCTHU: MCIOJIb30BaHUE €IMHOOOPA3HBIX CTAHJAPTOB U KPUTEPUEB IS
OILICHUBAHUS TOCTH)KCHHUM;

- 0OBEKTUBHOCTH: pa3HbIe 00yYaromuecs A0HKHBI UMETh PaBHBIC BO3MOKHOCTH
JUISL TOCTHXKEHUSA yCIexa.

OCHOBHBIMH ITapaMETPAMU U CBOMCTBAMH OLICHOYHBIX MAaTEPUAIIOB SIBIISIFOTCS:

- MpeIMETHAsI HAMPABJICHHOCTh (COOTBETCTBUE MPEIMETY M3YUYEHUS KOHKPETHOM
JTUACITUTIIAHBI);

- coJiepkaHue (COCTaB W B3aWMOCBS3b CTPYKTYPHBIX €IUHHI], OOpa3yrolux
coJiep>KaHNe TEOPETUUECKON U MPAKTUYECKON COCTABIISIFOUIUX JTUCHUIIIIMHBI);

- 00beM (KOJMYECTBEHHBIN COCTAB OIEHOYHBIX MATEPUAJIOB);

- Ka4ueCcTBO OIICHOYHBIX MAaTEepUajoB B I1EJOM, OOECIEYMBAIOIIECE MOIyUYCHHE
OOBEKTUBHBIX U JJOCTOBEPHBIX PE3yJbTATOB MPU MPOBEICHUNU KOHTPOJS C Pa3IUYHBIMU
LEIIAMU.



PA3/IEJI 1. IlepeyeHb KOMIETEHIUI ¢ YKa3aHUEM BHA0B OLICHOYHBIX CPEJICTB B
npouecce 0CBOCHUS JUCUUIINHbBI

1.11lepeyens popMupyemMbIX KOMIIETCHIUH

KOJI dhopmMyIHpOBKa KOMITIETEHITUN
KOMITETEHITUH
11K INPOPECCHUOHAJIBHBIE KOMIIETEHIINN
IIK-1. Crioco0eH OCymIeCTBISATh MOA00P CPEACTB U TEXHOJIOTHH 3allUThI
UHGOPMAIIMK U IPUMEHSATh MX B IPOPECCHOHAILHOM JCSITSILHOCTH

1.2. [lepeyeHb KOMIIETEHIIUI C YKa3aHUEM BH/0B OII€HOYHBIX CPEICTB

Dopmupyemol Koo u Inanupyemot Ypoenu Kpumepuu Buow
e HaumeHoGaHue e 0cgoenusn OyeHueanus OUEHOUHDBIX
KomnemeHyu | UHOUKAmMOpa | pe3yibomamol | KOMREMEHUU | chopmuposanno cpeocme
u odocmudicenusn | o0yuenus no u cmu
KomnemeHyuu | OUCYUnIuHe, KomnemeHnyuii
xapaxkmepusy
ouwue
Imanwl
dopmuposan
us
KomnemeHnuyu
u

ITK-1. ITK-1.2. 3HaTh: [Toporoeiit |OOGyuatonuiicss | Baok A —
Cnocoben OO0ecmeunBaer - CI0COOBI ypoBeHp  |CN1a00 (4aCTHYHO)|3a1aHus
OCYIIECTBIISATH | 0€30MMaCHOCTb ¢dbopmupoBaH 3HAE€T  CHOCOOBI| pENpPOLyKTUBHO
no100p MIPUMEHSIEMBIX us (GopMHUPOBaHUA 1O YPOBHS
CpEJ/ICTB 1| nHOOPMAITMOHHBI | TPEOOBaHUH K TpeOoBaHuU K|- TECTOBBIE
TEXHOJIOTHM | X TeXHOJOTH kubepOesomna KnOepOe30MacHoOC | 3a1aHus;
3aIUTHI CHOCTH ™ - BOITPOCHI ISt
UHPOpPMALIUU (uropmarmo (nH(OPMALMOHHO | yCTHOIO Onpoca
U TPUMCHATH HHOM i1 0e30macHOCTH)
ux B 0e30macHOCTH CUCTEM
npodeccruona ) cucreM «uTtepHeTa
JIBHOM «HTepuera BELLIEH»
NesITeIbHOCTH :1911 (S 0N bazosrIit OO0yuarommiics ¢

- OCHOBHEBIC YPOBEHb  |HE3HAYUTEIIbHBIM

HaIpaBIICHUS Y OIIHOKAMH 1

JeSTeILHOCTH

o OTJICTbHBIMU

0GeCIICUCHMIO npoOenaMu 3HaeT

0e30macHOCTH OCHOBHBIC

NHurepHera HaIlpaBJICHUSA

BeIIeH, JIeATeILHOCTH 10




Dopmupyemol Koo u IInanupyemot Ypoenu Kpumepuu Buow
e Haumenosanue e 0ceoeHusn oueHuganus OUEHOUHBIX
KoMnemenyu | uHOUKamopa | pe3yibmamol | KOMREemeHyu | chopmuposanno cpeocme
u oocmudicenusn | 00yueHus no u cmu
KoMnemeHnyuu | OUCyuUnune, KomnemeHnyuii
xapaxkmepusy
ouwue
Imanwl
dopmuposan
us
KomnemeHnuyu
7}
00BEKTOB o0ecrneveHuno
KPUTHYECKOH 6e30macHOCTH
HH@?PMaHHO WHrepuera
HHO BeIlel, 00BEKTOB
UHPPACTPYKT .
i~ KPUTHUECKOH
- TpeGoBanus UH(POPMALIMOHHO
HOPMaTHUBHO- u
MPABOBBIX UHPPACTPYKTYPHI
aKTOB 1| TIpoaBunyTsl | OGyUaromuics ¢
EZ?HHapTOB il ypoBeHb | TpebyeMoi
pa3paboTke CTEHCHRIO
MoIeJIeil MOJTHOTHI U
yrpos TOYHOCTH 3HAET
UHPOPMALIIO OCHOBHbIE
HHOU TpeGOBaHHU
0e30MacHOCTH HOPMATHBHO-
MIPABOBBIX aKTOB
¥ CTaHJAPTOB TIO
paspaboTke
MOJENEN yIpo3
UH(POPMALIMOHHO
11 6e3omacHoCTH
Ymersn: [Toporoeiit |Obyuaromuiics |Baok B —
- YpOBEeHb  |ci1a00 (YacTHYHO) |33aJaHUs
UCIIONIE30BaTh yMeer PEKOHCTPYKTHB
cpeAactBa W HCITOTB30BATE HOTO YPOBHS
TEXHOJIOTHH — TECTOBbIE
3aUTBl  OT cpecTsa i 3a7laHNUS;
OCHOBHBIX TEXHOJIOTHH - IPAKTUYECKHE
yIpos, 3allIUTEI OT 3aJaHus;
ySI3BUMOCTEH, OCHOBHBIX YIPO3, |- TeMaTHKa
pHUCKOB B ySI3BUMOCTEH, pedeparos;
obnactu PHCKOB B 06macTy |~ TEMaTHKa
0€e30MacHOCTH IIPE3CHTALMH.

0€e30I1acCHOCTH




Dopmupyemol Koo u IInanupyemot Ypoenu Kpumepuu Buow
e HaumeHoGaHuUe e oceoenusn OoyeHueanus OUEHOUHDBIX
KOMnemeHyu | uHOUKamopa | pe3yibmamol | KOMRemeHuu | chopmuposanto cpeocme
u oocmuiiceHus | 00yuenus no 7} cmu
KomnemeHyuu | OUCYUnIuHe, KomnemeHyuil
xapaxkmepusy
ouwue
Imanwl
dopmuposan
us
KomnemeHnuyu
7}
WNHurepuera Hurepnera
BELIEH, B BEIIEH, B COCTaBe
COCTaBC 00BEKTOB
00BEKTOB .
. KPUTHYECKOH
KPUTHUECKOH
EbOPMAIIHO UH(POPMALIMOHHO
HHOM i
UHPPACTPYKT MH(PaCTPyKTypbI
YPBI; bazoBerii  |OOyuaromuiics ¢
- ypoBeHb |HE3HAYUTENBHBIM
UCIIONIb30BaTh U 3aTPYyAHEHUSIMHU
TEXHOJIOTHH yMeeT
MpeIoTBpale UCIIOJIb30BaTh
HUS yrpo3 TEXHOJIOTHH
ceTeBOn MpEeNOTBPAIICHUS
0e30macHOCTH yIpO3 CETEBOMI
, a4 TakKxe 0e30macHOCTH, a
MEXaHU3MBI TaKKe
MIPOTUBOIEHC MEXaHU3MBbI
TBUSI CETEBBIM OPOTUBOJCHCTBHS
aTakaw; CETEeBBIM aTaKaM
- [IpoxsunyTH! |O0yUaromuiics
NPOCKTUPOBAT | i ynopenp | yMEET
b CUCTEMY MPOEKTUPOBATH
0e301acHOCTH cucTeMy
00BEKTOB 0e30MacHOCTH
KPUTHYECKOU 00BEKTOB
nHpopmanmo KPUTHYECKOU
HHOH nH(})OpPMAITMOHHO
UHPPACTPYKT i
YpbI UHOPACTPYKTYPHI
Baanern: [Toporoserii |O0ywaromuiics | Baok C —
— HAaBBIKAMH|  ypOBEHb cnabo (JaCTUYHO)|3amaHus
pabotel 1O BJIaJICET MPAKTHKO-
pa3paboTke HaBbIKaMHU OpUEHTHPOBAHH
TUTaHOB " paboThI 110 | OTO YPOBHSI
MIPOBEJICHUIO pa3paboTke - TECTOBBIC
MEpONPUATHIA IUIAHOB )31




Dopmupyemol Koo u IInanupyemot Ypoenu Kpumepuu Buow
e HaumeHoGaHuUe e oceoenusn OoyeHueanus OUEHOUHDBIX
KomnemeHyu | UHOUKAmMOpa | pe3yiomamol | KOMREMeHyu | chopmuposanno cpeocme
u oocmudicenusn | 00yueHus no u cmu
KomnemeHyuu | OUCYUnIuHe, KomnemeHyuil
xapaxkmepusy
ouwue
Imanwl
dopmuposan
us
KomnemeHnuyu
7}
o MIPOBEICHUIO 3aJlaHus;
OpTaHu3aIH MEPOTIPHUATHIA TIO0 |—
3aIIUTHI OpraHu3aIu nabopaTopHbIe
uHpOpMAITUU 3aIIUTHI paboTHL
(obecrieueHu uHbOopMaIuu
10 (obecnieueHuo
kubepOe3omnac kubepOezonacHoc
HOCTH) TH) CHUCTEM
CUCTEM «HTepHeTa
«HTepHeTa BEILICI,
:1911(S70% oowexkToB KU B
00BEKTOB OpraHu3anuu
K1 B| bazoBeiii |OOyuaronuiics ¢
OpraHMsarmm, YpOBEHb  |HEOOJIBIIMMU
- HaBbIKaMH 3aTpyIHEHUSIMU
paboTsl o -
MOCTPOCHUIO
W mpoBepKH HaBBIKAMU
Moieneit paboTeI IO
aHaJIM3a u IOCTPOEHUIO U
CUHTE3a MIPOBEPKHU
MH(OKOMMYH MOJIEJIEH aHaIu3a
HKALHOHHBIX U CHHTE3a
CUCTEM, CeTei
i yCTpOHCTS MH(POKOMMYHUKA
ITUOHHBIX CUCTEM,
ceTer u
YCTPOWCTB
[IpoasunyTsl |OOyuarommiics
il ypoBeHb |CBOOOIHO
BJIaJiceT
HaBBIKAMU
paboThl O

MOCTPOEHUIO U
MIPOBEPKHU
MOJIeJIEH aHaJInu3a




Dopmupyemol Koo u IInanupyemot Ypoenu Kpumepuu Buow
e Haumenosanue e 0ceoeHusn oueHuganus OUEHOUHBIX
KoMnemenyu | uHOUKamopa | pe3yibmamol | KOMREemeHyu | chopmuposanno cpeocme
u oocmudiceHus | 00yyenus no 17} cmu
KoMnemeHnyuu | OUCyuUnune, KomnemeHnyuii
xapakmepus3sy
owue
Imansl
dopmuposan
us
KomnemeHnuyu
i
U CHHTE3a
UH(POKOMMYHHUKA

LIMOHHBIX CUCTEM,
ceTel u
YCTPOMCTB

PA3JIEJI 2. 3ananus, Heo0OXoAuMBbIe Al OHECHKH IJIAHMPYEMBIX pe3yJIbTaTOB
o0y4eHHS 10 IUCUHUIIHHE

s npoBepku chopmupoBanHocTH komnereHuuu IK-1. Crocoden
OCYLIECTBJIATH NOA00P CPEeACTB M TEXHOJOIHi 3a1IMThI HH(POPMALUH U
NPUMEHATH UX B IPOPECCUOHAIBHON AeATEIbHOCTH

IIK-1.2. O6ecneunBaeTr 0€30MACHOCTH MPUMEHSIeMbIX HH(POPMALMOHHBIX

TEXHOJIOT UM
baok A. 3aiaHus penpoayKTUBHOIO YPOBHS («3HATH))

A.1 TecToBbIC 32 1aHNUA MO TUCIHUTIJIHHE

1. Kakoli U3 mepeunclieHHBIX MNPOTOKOJOB oOecrneunBaeT Oe30MacHylo mepeaady
naHHbIX B [0T?
a. HTTP
b. MQTT ¢ TLS
c. FTP
d. UDP



2. Kakas TtexHonmorus wucHoias3yercsa misi ayreHTUukaruu loT-ycTpoiictB ¢
MOMOIIBIO0 U(PPOBHIX CEPTUDHUKATOB?
a. PKI (Public Key Infrastructure)
b. MAC-anpecanus
c. DHCP
d. DNS

3. Kakoii meton 3ammtsl HanbOosnee 3¢hdekTuBeH nNpoTuB arak Tuma "Man-in-the-
Middle" B [0T?

a. Qunberpanusa MAC-aapecos

b. Hludposanue ganuwix (Hanpumep, AES) u ayrentuduxaius cropon

c. HUcnonp3oBanue cratnueckux [P-anpecon

d. OrtxirodyeHne 0ecrpoBOIHBIX HHTEP(DEICOB

4. Kakoil 3 MEepeUnCICHHBIX MEXaHU3MOB 0O0ECTICUMBACT IEIOCTHOCTh JTAHHBIX B
[0T?

a. XemmupoBanue (SHA-256)

b. CxxaTtue JaHHBIX

c. KsmmpoBaHnue

d. Perummkanus qaHHBIX

5. Kaxkoit cranmapt 6e3onacHoctu Haubosiee MOAXOAUT g OecripoBojaHbix [0T-
YCTPOUCTB?

a. WEP

b. WPA3

c. WPA

d. OtkpsrTas cetb (0€3 maposs)

6. Kakoii MexaHu3M MOMOraeT MpeAOTBPAaTUTh HECAHKIIMOHMPOBAHHOE OOHOBJIEHUE
npowmmBkH loT-ycTporicTBa?

a. Iludposas noanucek NpoIMBKU

b. OTkiII0YEeHHE aBTOMATUYECKUX OOHOBJICHUM

c. XpaHEHHE MIPOLINBKU B OTKPBITOM BHJIE

d. Hcnonp3oBaHue 0JHOTO MapoJisi AJisl BCEX YCTPOICTB

7. Kakoit u3 nepeunciaeHubix MetooB HE sBisieTcst apdekTuBHBIM a1 3amuThl 0T
ot DDoS-arak?

a. OTKIIIOYEHHE BCEX CETEBBIX MHTEp(deiicoB

b. Hcnonb3oBanue MexaHu3MoB rate limiting

c. Bueapenue IDS/IPS

d. dunbTpaius TpakTa Ha YPOBHE CETH

8. Kakoii mpotokos obecneuynBaeT KOHPUACHIHAIBHOCTh NaHHbIX B loT myudine
BCEro?

10



a. TLS (Transport Layer Security)
b. HTTP

c. SNMP vl

d. Telnet

9. Kakoi mnoaxox HCHONB3yeTCA I MHUHUMU3auuu ys3Bumocted B [oT-
ycTpoicTBax?

a. Perynsapuoe ooHoBieHue [10 u npommBok

b. HMcnonb3oBaHue OJJMHAKOBBIX MAapOJIeH JIJIsl BCEX YCTPOMCTB

c. Otka3z oT mudpoBaHus 15l HOBBIIIEHUS TPOU3BOAUTEILHOCTH

d. Xpanenue kitoueii muppoBaHUs B OTKPHITOM BUIE

10. Kakoil mexaHW3M IMO3BOJISET OrpaHUuUTh A0CTyn loT-ycTpoHcTB K pecypcam
cetu?

a. CerMeHranus cetu

b. HWcnonb3oBanue nuHamuueckux [P-agpecos

c. Orkmouyenue Opanamayspa

d. Paspemenue Bcex BXOMSIIMX MOIKITIOUCHUN

11. Kakoii crangapt obecnieunBaet 6e3omnacHocth RFID-meTok B [0T?
ISO/IEC 29167

. IEEE 802.11

Bluetooth LE

. Zigbee

oo o

12. Kakoii HHCTpyMEHT MCIOJb3YETCS 11 MOHUTOPUHIA aHOMAJIBHOW aKTUBHOCTHU B
IoT-cetn?

a. SIEM-cucrema

b. DHCP-cepBep

c. DNS-x3m

d. FTP-xiuent

13. Kaxoit meron ayrentudukanmu HE pexomenmyercs mns loT wu3-3a Huszkoi
0e30macHOCTH?

a. Cratuueckue nmapoJsid no yMoJ4aHHUIo

b. JIByxdakrtopHas ayrentudukamnms (2FA)

c. buomerpuueckas ayreHTHDUKAIISA

d. Ceprudukarsr X.509

14. Kakoil u3 nepedyncieHHbIX anroputMoB mudpoBanus HE pexkomenayercs s
IoT wu3-3a yassumocrein?

a. DES (Data Encryption Standard)

b. AES-256

c. ECC (Elliptic Curve Cryptography)
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d. RSA-2048

15. Kakoif MexaHu3M moMoraet 3amuTuTh [0T-ycTpoiicTBa oT ¢puzudeckoro B3aoma?
a. Trusted Platform Module (TPM)
b. Otkpsiteiii foctyn kK UART-nopram
C. XpaHEHUE KIII0YEH B ONIEPAaTUBHOM MTAMSATH
d. HUcnons3zoBanue ciaabblx maposei

16. Kaxkoit cramgapt oOecmeunBaeT 0e€30MacHOCT OOMEHa JaHHBIMH B
npomsinieHHoM [oT (I110T)?

a. IEC 62443

b. IEEE 802.3

c. USB3.0

d. HTMLS5

17. Kakoit METOZ TOMOTAET NPENOTBPATUTH YTEUKY JaHHbIX ¢ [oT-ycTpoiicTB?
a. llIudpoBanue naHHBIX HA YCTPOWCTBE U MPU NEpeiaye
b. OTkiIr0YEHHE BCEX CPEJNICTB 3aAIUUTHI JAJI1 YCKOPEHUS padOThl
c. HMcnons3oBaHne OAHOIO KIIFOYA JJIS BCEX YCTPOUCTB
d. OtnpaBka JaHHBIX B OTKPBITOM BUJIE

18. Kaxoil moaxon ucrnonb3yeTcs Ajig 0e30MacHoro yaaieHHoro ympasiaeHus [oT-
yCcTpoiicTBamMu?

a. VPN (Virtual Private Network)

b. Telnet

c. FTP 6e3 ayrentudukarum

d. Otkpsiteie SSH-nopTh1 Oe3 mapoms

19. Kakoit Mexanu3M 1no3BosisieT oOHapyx uTh noameny loT-ycrpoiicTtsa B cetu?
a. Ananmuz MAC-aapecoB u cepTU(PUKATOB yCTPOHUCTBA
b. OTkiIr0ueHue BCex CpeiCTB MOHUTOPUHTA
c. Hcnonbs3oBaHue oAMHAKOBBIX UAECHTU(UKATOPOB /JIsi BCEX YCTPOIMCTB
d. 3ampeT Bcex ceTeBbIX MOIKIIOUECHUN

20. Kakoit u3 nepeunciieHubix MmetosoB HE otHocuTes k 3amure [oT ot atak?
a. Paspemenue Bcex BXOAAMNUX NOAKIIIOUYCHUN MO YMOJTYAHUIO
b. Hcnonb3oBanue Opanamayspa
c. Buenpenue cucrembr oOHapyskenus Bropxkeruit (IDS)
d. PerymsipHbIii aymuT 6€30MaCHOCTH

21. Kakue u3 nepeyncieHHbIX TEXHOJIOTUN 00ecreuynBaloT 0€30MacHOoe 0OHOBIICHHE
I1O B IoT?
a. OTA-umdposanue (Over-The-Air) ¢ uuppoBoi MOANHUCHIO
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b. Ilepenauya npomuBku mo HTTP 6e3 mpoBepku 1e10CTHOCTH
c. TUF (The Update Framework) nns Bepudukamm oOHOBICHUI
d. O6HoBneHue uepe3 HezamMIEHHBIA FTP

22. Kakoi MeTOJI 3aIlMThI YMECTEH I pecypcoorpaHndeHHbIX loT-ycTpoicTs?
a. Lightweight Cryptography (manmpumep, anroputmsl cemeiictea SPECK/Simon)
b. AES-512 B pexxume CBC
c. Ilomuonenusiii TLS 1.3 ¢ 4096-0UTHBEIMHU KIIFOYaMU
d. Xpanenue nmaposiei B plaintext

23. Kakue u3 mepeducieHHbIX Mep 3¢ (GEeKTHUBHBI NMPOTHUB aTak Ha (HU3UYECKUE
untepderice loT-ycTpotict (Hanpumep, JTAG/UART)?

a. Orxmodenne debug-moptoB B production-Bepcusix

b. Hcnonb3oBaHue epoxy-3aJuBKU KPUTHUYHBIX KOMIIOHEHTOB

c. Hanecenne QR-k0A0B ¢ mapoyisiMu Ha KOPITYC

d. OTKpBITHII TOCTYII K KOHCOJIU YCTPOICTBA

24. Kakoii crangapt periaameHtupyer Oe3zonacHoctb LPWAN-cereii (LoRaWAN,
NB-IoT)?

a. LoRaWAN 1.1 (c end-to-end mmdpoBanuem)

b. Bluetooth 4.0

c. 3GPP TS 33.401 mna NB-IoT

d. IIpotokon Zigbee ZHA

25. Kakue TeXHOJIOTHH MO3BOJISIIOT peain3oBaTh Zero Trust apxutektypy B [0T?
a. MukpocerMeHrauus ceTu
b. Device Attestation ¢ momorisio TPM
c. Emnnas VLAN s Bcex ycTpoMCTB
d. Cratuueckue [P-anpeca 6e3 ayreHTUQUKALIUN

26. Kakoii mexanu3sm HE momken wmcmonb3oBaThes mms 3amuThl IIoT (Industrial
[oT)?

a. Modbus RTU 6e3 mudpoBanus

b. Ilporokon CIP 6e3 ayrentudukanuu

c. OPC UA ¢ PKI

d. IEEE 802.1X mis mepuMeTpoBOii 3aIUThHI

27. Kakue u3 NepedyuclIeHHbIX METOJ0B MOAXOIAT JUIsi OOHApy’>KEHHs aHOMajauil B
nosegeHuu loT-ycTpoiicTB?
a. Machine Learning Ha OCHOBE TeJleMETpUU
b. Cratuctuyeckuil aHanu3 Tpaduka (Hampumep, BHE3AMHBIA POCT HUCXOMAAIINUX
MOJAKITFOUCHMI )
c. IlonHoe OTKIIOUEHHE CUCTEM MOHUTOPUHTA
d. Ucnonws3zoBanue ping st IPOBEPKHU aKTUBHOCTH
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28. Kakue kpumnrorpapuueckue METOAbl PEKOMEHIOBAHbBI ISl 3allUThl JAHHBIX B
ycTpoicTBax ¢ orpanndeHusiMu (RFC 7748)?

a. ECC (Elliptic Curve Cryptography)

b. ChaCha20-Poly1305

c. RSA-8192

d. SHA-1 qnst undpoBbix noanucei

29. Kakoii nogaxon obecnieunBaet 0e3onacHoCcTh edge-perunciennii B [0T?
a. Konretinepuzanus (Docker ¢ gVisor)
b. HSM (Hardware Security Module) myist xpanenus kitouei
c. 3amyck Bcex MpOIeCCOB Mo root
d. OTka3 oT MEKXIPOILIECCHON M30IAIUN

30. Kakue ys3Bumoctu xapaktepsl Aisg BLE (Bluetooth Low Energy) B IoT?
a. IlepexBat gaHHBIX IpH OTCYTCTBUM Secure Pairing
b. DoS uepes iy advertising-nakeTon
c. HenmoctynHocTs ycTpoiicTBa B sleep-pexxrnme
d. ABTOoMarnueckoe mU(ppoBaHUE BCEX KAHAIOB

31. Kakoil MHCTpYMEHT UCHOJIB3YIOT 11 pentest-a [oT-ycTpoiicTB?
a. ChipWhisperer mist ananusa side-channel arax
b. Firmadyne st aMys1iuu npommuBoK
c. WinRAR nans pacnakoBku o0pa3oB
d. Microsoft Excel mst ananuza tpaduxa

32. Kakue tpedoBanus npenbsasisger NIST IR 8259A k 6ezonacHoctr [0T?
a. Device Identification (yHuKaJIbHBIE HAEHTU(UKATOPHI)
b. 3ammra JaHHBIX MIPH MEpeIaye U XpaHEHUN
c. HUcnonws3zoBanue telnet muist ynpaieHus
d. OOs3arenbHOE HamuuKre web-kamepbl

33. Kakoit mporokosn HE noaxonut ans secure device provisioning B maccoBbix [0T-
pa3BEPTHIBAHUSIX ?

a. HTTP Basic Auth

b. SNMPvI1 ¢ community-cTrpokamu

c. SCEP (Simple Certificate Enrollment Protocol)

d. EST (Enrollment over Secure Transport)

34. Kakue ammapaTHble METOAbl 3aUIUThl NPUMEHSIOT MPOTUB (PUINYECKOTO
BCcKkpsoITHs [oT-ycTpoiicTB?

a. Active Shield Mesh (natumku BCkpbITHS KOpIyca)

b. PUF (Physically Unclonable Functions)

c. [laiika 4MMOB OJOBSIHHBIM MPUIIOEM
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d. Hanmucu "He BckpbiBaTh'" Ha KopITyce

35. Kakoii crangapT onuchkIBaeT 6€30macHOCTh Jisi yMHOTO qoMma (Smart Home)?
a. Matter (0biBIMiA Project CHIP) ¢ TLS 1.3
b. ETSI TS 103 645
c. USBPD 3.0
d. Wi-Fi 6 0e3 ayrenTuduxanuu

36. Kakue crpareruu NpuMeHSIOT JJIs 3alIUTHI OT aTak Ha supply chain B [0T?
a. SBOM (Software Bill of Materials)
b. Bepudukarus npomuBok yepes reproducible builds
c. 3akymnka uumoB ¢ Aliexpress 6€3 IpOBEPKH
d. OtxirodeHue mpoBepKu MU(POBBIX MOAMHCEH

37. Kaxkoit meron HEad¢extusen mpotus replay-arak B [oT?
a. OtmpaBka timestamp B OTKPBITOM BHUJIE
b. Mcnonp3oBaHue CTaATHYECKOTO NONce
c. HMAC ¢ onHOpa30BbIMU CECCUOHHBIMHU KJIHOUaMU
d. IIporokomsl ¢ challenge-response

38. Kakue TeXHOJI0TUM UCTIONB3YIOT JUIsl Oe3onacHor uaeHtudukaruu B SG-10T?
a. SUCI (Subscription Concealed Identifier)
b. EAP-AKA'
c. IMSI B OTKpBITBIX COOOIIEHUAX
d. MAC-anpec B kaduecTBe HIeHTU(PHUKATOPA

39. Kakoii u3 Mmexann3MoB obecneunBaeT trusted execution B [oT?
a. ARM TrustZone
b. Intel SGX
c. 3amyck koja u3 Oydepa 6e3 npoBepku
d. Otkmrouenne NX-bit

40. Kakuie mpuHITUITBEI HAPYIIAOTCS TP uctoiab3oBanuu default credentials B 10T?
a. [lpuHIMIT HANMEHBIINX TPUBHUIIETHIA
b. CIA-tpuana (Confidentiality, Integrity, Availability)
c. Y1o0CcTBO aIMUHUCTPUPOBAHMUS
d. CxopocTb pa3BEPThIBAHUS YCTPOUCTB

A2. Bonpocshl AJ YCTHOT0 ONpPoOca

Bunsl ys3sumoctet UHTEpHETa-BEIIEH.

[TpuHIUTIEI 0€30MMaCHOTO KUCIIOIB30BAHUS UHTEPHET-CANTOB.
Knaccuduxkanus yrpo3 nadopmanimoHHOH 6€30MacHOCTH.
Crioco0bl ayTeHTU(PUKAIIUN TT0JTH30BATENCH.

b=
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5. TexHonmoruu M MHCTPYMEHTHI 0OecTieyeHUs] HHPOPMAIIMOHHOM
Oe3omacHOCTH Ha dTane pazpadbotku NHTepHETa-BEIICH.

6. TexHONMOrMU M MHCTPYMEHTHI 0OecTieyeHIsI HHPOPMAIIIOHHOM
0e30IacHOCTH Ha 3Tane TeCTUpoBaHUs MHTepHeTa-Belen.

7. TexHOJOTrMu U UHCTPYMEHTHI o0ecrieyeHus: HH()OPMAMOHHON
0e30macHOCTH Ha 3Tane BHeapeHus lHTepHeTa-Belen.

8. TexHonoruu u HUHCTPYMEHTHI 0OecnieueHus] THHOPMALIMOHHON

0€e30IMacCHOCTH Ha dTalle UCIOIb30BaHUs I/IHTepHCTa-BGHICﬁ.
0. 3aHII/IHI€HHBIC N HC3AIUIICHHBIC IIPOTOKOJIBI IICPCIa4Y JaHHBIX 1 UX
HCIIOJIB30BaHUC.

10. Buast DDoS-atak. O6Hapyxenue DDoS-atak.
11. IIpuunHBI BOSHUKHOBEHUS ys3BUMOCTEM Tuma Injection.
12. IloacucTemsl 3amUTH Web-1mopTanoB oT UHPOPMAITMOHHBIX aTaK

Baok B. 3ajanns peKOHCTPYKTHBHOIO YPOBHS (<yMeThb»)

B1. TecroBble 3a1anus
1. Jna 3amurel gaHHbIX Ha ycrporctBax loT ¢ orpaHnmdeHHbIMH pecypcamu

PEKOMEHIYyeTCSI UCITOJIb30BaTh QITOPUTMBI MU(DPOBAHUS, TAKUE KaK
ChaCha20 vnu SPECK.

2. Ilporokon oOecrieunBaeT KOH(MUECHIIMAILHOCTh U IEIOCTHOCTh
JAHHBIX TIPH niepenade Mexy loT-ycrpoiicTBamu u 001aKoM.

3. Jlna ayrentudukamuu loT-yCTpolCTB B CeTHM walle BCETrO HCHOIb3YIOT
HHDPACTPYKTYPY.

4. TexHonorus MO3BOJISIET OOHapy)uBaTh aHoMaiuu B padote loT-
CETH IyTEM aHaJIu3a TEJIEMETPHH.

5. Hna OGe3onacHoro oOHOBIEHUs mpowmuBKU loT-ycTpolcTB HE0O0XoauMo
UCIIOJIb30BaTh MOJIITUCH.

6. Crangapt ompenensier TpeOboBaHUs K O€30MACHOCTU ISt
npombitiuieHHoro [oT (IIoT).

7. Hns 3amutel oT arak Tumna "Man-in-the-Middle" B 6ecripoBognbix cetsx [oT
CJIeTyeT MPUMECHSITh

8.  YcTpoucTBO UCIONB3YeTCsl JUisi  O€30MacHOr0  XpaHEHUs
kpunrorpaduueckux kiouen B [oT.

9. Jlns mpenoTBpallleHus HECaHKIIMOHUPOBaHHOTO Joctyna k debug-unrepdeiicam
[oT-ycTpoiicTB IpUMEHSIOT
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10. IIpoTokon pEKOMEHyeTCs il O€30MacHOM mepesayul TaHHbIX B
LPWAN-cetsix (Hanpumep, LoORaWAN)).

11. Texnomorus obecrnieunBaeT U3OJSLMIO MpolieccoB B edge-
BblunciieHusix [oT.

*KOHTEHHepU3aLus

12. Jlns 3amutel ot replay-atak B [oT ucnons3yror nonce.

13. Cranpapr periiaMeHTupyeT 0e30macHOCTh YMHOTO jaoMa (Smart
Home).

14. Jlnsa 6e3onacHoro ynajaeHHoro yrpasieHus loT-ycTpoiicTBaMu pekoMeHyeTcst
HCIOJIb30BaTh

15. IIpuHIMD TpeOyeT MUHUMAJIbHO HEOOXOIUMBIX MPAB JTOCTYTIA [
IoT-ycrpoiicTs.

16. Anroputm pEeKOMEeHayeTcsl g LU(PPOBBIX TMOJNUCEH B
pecypcoorpannueHHbIX [oT-ycTpoiicTBax.

17. TexHosorus MO3BOJISIET  BepU(PHUIMPOBATh  MOIJIUHHOCTD
ob6opynoBanus [oT.

18. Jlns 3ammThl JaHHBIX Ha ycrpoiictBax [oT crnemyer mpumensTs mudpoBaHue

19. TIporokon UCIIOJNB3YyeTCs AJisi 0€30macHOM Tepenayu JaHHBIX B
npomelnuieHHOM [0T.

20. lna obHapyxeHust Brop>kenuid B [oT-cetu npumMeHsoT CHUCTEMBI.

B2. IIpakTnueckue 3a1aHus
1. Hamucare SQL-3ampoc Ha mojgydeHre UMEHHU Tabuil 0a3bl JTaHHBIX
1 TIOCJICTYIOIIEE MOJyICHUE JaHHBIX M3 HAWICHHBIX TaOIHI]
2. Hammcatsb 3anpoc Ha 1oydeHue MepBoro CUMMBOJIa Yy BTOPOM 3aIliCH B
TabIuIIE.

B3. Temaruka pedeparon

1. OcHOBHBIE IPUHIUIIBI TOCTPOECHHUS OE€30MACHBIX CAUTOB
2. TlonsTue 6€30MaCHOCTH MPUIOKEHUHN U KIacCU(PUKALIMS OMaCHOCTEN
3. Hcrouynuku yrpo3 uMH(pOpManuMOHHOW OE30MACHOCTH M MEphI MO HX
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IPEIOTBPALICHHUIO

PernmamenTs! 1 MeTO/IBI pa3pabOTKu OE30MACHBIX BEO-TIPHIIOKEHUH
beszomnachas ayrenTuduKkanys u aBToOpu3anus

[ToBbIlIEHHE TPUBUIIETHI U 00IIasi OTKa30yCTONYMBOCTh CUCTEMBI
[IpoBepka KOPPEKTPOHOCTH TAHHBIX, BBOJUMBIX M10JIb30BATEIEM
[Ty6nukanus nzo0paxxeHuil u Gpanios.

9. Mertoap! mmdpoBaHus.

10. SQL-unekmus.

11. XSS-nanexknuu

12. TlnanupoBaHue, OpraHU3aLMs U IPOEKTUPOBaAHUE Web-caiiTa.

13.  OcHoBBI Web-TexHOIOTUI

14. Web-auzaiin

XNk

B4. TemaTuka npe3eHTaAlNH

1. OcHOBHBIE IPUHUUIIBI TOCTPOECHHS OE€30IIACHBIX CANTOB
2. IlonsTue 6€30MaCHOCTU MPWIOKEHUHN U KIaCCU(PUKALIMS OMaCHOCTEN
3.  HcrtouHuku yrpo3 MHQOpPMaLMOHHOW 0OE€30MaCHOCTH U MEphl MO HUX

PEAOTBPAILICHUIO

4.  PermaMeHTBI U METOJIbI Pa3pabOTKU 0€30MaCHBIX BEO-MPUITOKEHUN
5. besonacHas ayTeHTU(UKAIMSA U aBTOpU3ALIUS

6. IloBbllieHue NpUBMWIETUN U 00IAsl OTKA30yCTOMYHUBOCTh CUCTEMBI
7.  IlpoBepka KOPPEKTPOHOCTHU JAaHHBIX, BBOAUMBIX MOJIb30BATEIIEM
8.  IlyOnukarus nzo0pakeHuii u (Haios.

9. Metoas mudpoBaHus.

10. SQL-unekius.

11. XSS-uubekumun

12. TlnanmpoBaHue, OpraHU3alyus U MPOCKTUPOBaHUE web-caifTa.

13. OcHoBbl web-TexHonorun

14. Web-au3aiin

baoxk C. 3ajaHusi npAKTHKOOPHEHTHUPOBAHHOIO YPOBHS JIsl JHATHOCTHPOBAHUS
chopMHUPOBAHHOCTH KOMIIETEHIIUH («BJIAIETHY)
C1. TectoBble 3a1aHusA

1. ConocTaBbTe MOHSATHE C €TI0 ONMPEACICHUEM:

IMousTus: Onpenenenus:
1. PKI (Public Key a. AnmnapaTHbII MOAYJIb TUISt
Infrastructure) 0e30macHOr0 XpaHeHus U 00pabOTKH
KpUNTorpadhuuecKux KIOUeH.
2. HSM (Hardware Security b. Cranmapr  OGe3omacHoro  oOMmeHa
Module) JAHHBIMU B NpOMBINUIeHHBIX [0T-
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CHUCTCMaXx.

3. OPC UA (Open Platform . Kpunrorpaguuecknii POTOKOI,
Communications Unified o0ecreynBaroIumi 3AIMIIEHHY IO
Architecture) nepeaavy JaHHbIX.

. TLS (Transport Layer . Puznueckas TEXHOJIOTHS,

Security)

co3iaroniasi yYHHUKalbHble HU(POBBIE
"oTreyaTku'" 000pyI0BaHMS.

. PUF (Physically Unclonable
Function)

. Uudpactpykrypa, obecreunBaromias

yIpaBJICHUE U (HPOBLIMU
cepTuduKaTaMu 1 KIIFOYaAMHU.

2. ComnocTaBbTe NOHATHE C E€r0 ONPEACICHUEM:

Ilouarns:

OnpeneneHus:

1. Zero Trust Architecture

a.

[IpoTokon mns Oe3omacHOM Iepenaydu
na"HueIX B LPWAN-ceTsx.

2. LoRaWAN

b.

IMonxon K 0Ee301aCHOCTH,
MpEANojaraloliii  MPOBEPKY  BCEX
YCTpOMCTB W  mojib3oBaTenel  0e3
JIOBEPHSI TI0 YMOJTYAHUIO.

3. Firmadyne

NHCTpyMEHT N1 aHanu3a U SMYJIALUU
npomuBOK [0T-ycTpouCTB.

4. ChaCha20-Poly1305

Cranmapt 0€30MacHOCTH JUIS
MIPOMBIIIJICHHBIX CUCTEM YIIPABJICHUS U
IoT.

5. IEC 62443

JI€rkuit  anroput™ MHQPPOBAHUS C
ayTeHTu(uKanyen, peKOMEeHI0BaHHbBIN
s [oT.

3. ConocTaBbTe MOHATHUE C €TO ONPEACICHUEM:

[TonsiTus: Onpenenenus:
. TUF (The Update a. TexHOJOTHs W3OJALUMU KPUTHUYHBIX
Framework) IIPOIIECCOB B MUKPOIIPOIIECCOPaX.
. ARM TrustZone b. Cucrema oOHapyX eHHs aHOMAaJbHOM
AKTUBHOCTH B CETH.
. SUCI (Subscription c. 3anuIEHHbINA UACHTU(PUKATOP
Concealed Identifier) aboHeHTa B 5G-ceTsx.
. VLAN (Virtual Local Area d. Mexanuszm 6€301macHOro
Network) pacnpenenenus oonosnenui [10.
. IDS (Intrusion Detection e. Meron cerMeHTallMM CE€TH I
System) OTpaHUYCHHUS JOCTyTa [oT-
YCTPOMCTB.
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4. ConocTaBbTe MOHITUE C €r0 ONPEACICHUEM:

[TonsiTus: Onpenenenus:
1. MQTT ¢ TLS a. Ilporokon TUTSt Oe3omnacHou
nepegauu reneMmerpuu B [oT.
2. ECC (Elliptic Curve b. Anroputm ACHMMETPHUYHOTO
Cryptography) mu@poBaHUs C MajbIM PacXoi0M
pECYPCOB.
3. SBOM (Software Bill of c. YcrapeBmui ITPOMBITTUICHHBIN
Materials) IPOTOKOJI 6e3 BCTPOCHHOU
0€30MaCHOCTH.
4. WPA3 d. Ilepeyenr kommonentoB I1O ms
aHaJIn3a YSI3BUMOCTEM.
5. Modbus RTU e. CoBpeMEHHBIN CTaHAAPT 3alUTHI

OeCIIPOBOJIHBIX CETEH.

5. ConocTaBbTe MOHSITHE C €0 ONPEACIICHUEM:

TlousTus:

OnpeneneHus:

1. NIST IR 8259A

a.

Wuctpyment 1iis aHanusa  side-
channel atak Ha loT-ycTpoiicTBa.

2. ChipWhisperer

b.

Crannapt ayTeHTUPUKALUU
YCTPOWCTB Ha CETEBOM YpPOBHE.

3. ETSITS 103 645 c. Meron BepuduKanuu MPOIIUBOK
yTEM MOBTOPHOM COOPKH.

4. TEEE 802.1X d. Pexomengarmmu NIST mo 6a3oBoit
oe3onacHoctu [oT.

5. Reproducible Builds e. TpeboBanuss kK  Oe30MacHOCTH

noTpedutenbckux loT-ycTpoicTB.

6. CorocTaBbTe IMOHATHE C €T0 OIIPCACIICHUCM

[lonsATHSA: OnpeneneHus:

1. AES-256 a. Anroputm ACHMMETPHUYHOTO
mpoBaHUS c OTKPBITHIM
KIIFOUOM

2. ECDSA b. Anroputm AJUIMITUYECKON
KPUBOM 11 IM(POBBIX MOMUCEH

3. SHA-3 c. CuMMmeTpuyHbIN AJITOPUTM
0JI0YHOTO MU(POBAHUS

4. RSA-2048 d. Xem-(hyHKIMsI HOBOTO MOKOJICHUS

5. ChaCha20 e. IlorokoBerit ANTOPUTM
mdpoBaHUs
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7. ConocTaBbTe OHSITHE C €0 ONPEACIICHUEM:

TlousaTus:

OrnpeneneHus:

1. IEC 62443

a. Cranmapt  kubepOe30MmacHOCTH
JUTSL IPOMBIIIICHHBIX CUCTEM

2. NISTIR 8259

b. TpeboBanus Kk  0€30MaCHOCTH
notpedutenbckux loT-ycrpoiicTs

3. ISO/IEC 27001 c. PykoBoacTtBo 1o
byHIaMeHTaIbHONW 0€30MacHOCTH
[oT

4. ETSI EN 303 645 d. MexyHapoaHbIi CTaHAapT
CMUB

5. UL 2900 e. Crannmapr OLICHKH
K1OepOe30MacHOCTH ISl CETEBBIX
YCTPOMCTB

8. ComnocTaBbTe MOHSATHE C €0 ONPEICICHUEM:

[TonsTus: Onpenenenus:

1. OAuth 2.0 a. Ilpotokon ayrteHTHU(UKaMu O€3
napoJiei

2. FIDO2 b. IIporokon aBTOPU3ALINHU
JICJIETUPOBAHHOTO JIOCTYyMa

3. RADIUS c. IIporokonm eamHOro BXOAa Ha
OCHOBE TOKEHOB

4. Kerberos d. CereBoit mpoTokon AAA

5. SAML e. [Iporokon ayrentuduxamuu c

owieramMu

9. ConocTaBbTe NOHSTHUE C €TI0 ONPENCICHUEM

[TonsiTus: Omnpenenenus:

1. TPM a. Pusnuecku HEKJIOHUpYyeEMast
byHKIHISA

2. HSM b. AnmapaTHbIii MO/IYJIb
0e30macHOCTH

3. Secure Enclave c. 3amuineHHas 00J1acTh
npoiieccopa

4. PUF d. UzonupoBanHas cpena
BBITIOJIHEHUS

5. TrustZone e. Kpunrorpapuueckuit
COIPOLIECCOP

10. ConocTaBbTe NOHSTHUE C €T0 ONPEICICHUEM

| ITonsTus:

| OnpeneneHus:
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1. DTLS a. 3anMIIeHHass BEpCHUS MNPOTOKOJIA
JIJI1 CCHCOPHBIX CETeM

2. Zigbee 3.0 b. Ilpotoxon mans LPWAN c end-to-
end mudpoBanueM

3. LoRaWAN c. Ilporokon c¢ moanepxkoir TLS
JUTS TaTarpaMm

4. MQTT-SN d. CereBoil MPOTOKON JIi YMHOTO
oMa

5. Thread e. besomacnas Bepcusi MPOTOKOJIA
Zigbee

C2. JlabopaTopHas padoTa

Tembl 1a0opaTOpHBIX padoT
JlabopaTtopHnas padora 1. «AHalIu3 BHYTPEHHUX M BHEUIHUX YIPO3

nHbopMmarnoHHon 6ezonacHoctu UHTepHeTa-Bemeii».
1. TlpuBemuTe mpuMepbl BHYTPEHHHUX yrpo3 Oe3omacHocTH IHTepHEeTa-BeIICH.

2. IlpuBenute mpuMepsl BHEIIHUX yrpo3 6e3onacHocTH MHTepHeTa-Belen.

3. OnuimuTe OCHOBHBIE METO/IbI aHANIM3a ysi3BUMocTel HTepHeTa-Beniei.

JlaGopaTopHas padora 2. «Pa3paboTrka npoekTa 1Mo MOCTPOCHUIO CHUCTEMBI

3amuThl UHTEpHeTa-Belen».

1. IlpuBeguTe mNpUMEpPbl OTEYECTBEHHBIX W HMHOCTPAHHBIX CTAHIAPTOB
nH(OPMAITMOHHON O€30MaCHOCTH.

2. Onumure 0€30nacHbIl HUKI pa3paboTku MIHTepHEeTa-BeleH.

3. Kakue s3bIkM mHporpaMMUpOBaHHUS MCHOJB3YIOTCS JUIsl  pa3pabOTKU
NHTtepHeTa-Benien.

JlabopaTtopunas padora 3. «Pa3paboTka KIMEHTCKOW 4YacTU MOIYJIS

6e3onacHoctu UHTEpHeTa-Bele.
1. s gero ucnons3yetcst Content Security Policy?

2. UTO Takoe MeXCeTeBbIE 3aIPOChI?

3. Onumwmrte wmexanu3Mm ataku CRLF-unabeHKIMM, HamnpaBiI€HHOW  Ha
nonp3oBareist MHTepHeTa-Been.

JlaGopaTopHnas pa6ora 4. «Pa3paboTka CEpBEpHONl UYaCTH MOMIYJIS

oezonacHocTu UHTEepHeTa-Belei».
1. Kakwue cepBepHbIE ONEpaMOHHBIC CUCTEMBI Yallle BCEro MCIOIB3YIOT B CETH
Nurepuet?

2. UYro Takoe BUpTyalbHBIE XOCTHI B Web-cepBepax Apache u Nginx?

3. llpuBenure mnpuMepbl apXUTEKTYPHBIX AHTHU-TIATTEPHOB, CBS3aHHBIX C
0€30MacHOCTHIO.

JladbopaTopuasi pabora 5. «Pa3paboTka cpeACTB 3amluThl 0a3bl JAHHBIX
web- npunoxeHus».

1. Onumute nuki 6e3omacHoi 00paOOTKH TaHHBIX.

22



2. UYto Ttakoe «SQL-uHBEKIUI»?

3. Ilepeuncinure ciocoOsl 60psOBI ¢ SQL-UHBEKITUIMH.
JlabopaTopHnas pabdora 6. «Harpy3ounoe tectupoBanue UHTEpHeTa-BeLIen».
1. Yro Takoe TeCTUPOBAHHE HA MPOHUKHOBEHHE?

2. JIns yero HyXeH OaTaHCUPOBIIMK HATPy3KHU?

3. Buusger nu uCNoNb30BaHUE CKPUIITOBBIX SI3bIKOB MPOrpaMMHUPOBAHUS
(manpumep, PHP) Ha npousBoautensHOCTs wWeb-cepBepa?

Jlaboparopnasi pabora 7. «UccinenmoBanne HWMHTepHeTa-Belmeil Ha

YA3BUMOCTI».
1. Yro Takoe MeKCaUTOBBIM CKPUIITUHTI ?

2. Yro Ttakoe « XML-nHBEKTNAY ?

3. Yro takoe nunbekunu B HTTP-3aronosku?

Jlaboparopnass pabora 8. «Co3gaHue ClEHapUeB aTaku W 3alUThI
HNuTepHeTa-Bewen».

1. TlosicauTe CcyTh atak «rpy0asi cuia» u «mepenoiaHeHue oydepa.

2. lloscHuTe CyTh aTaku «HUHBEKUHS KOMAaHJ B MPOTOKOJBI 3JIEKTPOHHOU
MOYTHD.

3. TlosicauTe CyTh aTaku «310ynoTpediieHne PyHKIIMOHATEHOCTHION.

JlabopaTtopnas padora 9. «HacTpoiika cnequaibHOTrO MPOrPaMMHOIO

obecriedeHus i1 MOHUTOpUHTA Oe30mmacHoi paboTel UHTEpHeTa-Bemei.
1. Kak #cmons3yroTcs 3alluIIeHHBIC W HE3aIWIICHHBIE MPOTOKOJBI MEepeIavn
JTQHHBIX ?

2. llpuBeaure mnpuMEpbl AHTUBUPYCOB, HCIOJb3YEMBIX JUISI OpPTraHU3alUU
Oe3omacHoCcTH Web-cepBepoB.

3. Onumure BO3MOXKHYIO MUTUTALMIO I8 BCEX YIrpo3, HaMJIEHHBIX
MPUIIOKECHUEM

baok /1. 3ananus 1y HCNOJIb30BaHUSA B PAMKAaX MPOMeKYTOYHOM aTTecTalun

J11. IllepeyeHbL KOHTPOJbLHBIX BOIIPOCOB

1. IIpobGnemsl Oe3omacHocTu HTEpHETA-BEIIIEH.

BryTpennue u BHENIHUE Yrpo3bl HHOOPMAITMOHHON 0€30MaCHOCTH

HNuTepnera-pemen.

Texnonoruu 6e3onacHoi nepegaun napopmaiuu B cetu HTEepHET.

JKusHeHHbIN MK 3aAThl IHTEpHETA-BELIEN.

TexHosoruu u cpeacTBa 6e3omacHom pazpadbotku HTepHeTa-Bemiei.

TexHonoruu u cpencTa 6e30nacHoro pazsepTeiBaHust uTepHera-

BelleH.

7. TexHonoruu u cpeqicTBa 6€30MacHOro ucnoib3oBaHusi Murepuera-
BelleH.

8. OcHOBBI TecTUpOBaHUs Oe30nacHOCTH MIHTepHeTa-BemeH.

9. Pa3paboTka KIMEeHTCKOW YacTu Mo tyJist Oe3omacHoctu MuTepHeTa-

N

SANNANE
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10.
11.

12.
13.
14.

15.

BEILIEH.
Pa3zpaboTka cepBepHoii yacTu Moayst 6e3omacHocTi HTepHETa-BEIIEH.
CpencTBa 3amuThl 0a3bl JaHHBIX HTEpHETa-BEIIeH.

OcHoBHbIE BUbI IHTEpHET-YIPO3 U METO/IBI 3AIIUTHI OT HUX.
[Toncucremsl 3amuThl Web-nmopTaaoB oT UHGOPMAIMOHHBIX aTaK.
Ocobennoctu uccnenoBanus MHTepHeTa-Belel Ha ysI3BUMOCTH.

CrnernuanabHOE IPpOrpaMMHOE 00ECIICUeHHE /11T MOHUTOPHHTA
Oe3omacHoi paboTel IHTEpHETA-BEIIISH.
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PA3JIEJI 3. Onucanue nokasarejed 1 KpUTepPUeB OLIEHNBAHUS KOMIIETEHIIMI HA
Pa3JIMYHBIX 3TANAX UX (POPMUPOBAHUSA, ONIUCAHUE IIKAJ OLCHUBAHUSA

BannbHO-pelTUHrOBasi cucTteMa sBIsieTcsl 0a30BOM CHCTEMON OIEHHWBaHUS
c(hOpMUPOBAHHOCTU KOMIETEHIINM 00yJaromuxcs 04Hou hopMbl 00yUYeHUs.

Hrorosas ouienka c(hOpMUPOBAHHOCTH KOMITETEHIIMH(Ii) 00yUaromuxcsi B paMKax
OAJIIbHO-PEUTUHTOBOM CUCTEMBI OCYUIECTBJISIETCS B XOJI€ TEKYIIEro KOHTPOJIs
YCIIEBAEMOCTH, MPOMEXKYTOYHOM aTTecTallil W ONpeNeNseTcs Kak cymMma O0alios,
MOJIYYEHHBIX O0YYaIOIIMMHUCS B PE3yJIbTaTe MPOXOXKICHUS BceX (POpM KOHTPOJIS.

OueHka cPOPMUPOBAHHOCTH KOMIETEHIIMU MO TUCHUIUIMHE CKJIaAbIBACTCS W3
JIBYX COCTaBJISIOIINX:

v TiepBas COCTaBJIAIOIIAs — OLEHKa I[penojaBaTesieM Cc(HOPMUPOBAHHOCTH
KOMIIETEHIIMH B TEYEHHE CEMECTpa B XOJE€ TEKYIIEro KOHTPOJs YCIIEBAEMOCTH
(makcumym 100  GammoB). CrTpykTypa TeEpBOM COCTAaBJISIONMEH  OMpPEneseTcs
TEXHOJIOTUYECKON KapTOW JHMCLUMIUIMHBI, KOTOpas B Hadaje CeMecTpa JTOBOAMTCS IO
CBEJIEHUS 00yJarouInxcs;

v  BTOpasl COCTaB/AAIOIIAsl — OLEHKa C()OPMUPOBAHHOCTH  KOMIIETEHIIMH
oOyyaromuxcs Ha 3a4eTe (MakcumyM — 20 6ajioB).

JUist cTyZ€HTOB OYHO-3a04HOM (opMbl OOydeHMs] MpUMEHsieTcs 4-0aibHas U
OMHapHas IIKaJbl OLEHUBAHUS PE3YyJbTATOB TEKYIIEro KOHTPOJS YCIEBAEMOCTH HU
MIPOMEKYTOUYHOM aTTeCcTalli 00y4YaroInuXCs.

YPOBHU MIPOJABUHY ThIN 0a30BbIii IIOPOTOBBIN JIOITIOPOT OBBIN
OCBOCHUA YPOBEHb YPOBEHb YPOBEHB YPOBEHb
KOMIIeTeHUUI
100 — 8Su=> 70 — 84 51-69 0-50
O0a/sIbHasA
IIKAJIa
bunapnas 3auTeHo He 3auteno
IIKAJIa

IlIkaJjia OLIEHOK NPH TEKYLIeM KOHTPOJIe YCIIeBAeMOCTH
10 Pa3JIUYHbIM IMOKA3aTEJIIM

Ilokazamenu ouyenusanusn cpopmuposannocmu | bannvi Ouenka
KomnemeHuuil

Y CTHBIN OIIPOC 0-5 «HEYHOBJIIETBOPUTEIBHO
«YJIOBJIETBOPUTEIILHO»
«XOpOLIO»

«OTJIIMYHO»

[ToxroroBka pedepara 0-5 «HEYHOBIIETBOPUTEIBHO»
«YJIOBJIETBOPUTEIIBHOY
«XOPOIIIOY
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«OTIHUYHO»

[ToaroroBka npe3eHTanuu

«HEYJIOBJIETBOPUTEIILHOY
«YJIOBJIETBOPUTEIHLHO
«XOPOUIO»

COTJIUYHO

[IpakTuueckas pabora

0-10 | «<HEYIOBJIETBOPUTEIIHLHO
«YJIOBJIETBOPUTEIHHOY
«XOPOLLIOY»

«OTIHUYHO»

TectupoBanue

0-30 | «<HEYIOBJIETBOPUTEIIHLHO
«YJIOBJIETBOPUTEIHLHO
«XOPOLLIOY»

«OTIHUYHO»

Brinonnenue nabopatopHoi paboThl

0-15 | «HEyZIOBIETBOPUTEIBLHO»
«YJOBJIETBOPUTEIBHOY
«XOpOILO»

«OTIHUYHO»

CooTBeTCTBHE KPpUTEPHEB OLIEHNBAHUS YPOBHIO OCBOEHHUS KOMIIEeTEeH M
M0 TeKyleMy KOHTPOJIIO yCIIeBAeMOCTH

bannwn Ouenka Ypoeenw Kpumepuu oyenusanusn
0ceoenus
KomMnemeHuu
0-50 | «aeynosnerBopu | Jlomoporossiii | OOywaromuiics He mpuOOpen 3HaHuS,
TEJTLHO YPOBEHb YMEHHMS U HE BJIaJIe€T KOMIICTCHIUSIMU B
o0Beme, 3aKpETICHHOM paboueit
POrpaMMON TUCHUILITUHBI
51-69 | «ynosnetBopute | IToporossiit He menee 50% 3amaHuil, mojJjIieKamninx
JIBHO YPOBEHB TEKYyIIEMy KOHTPOJIIO  yCII€BAEMOCTH,
BBITIOJIHEHBI 0€3 CYIIIECTBEHHBIX OIMTHOO0K
70-84 | «xopoIIo» bazosbiii OOyuJaromuMcs BBIIOJHEHO HE MeEHee
YPOBEHb 75% 3anmanuii, moaNiexKaUUX TEKYLIEMY
KOHTPOJIIO  YCIEBA€MOCTH, WM TMpHU
BBITIOJTHEHWU BCEX 3aJlaHUU JTOMYIICHBI
HE3HAYUTEIbHbIE OIIMOKHU; 00yyaromunics
noKasai BJIQJICHUE HaBBbIKAMHU
CUCTEMATHU3ALINU MaTtepuaa u
NpUMEHEHUs]  €ro  Npu  pPEUICHUU
MPAKTUYECKUX 3a/IaHHi; 3a/1aHus
BBITIOJIHEHBI 0€3 OINO0K
85-100 | «oTmmuHO» [TponeunyThiii | 100% 3amanuii, mojuieKamux TEKYIIEMY
YPOBEHB KOHTPOJIKO  YCIIE€BAEMOCTH, BBIIOJIHEHBI
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CaMOCTOATEIILHO U B TpeOyeMoM o0beMme;
OOyJarOmMiiCss  TPOSIBISET  yMEHHUE
0000111aTh, CHCTEMATU3UPOBATh MaTEPHAI
U TOPUMEHSITh €ro TpU  PEIICHHH
NPaKTUICCKUX 3aJIaHHIA; 3aJaHHS
BBIITOJTHEHBI C HOJJPOOHBIMHU
MOSICHEHUSIMH ¥ apTyMEHTHPOBAHHBIMH
BBIBOJIaMHU

HIkana oeHOK MO MPOMEKYTOYHOM aTTeCTALMK

Haumenosanue ¢hopmot bannwi

npomeofcymouuoﬁ ammecmayuu

Ouenka

3auer 0-20 | «HE 3a4TEHOY»
«3aYTEHO
CooTBeTCTBHE KPUTEPHEB OLIEHUBAHUS YPOBHIO OCBOEHUSI KOMIIeTEeHIIM A
M0 MPOMEKYTOYHOM ATTeCTANNH 00yYAOIINXCS
bannn Ouyenka Ypoesenw Kpumepuu ouenueanusn
0cé0eHUA
KomMnemeHuuu
0-9 | «He 3auTeHO» Jlomoporoeiii | OOy4aromuiicss He MpUOOPET 3HAHUS,

YPOBEHb YMEHHUS ¥ HE BIAJEET KOMIETCHIIUAMU B
o0BbeMe, 3aKpeIIeHHOM padoueid
MIPOTrpaMMOM TUCIIUTUINHBI,
oOyyJaroIuiicss He CMOT OTBETUTH Ha
BOIIPOCHI

10-14 | «3auTeHO» [ToporoBsrii OOGyuaronuiics J1ajl HEeMOJIHbIE OTBEThI HA

YpOBEHb BOIIPOCHI, C HEIOCTATOYHOM
apryMeHTaluen, IpakTHIeCKUe 3aaHus
BBITIOJTHEHBI HE TIOJIHOCTHIO,
KOMIIETEHIIUH, OCBANBAEMbIE B MPOILIECCE
W3YYEHUS JUCITUTUTMHBI C(HOPMHUPOBAHBI
HE B TIOJITHOM 00BEME.

15-17 | «3auTeHO» bazoBbrit OO0yuaronuiics B 11€JI0M MPUOOpEN
YPOBEHb 3HAHUS U yMEHUS B paMKax

OCBaMBaEeMbIX B Mpoliecce 00yUeHUs 1Mo
THUCIUTIIINHE KOMIICTSHIIU;
oOy4Jaromuiicss OTBETUI Ha BCE BOMPOCHI,
TOYHO JIaJ1 ONIPEACICHUS U TIOHSITHUS, HO
3aTPYyAHAETCS OATBEPIUTH
TEOPETUYECKUE TTOJIOKECHUS
MPAKTUYECKUMU ITPUMEPaMU;
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OOyJaroIIHMIiCs TTOKa3ajl XOPOIITNEe 3HAHUS
0 IPEAMETY, BJIaJICHUE HaBbIKaMU
CUCTEMAaTHU3allNi MaTepuasa u
MOJTHOCTHIO BBITMOJHUI TPAKTUUECKUE
3aJIaHus

18-20

«3a4TCHO»

[IponBuHYTHIN
YPOBEHb

OOGyuaronuiicst mpuoOpen 3HaHusl,
YMEHUS U HABBIKU B MOJHOM 00beMe,
3aKpeIyIeHHOM pabouel mporpamMmoit
JUCLUIUIMHBL; TEPMUHOJIOTHYECKHIM
anmnapar UCIIO0JIb30BaH MIPaBUIIbHO;
OTBETHI MOJIHBIE, 0OCTOSTENbHEIE,
apryMEHTUPOBAHHBIE, TIOJITBEPHKACHBI
KOHKPETHBIMU IPUMEPAMH;
0Oy4YaroIINiics NposBIAET YMEHUE
0000111aTh, CUCTEMATU3UPOBATH MaTepUal
Y BBITIOJIHSAET MPAKTUYECKUE 3a/IaHUS C
NOJAPOOHBIMU MOSICHEHUSIMU U
apryMEHTUPOBAHHBIMU BHIBOJAMU
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PA3JEJI 4. MeToan4eckne MaTepuaJbl, onpeaessiionue npoueaypbl OleHMBaAHUS
3HAHUM, YMEHHIl, HABBIKOB, XapaKTepudywuue 3rTanbl (GopmMupoOBaHUSA
KOMIIeTEHILMH

VYCTHBIN ONPOC MPOBOJUTCS B MEPBbIE 15 MUHYT 3aHATHUI CEMUHAPCKOrO THUIMA B
dopmaTe oOOCYXIeHHMS C Ha3BaHHBIMHM TIperojaBareieM cTylaeHTamu. OcTaibHble
oOyuJaroliecsi BIpaBe JAONOJHUTh WM YTOYHUTh OTBET IO CBOEMY JKEJIAHUIO
(cobmomato ouepenHocTh 0TBeTa). OCHOBHOM TEMOM i OMpoca SIBISIOTCS BOMPOCHI
JUIsL OOCY>KJIE€HHSI, COOTBETCTBYIOLIME TEME MpPeAbIAYyIIEH JEKUHUHU, HO NPEernoJaBaTeib
MOXXET YTOUHSATH 3aJaBa€Mblii BONPOC, 3a/1aBaTh HABOJSAILKE BOIPOCHl WM CY>KaTb
BOIIPOC JI0 OTAEJIBHOIO aCleKTa 00CYKIaeMOIl TEMBI.

MeTOJII/IKa OLICHMBAHHMA OTBETOB HA YCTHBLIC BOIIPOCHI

bannwt Ouyenka IHokazamenu Kpumepuu
5 «otauuyHo» | 1. IlomHora  pmanHbIX | [IoMHO M apryMeHTHpPOBaHO JAaHBI OTBETHI IO
OTBETOB; cofepxkaHuio 3ananus. OOHapyKeHO NOHUMaHHE
2. IlpaBWIBHOCTB MaTepuaia, MoKeT 000CHOBAaTh CBOM CYKICHHUS,
OTBETOB Ha BOIIPOCHI. IIPUBECTH HeoO0XoAMMBble Mpumepsl. M3noxeHue

MaTcpuraia mocja€a0oBaTCIbHO U IMIPaBHUJIBHO.

34 «XOopouo» CTy,Z[eHT HacT OTBCT, yI[OBJIeTBOp}IIOIJ_II/Iﬁ TEM KC
Tpe60BaHI/I${M, YTO U AJId OLCHKHU «OTIHMYHO», HO
A0IIyCKaeT 1-2 OI_I_II/I6I(I/I, KOTOPLIC CaM K€

UCTIPaBIISIET.

1-2 «YIIOBJIETB CryneHt oOHapy>XKMBaeT 3HAaHHE M TMOHUMaHHE
OpUTEIIBHO OCHOBHBIX IOJIO’KEHUH TaHHOTO 33/1aHUS, HO:

» 1) wm3nmaraeT Marepuan HEMOJHO W JOIyCKaeT

HETOYHOCTH B OMNpPEICIICHUH TOHATHHA WJIH
(hopMynHUpOBKE MPaBUI;

2) He yMeeT JOCTaTO4YHO TIIyOOKO |
J0Ka3aTeIbHO OOOCHOBATH CBOM CYXXICHUS H
MIPUBECTH CBOM NIPUMEPHI;

3) w3maraer MarepHan HeNoCIeIOBaTeIbHO |
JOIYCKaeT OLUIMOKH.

0 «HEYIIOBIIE CryneHt oOHapy)XMBaeT HE3HaHHWE OTBETa Ha
TBOPHU- COOTBETCTBYIOIIEE 3a/laHHe, JOMYCKAeT OLIMOKU
TEJIbHO» B (opMmynupoBKe oOmpeAeNeHUH W MPaBUI,

HCKaXXarmue MuX CMBbICI, 6€CHOp51I[O‘IHO u

HEYBEPEHHO M3JIaraeT MaTepuall.

TecTupoBaHUe MPOBOIUTCS C MOMOIINBIO CHUCTEMbl JUCTAHIIMOHHOTO OOYYECHHS
«IIpometeity, BXomsIie B coCTaB AJEKTPOHHOW HHGOPMAIMOHHO-00pa3oBaTEILHON
cpenabl JlarecTaHCKOro rocyJapCTBEHHOTO YHUBEPCUTETAa HAPOAHOTO X035 1CTBA.
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Ha TectupoBanue otBoautcss 45 munyT. Kakaplii BapuaHT TECTOBBIX 3aJaHUN
BKJIIO4aeT 30 BOIIPOCOB.

MeTosza OIICHUBAHUA BbINNOJIHCHUA TECTOB

Baubl Ouenka IHoka3zaTesnn Kpurepun

25-30 «otimmuHOoy» | 1. IloimHOTA Brimonneno 6omnee 85 % 3amauunii
BBITIOJTHEHHSI TECTOBBIX | TMPEIIOKEHHOTO TECTA, B 3aJaHUSAX OTKPHITOTO
3aJaHul; THUTIA 1aH TIOJIHBIN, Pa3BEPHYTHIM OTBET Ha
2. CBOEBpEeMEHHOCTh MOCTaBIIEHHBINA BOIIPOC

19-24 «XOpOIIIO» | BBINOJIHEHHUS; Brimontaeno 6omnee 70 % 3amanmnii
3. IIpaBunbHOCTH MPEAJIOKEHHOTO TECTA, B 3aJaHUSIX OTKPBITOTO
OTBETOB Ha BOIIPOCHI. THUIIA JJaH TIOJIHBIM, pa3BEPHYTHIN OTBET HA

IIOCTaBJICHHBIM BOITPOC; OAHAKO ObLIN JOMYUICHBI
HCTOYHOCTHU B OIIPCACIICHUN HOHHTHﬁ, TCPMHHOB

U 1p.
15-18 «yJIOBJIETB Brimonneno 6omnee 54 % 3amauwnii
OpPUTEILHO MPEIJIOKEHHOTO TECTA, B 3aaHUSIX OTKPBITOTO
» THIIA JaH HEMOJHBIM OTBET Ha ITOCTaBJICHHBIH

BOIIPOC, B OTBETE HE MPUCYTCTBYIOT
JI0Ka3aTesabHble IPUMEpPBI, TEKCT CO
CTUJIMCTUYECKUMU U opdorpaduyeckumu

OLTMOKaMHU.
0-14 «HEYIOBIIE BreimonaeHo He 6onee 53 % 3amanmii
TBOPH- MPE/I0KEHHOTO TeCTa, Ha MOCTABIICHHBIC
TEJILHOY BOTPOCHI OTBET OTCYTCTBYET HJIH HETIOJHBIH,

JIOITYTIIEHBI CYIIECTBEHHBIE OINOKH B
TEOPETUUYECKOM MaTepuase (TEpMHUHAX,

MOHSITHSAX).

Tema pedepara BbIOMpaeTcss CTYACHTOM CaMOCTOSITEIBHO M3 MPEIJIONKEHHOTO
CIUCKAa C YYeTOM MHHHMHU3AIMM KOJIMYECTBAa IOBTOPEHHH BbIOpaHHBIX TeM. Ha
HamucaHue pedepara OTBOAWUTCS onHAa Hexaens. Pedepar odopmisercss coriacHO
JNEUCTByIOMUM B JlarecTaHCKOM TOCYJapCTBEHHOM YHHBEPCHTETE HAPOJHOTO
X035 CTBA TPEOOBAHMAM K 0(OPMIICHUIO MUCHhbMEHHBIX paboT. OObeM mpeCcTaBICHHOTO
pedepata nomwkeH ObiTh He MeHee 10 cTpaHWIl MaNTMHOMHMCHOTO TEKCTa Oe3 yuera
TUTYJIBHOTO JIUCTA.

[Iy6nuunast 3amurta pedepaTta NPOBOAUTCS B MPUCYTCTBUU  OCTAIBHBIX
CTYJICHTOB, 3aIuINarmux pedeparsl. Ha BBICTymIIeHHEe OTBOIUTCS HE Oojee 5 MUHYT.
Bo BpeMs BBICTyIUIEHHSI CTYJIEHT AOJKE€H O0O3HAUYUTh OCHOBHYIO IIeib pedeparta, a
TaKXKe IEeTLHO CPOPMYITHPOBATH 0A30BYIO HUJICIO, OTPAXKEHHYIO B pedepare.

MeToauKa OLleHUBAHUA BbINOJHEeHUs pedepaToB

bannw Ouenka IHokazamenu Kpumepuu
5 «otanuHo» | 1. IlomHoTa BoinonHensl Bce TpeOOBaHMSA K HANUCAHUIO U
BBITIOJTHCHHUSI 3amuTe pedeparta: oOo3HAaueHAa mpodiemMa |
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3-4 «XOPOIIIO»
1-2 «YIIOBJIETB
OpUTETTEHO
»
0 «HEYJI0BJIE
TBOpPU-
TEJIbHOY

pedeparos;

2. CBOEBpPEMEHHOCTh
BBITTOJIHCHHS,

3. YerkocTh

HU3JI0KCHUS uiaeu
pedbepata BO Bpems
3aIUTHI.

000CHOBaHa €€ aKTyaJbHOCTb, CHEIaH KpaTKUH

aHaJIn3 PAa3INIHBIX TOYCK 3pCHUA Ha

paccMatpuBaeMyr0  IpoOJieMy H  JIOTUYHO

H3JI0KEeHa coOCTBEeHHas MTO3HIIHA,
c(OpMyITHPOBaHBI

IIOJIHOCTBIO,

BBIBOJIBI, TE€Ma pacCKpbITa

BBIZIEP)KaH 00BEM,  COOIIOJCHBI
TpeOOBaHUS K BHEIIHEMY O(OPMIICHHIO, YETKOE
W TIOCJIEZIOBATEIIFHOE BBICTYIICHHE BO BpeMs

3aIUTEI.

OcHoBHbIE TpeOOBaHMs K pedepaTy U ero 3aluTe
BBINIOJIHEHBI, HO TIPU 3TOM JIONYILEHbl HEJJOYETHI.
B yactHOocTHM, HMEIOTCI  HETOYHOCTH B
U3JI0KEHUU MaTepuala; OTCYTCTBYET JIOTHYecKast
MIOCJIE0BATEIBHOCTE B
BbIJIepKaH 00beM pedepara; UMEIOTCS YITyILCHHS
B 0(popMIIEHUH; BBICTYIIJICHHE BO BpPEeMs 3aIlUTHI

TpeGyeT AOIOJHHUTCJIBHBIX BOIIPOCOB.

CYKIACHUAX, HC

Nmerorcss  CymmecTBEHHBIC  OTCTYIUIGHHS — OT
TpeboBaHMI K pedepupoBanno. B wactHOCTH:
TEMa OCBEIICHA JIWIIb YAaCTUYHO; JIOMYIICHBI
(akTdeckue OmMOKU B CoJEpKaHUHM pedepara
WIM TIPH OTBETE HA JOIOJIHUTEIBHBIE BOIPOCHI

BO BpEMs BBICTYIIJICHUS.

Tema pedepara He packpbiTa, OOHAPYKHBAETCS
CYILIECTBEHHOE HETMOHMMaHue MpoOJIemMbl, He
MpoBe/IeHa 3alIuTa pedepara.

Tema npe3eHTanu BEIOMPAETCS CTYJIEHTOM CaMOCTOSITENIbHO U3 MPEIJIOKEHHOTO
CIUCKAa C YYeTOM MHHHMHU3AIMHM KOJIMYECTBAa IOBTOPEHHWM BhIOpaHHBIX TeM. Ha
MOJITOTOBKY MPE3CHTAIINH OTBOIUTCS OJTHA HEJIEIIS.

[TyOGnuunas nmpe3eHTanusi TPOBOJUTCS B IPUCYTCTBUH OCTATBHBIX CTyJeHTOB. Ha
BBICTYIUICHHUE OTBOJIUTCS HE Ooyiee 5 MUHYT. Bo Bpems BBICTYIIIICHUSI CTYJEHT JTOJDKEH
0003Ha4YUTh OCHOBHYIO 11€JIb MPE3EHTAIINH, a TaKXKe LEeJTbHO CHOPMYJIUPOBATh OA30BYIO

UIEI0.

MeToauKa OLIEHMBAHUSA BHINOJHEHUS MPe3eHTAluM

bannv Ouenka Ilokazamenu Kpumepuu
5 «otnnyHo» | 4. IlonHoTa BoinonHensl Bce TpeOOBaHMS K IOATOTOBKE
BBITIOJTHEHMS; mpeseHTanuu:  o0o3HaueHa  mpobiemMa U

5. CBOEBpPEMEHHOCTh

000CHOBaHa €€ aKTyaJbHOCTb, CHEJaH KpaTKHi

BBIIIOJTHEHU A, aHaJIu3 Pa3IMYHBIX TOYCK 3pCHHUA Ha
6. YerkocTh paccmaTtpuBaeMyr0  IpobieMy U JIOTHYHO
U3JI0KEHUS Ulen | HU3JI0)KeHa coOCTBEHHas 03U,
NpEe3EeHTAllMK BO BpeMs | chopMyJIupoBaHbl BBIBOJBI, TEMa PaCKphITa
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3-4 «XOPOIIO»
1-2 «yIIOBJIETB
OpUTETHEHO
»
0 «HEYIO0BJIE
TBOPH-
TEIBLHOY

3alllUThI.

MOJIHOCTBIO, BBIACPXKAaH OO0BEM, COOJIOICHBI
TpeOOBaHUS K BHEIIHEMY O(OPMIICHHIO, YETKOE

U TOCJIICAOBATCIIBHOC BBICTYIUICHUC BO BpCMA

JIEMOHCTpAaLHH.
OcCHOBHBIE TpeOOBaHMS K MOJTOTOBKE
MpEe3CHTAllMM  BHIIOJHEHBbI, HO TMpPH  ITOM

JOTYIIEHbl HENOYeThl. B YacTHOCTH, UMEITCS
HETOYHOCTH B Marepuana,
OTCYTCTBYET JIOTHYECKasi TOCIEIOBATEIHbHOCTh B
CYXKJICHUSX; HE BbIACp)KaH 00BbEeM IPE3CHTAIINH,
HMEITCI YOYyILIEHUS B ohOopMIICHUH;
BBICTYIUICHHE BO BpeMs JEMOHCTpaluu TpeOyer

N3JI0KCHUU

JAOIOJIHUTEJIIBHBIX BOIIPOCOB.

HNmeroTcs CYHICCTBCHHBIC OTCTYIIJICHUA oT

TpeOOBaHMI K Mpe3eHTanuu. B gacTHOCTH: Tema

OCBEIICHA  JIMIIb  YaCTHYHO;  JIOMYIICHBI
(bakTHueckue OOKH B CoJIep>KaHNU
MIPE3CHTAIIH 170071 npu OTBETE Ha
JIOTIOJTHUTETbHBIE BOTIPOCHI BO BpeMmsI
BBICTYTUICHHSL.

Tema Npe3eHTaUH HE pacKpbITa,

O6H8py>KI/IBa€TCH CYIICCTBCHHOC HCIIOHUMAHHC
HpO6J'IeMI>I, HEC IMpOBCACHA ACMOHCTpal A
IIpE3CHTAllUN.

[IpakTueckne 3aaHv€ BBITOJHSIOTCS HEMOCPEACTBEHHO BO BpEMs 3aHATUUI
CEMUHAPCKOTO THUMa (OJHO 3aJlaHME€ HAa OJHY TMapy COTJIAaCHO TEKyIIeH TemaThKe
3aHsATUA). CTYyIOEHTbl [NOJKHBI BBINOJHATH 33JaHUE CaAMOCTOSTENbHO, HO HMEIOT
BO3MOXHOCTh OOpaTUTHCS K TPEMOJaBATENI0 3a Pa3bsICHEHUSIMU MOCTAHOBKH 3a7a4d

500041 OHCHKOﬁ MNPpaBUJIBHOCTH IIPCACTABIICHHOI'O PCHICHMA.

Ecnu mpenongaBarens

BBIHYXACH Pa3bsACHATL ACIICKTbI HCIIOCPCACTBCHHOI'O BBIIIOJIHCHHA 3alaHUA, TO 3TO
HCTATHUBHO OTPAKACTCA Ha OLCHKC BBIITOJHAIOMICTO 3aaHUC CTYACHTA.

MeTO)II/IKa OIlCHUBAHUA BBIIIOJIHCHUA 3a1a41

bannwu Ouenka Hokazamenu Kpumepuu
9-10 «otimmaHo» | 1. IlomHoTa OcHoBHBIE TpeOOBaHUS K BBIMIOJTHEHUIO 3aTaHUS
BBITIOJIHEHUSI 3aJ]aHusl; | BBIMOJIHEHBL. [IpoieMoHCTpupOBaHO yMeHHE
2. CBOEBpEMEHHOCTh aHATM3UPOBATh CUTYAIIMIO U HAXOIUTh
BBITIIOJTHECHMS 3aJ]a4H; ONTUMAIBHOE KOJIMYECTBA PEIICHHM, YMEHUE
3. CamocToATenbHOCT | paboTath ¢ HH(MOpMaIMeld, B TOM YHUCIIe YMECHUE
b PEIICHHUS. 3aTpeOOBaTh JOMOJHUTEILHYIO HHPOPMAIHIO,
HEOOXOUMYIO JUJISl TOCTHKEHUS TTOCTaBICHHON
()71
6-8 «XOPOIIOY OcHOBHBIE TPeOOBaHUS K BBIMOJTHEHUIO 3aJaHUS
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3-5 «YIOBIIETB
OpPUTEILHO
»
1-2 «HEYIO0BJIE
TBOPH-
TEIHHO»

peann30BaHbl, HO MPHU 3TOM JOMYLIEHBI HEI0UETHI.
B yacTHOCTH, HEZTOCTaTOYHO PACKPHITHI HABBIKU
KPUTUYECKOTO OLEHUBAHUS PA3IMUYHBIX TOYEK
3peHus, OCYIECTBICHUE CaMOAaHAaJIN3a,
CaMOKOHTPOJISI U CAMOOLIEHKH, KPEaTUBHOCTH,
HECTaHIaPTHOCTH MpeJiaraeéMbIX pelieHui

HmeroTcs CyleCTBEHHbIE OTCTYIIEHUS OT
BBITNIOJTHEHUSI pabOThL. B 4acTHOCTH OTCYTCTBYIOT
HaBBIKM YMEHUS MOJCITUPOBATH PELICHUS B
COOTBETCTBUHU C 33/IaHUEM, IPEICTABIIATD
pas3NuYHbIEe MOAXOIBI K pa3paboTKe IIaHOB
JICUCTBUA, OPUEHTUPOBAHHBIX HA KOHEYHBII
pe3yJibTaT

33,[[8‘18. HC HCIICHA, O6Hﬂpy>KI/IBaCTCH
CYHCCTBCHHOC HCITIOHNMMAHUC HpO6JI€MI>I

JlabopaTopHble pabOTHI BBIMOJIHSIOTCS B CIECIMAIM3UPOBAHHON ayJUTOPUHU BO
BpeMsi J1abOpaTOpHBIX 3aHATUN. [IpemycMOTpeHO BBIMOJHEHUE OJHOUW JTabopaTOpHOM
paboThl B TEYEHUE OJHOTO 3aHATUSI COTJACHO TeKyIler TemMaTtuke. CTyJIeHThl JOJKHBI

BBIIIOJIHATE 3aJaHUC CaMOCTOATCIIBHO,

HO HMCIHOT BO3MOXHOCTB O6paTI/ITI)C}I K

IIPENOAABATENIO 32 PA3BACHEHUSMM IOCTAHOBKH 3aJa4M WJIA OLEHKOM NMPABUIBLHOCTH
IIOJIyYEHHOI'0 pe3yibpTata. Ecin mpenomaBaTenb BBIHYKICH pPa3bACHATb ACHEKTHI
HEIMOCPEICTBEHHOI'O BBIMOJIHEHHSI 1IAroB JIA0OpaTOpHOM pPabOThl, TO 3TO HEraTUBHO
OTpa)KaeTcsl Ha OLICHKE BBIMOJHAOLIETO 3aJaHUE CTYACHTA.

MeToanka oueHUBAHUS BBINOJIHEHUS 1a00pamopHbix paoom

bannwt Ouyenka IHokazamenu Kpumepuu
13-15 «otnnyHo» | 4. [lonHoTa OcHoBHbIE TPeOOBAHUS K BBIITOJIHEHUIO 33 JaHUS

BBIIIOJIHCHUSA 3aJaHUA Ha60paTOpHOI‘;I pa6OTBI BBITIOJTHCHEI.

MabopaTopHoit [IponemMoHCTpHpPOBAaHO YMEHHE aHATU3UPOBAThH

paGoTEL, CHTYallMIO 1 HAXOJUTb ONTUMATLHOE KOJIHYECTBA
pelieHuit, yMeHue pabotats ¢ MHQOpMaIiei, B

5. CBOEBPEMEHHOCTh
TOM YHUCJIE YMEHHE 3aTpeOOBaTh AOMOIHUTEIBHYIO

BBITIOJHCHUSA  3aIaHUA | yyyhopmariro, HEOOXOUMYFO ISt JIOCTHKEHUSI

nabopaTopHOi IIOCTaBJICHHOM LEIU

9-12 «xopomio» | paboThI; OcHoBHBIE TPeOOBaHHUS K BBITIOJHEHUIO 3aJaHUS

6. CaMOCTOSTEILHOCT | 1a00paTOpHOM paboThl pean30BaHbl, HO IIPH 3TOM

b eIITIeHHS. JIOTTYIIICHBI HeIOYeThl. B 4aCTHOCTH, HEJJOCTATOYHO
PaCKpPBITHI HABBIKA KPUTHYECKOTO OLIEHUBAHUS
Pa3IMYHBIX TOYEK 3PEHUS, OCYIECTBICHHE
caMOaHan3a, CAMOKOHTPOJIS U CAMOOIIEHKH,
KpEaTUBHOCTH, HECTAHIAPTHOCTH IPeIIaraeMbIX
peleHu

5-8 «yJIOBJIETB Nmerotcs cyliecTBeHHbIE OTCTYILICHHS OT
OPHTEIHHO BBITIOJTHEHMSI TAOOpaTopHOi paboThl. B uacTHOCTH

»

OTCYTCTBYIOT HaBbIKH YMEHHSI MOAEIUPOBATH
pelieHus: B COOTBETCTBUU C 3aJJaHUEM,
MIPEJICTABIISATh Pa3IUUHbIC MOAXO0AbI K pa3paboTKe
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IJIAHOB IEUCTBUM, OPUEHTUPOBAHHBIX Ha
KOHEYHBIN pe3yJIbTaT

0-4 «HEYyAOBJIE [aru BeIONTHEHHS T1a00PATOPHOM pabOTHI HE
TBOPH- BBITIOJTHEHBI, 0OHAPYKUBAETCSI CYIIECTBEHHOE

TeNTBHOY HENIOHMMAaHUE IPOOJIEMBI.

3ader TpUHUMAETCS B THCHBMEHHON (QopMe Ha TMOCIEAHEM MPAKTHUYCCKOM
3aHATUU. B 3agaHum K 3a4eTy JarOTCsA JIBa TEOPETHYECKUX BOMpPOCAa M OJHA 3ajiaua.
Crynentry mpenocraBisercs 90 MUHYT JIi THUCBMEHHOTO H3JIOKCHHS OTBETOB Ha
BOIIPOCHI M PEIICHUIO 3a/Jayd. 3a OTBEThl HAa TEOPETHYECKHE BOIPOCHI CTYICHT
MaKCUMaJIbHO MOET MOJy4uTh 14 OanmoB. 3a perieHue 3ajJadyd — MaKCUMaJIbHO 6
oayoB. [IpoxoaHoit 6am Ha 3adyeTe — 12 6ayoB.

MeToauka OlleHHBAHHUS OTBETOB Ha 3a4eTe

BaJsl Onenka IHoxka3zaTesnn Kpurepun
1. TlomHOTa W3JIOKEHUS JlaH OIHBIN, B JOTHYECKOM
TEOPETHYECKOr 0 IIOCJIEIOBATEIbHOCTH Pa3BEPHYTHIN
Marepuana; OTBET Ha MOCTABJICHHBIN BOIIPOC, T/1€
2. IlonHorta u 00y4Jaronuuics MpoIeMOHCTPUPOBAIT
MPaBUILHOCTH PEILICHUS 3HaHUE AUCLUIUIMHBI B TIOJIHOM
MPaKTUYECKOTO 3a/I1aHMS; 00beMe yueOHOM TpOrpamMMBl,
3. [IpaBUIBHOCTH W/WIN JIOCTaTOYHO TTyOOKO OCMBICTHBACT
apryMEHTHPOBAHHOCTh JUCLUIIINHY, CAMOCTOSITEBHO U
U3JI0KEHUS MCYEPIBIBAIOIIE OTBEUAET HA
(mocnenoBaTeNbHOCTD JIOTIOJIHUTEIbHBIE BOIIPOCHI, TPUBOJAUT
neicTBUi); COOCTBEHHBIE IPUMEPHI 10
4. CaMOCTOSTEeILHOCTD po0JIeMaTHKE IMMOCTABIEHHOTO
OTBETA T.J. BOIIPOCA, PEIINI IPEAJIOKEHHBIE

MpaKTUYECKHE 3aaHus 06€3 OmnOOK.

12-20 «3auTeHo» JlaH pa3BepHyTbII OTBET HA
MOCTaBJIEHHBINA BONPOC, TI€ CTYAECHT
JEMOHCTPHUPYET 3HAHUS,
npuoOpeTeHHbIE Ha JIEKIIMOHHBIX U
CEMMHAPCKHX 3aHATUAX, & TAKKE
MOJTyYEHHBIE TOCPECTBOM U3YUECHHUS
00s13aTeNIbHBIX YYeOHBIX MAaTepHAIIOB
0 KypcCy, AaeT apryMEHTUPOBAHHbIE
OTBETHI, IPUBOJIUT NpUMepbl. OTHAKO
JIOTTYCKaeTCsl HETOYHOCTh B OTBETE.
Penmn npensoxkeHHbIe TPaKTUYECKHE
3aaHus ¢ HEOOIBIINMU
HETOYHOCTSIMHU.

JlaH OTBET, CBUIETENbCTBYIOIINNA B
OCHOBHOM O 3HaHHMH MPOIIECCOB
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0-11

«He 3auTeno»

M3y4aeMOM TUCLUIUIMHBI,
OTJIMYAIONINICS HEAOCTATOYHOU
rJIyOMHOMN M MOJTHOTOM PACKPBITUS
TEMBI, 3HAHHEM OCHOBHBIX BOIIPOCOB
TEOpHH, cl1ab0 cPOPMUPOBAHHBIMU
HaBbIKAMU aHAJIN3a SIBJICHU,
IIPOLIECCOB, HEAOCTATOYHBIM YMEHUEM
JlaBaTh ApIYMEHTUPOBAHHBIE OTBETHI U
IIPUBOJIUTH puMepHI. [lomyckaercs
HECKOJIbKO OIIMOOK B COAEPIKaHUU
OTBETA U PELICHUH NPAKTUYECKUX
3aJaHuH.

JlaH OTBeT, KOTOPBII COAEPKUT P
CEPbE3HBIX HETOUHOCTEH,
00HapyKUBAIOIINI HE3HAHUE
MPOIECCOB U3y4aeMOM MPEIMETHOM
00J1aCTH, OTIMYAIOIINNCS HETITyOOKUM
PacKpbITUEM TE€MbI, HE3HAHUEM
OCHOBHBIX BOIIPOCOB TEOPUH,
Hec(OPMUPOBAHHBIMHU HABBIKAMHU
aHaJIn3a SBJICHUH, IPOLIECCOB,
HEYMEHUEM JaBaTh
apryMEHTHPOBAHHBIE OTBETHI. BBIBOABI
MOBEPXHOCTHHI. Pemenue
IIPAKTUYECKUX 3aJlaHUN HE
BBITIOJIHEHO, T.€. CTYJEHT HE CIIOCOOeH
OTBETUTbH Ha BOIIPOCHI IaXe NpU
JIOTIOTHUTEIBHBIX HABOISIIINX
BOIpOcax IpenoaaBaTes.
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JIMCT aKTyaJu3aluy OLEHOYHBIX MATEPHAJIOB 10 AMCHUIIUHE
«be3onacHocTh HHppacTpyKkTypsl UHTEpHETA-BeELICH»

OreHoYHbBIE MaTEPHAIIBI IEPECMOTPEHBI,
00CyXIeHbI U 0JI0OPEHBI Ha 3aceaHuu Kadenpsl

[IpoTOKOIT OT « » 20 r. Ne

3aB. kadeapoit

O1eHOYHBIE MaTEPHAITBI TICPECMOTPEHBI,
00CYXKJIeHbI U 0JI00pPEHBI Ha 3acelaHny Kadeapbl

[TpoTOKOJ OT « » 20 r. Ne

3aB. kadenpoit

OreHOYHBIE MaTEPHAITBI TIEPECMOTPEHBI,
00CYKJIeHbI U 0JI00pPEHBI Ha 3acelaHny Kadeapbl

[TpoTOKOI OT « » 20 r. Ne

3aB. kadenpoit

OreHOYHBIE MaTEPHAITBI TIEPECMOTPEHBI,
00CYK/IeHbI U 0I00pPEHBI Ha 3acelaHuu Kadeapbl

[IpoToKOI OT « » 20 r. Ne

3aB. kadeapoit
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