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Ha3naueHne OlleHOYHBIX MaTepuaioB

OueHoYHbIE MaTepHalibl JJii TEKYLIEro KOHTPOJISI YCIEBAEMOCTH (OLICHUBAHUS
X0/la OCBOECHHUSA JHUCIUIUIMH), JUIsi TPOBEICHUS MPOMEKYTOUHOM aTTecTaluu
(ollecHMBaHMSI TMPOMEKYTOUHBIX M OKOHYATEIbHBIX PE3YyJbTaTOB OOYy4YEHHUS I10
JTUCLUUIUIMHE) oOydaromuxcss 1o auctuiuinHe «Mudopmannonnas 6€30macHOCTh
SKOHOMHUYECKHUX CHCTEM» Ha COOTBETCTBUE HMX YUYEOHBIX JOCTHXKCHHHN MOA3TalHbIM
TpeOOBaHMSIM  00pa3oBaTeIbHOM MporpaMMbl  Bbicuiero obOpazoBanusi 10.04.01
Uudopmanmonnass  6e3omacHOCTh, mNpoduiib  «YropaBieHrne  HMHPOPMALUOHHOM
0€30MacHOCThIO ¥ TEXHOJIOTHH 3alTUThI HH(POPMAITUN

Onenounble Marepuanbl 1o guciuiuimHe «MHpopMannonHas 0€30MacHOCTh
HPKOHOMHYECKUX CHCTEM» BKIIOYAIOT B CeO0si: MEpPeueHb KOMIETCHIMI C yKa3aHueM
BHJIOB OLICHOYHBIX CPEJICTB B IIPOLIECCE OCBOEHUS TUCLUILIMHbBL, ONMUCAHUE TTOKa3aTeIe
U KPUTEPHUEB OICHWBAHHS KOMIICTCHIIMI HAa Pa3IUYHBIX JTamax ux (HOpMUPOBAHWS,
OMHCaHUE IIKaJ OLICHUBAHUS; TUIIOBbIE KOHTPOJIbHBIC 3aJJaHUSI WM WHBIE MAaTEpUAJIbI,
HEO0OXOMMBbIE JIJISl OLIEHKU 3HAHWUW, YMEHHU, HAaBBIKOB U (MJIM) OMbITA JACSTEIHLHOCTH,
XapaKkTepU3yroUMX dTarbl GOpMUpPOBaHUS KOMIETEHIMN B miporiecce ocBoenus OIIOIT;
METOJUYECKHE MaTepHUaibl, OMPEACISIONIUe IPOLEeayphl OLICHUBAHUS 3HAHUN, YMEHUH,
HaBBIKOB W (WJIM) OMbITA ACATEILHOCTH, XapaKTEPHU3YIOIMIMX ATarnbl (POPpMHUPOBAHUS
KOMIIETCHIIAM.

OueHouHble MaTepHualibl CPOPMUPOBAHBI HAa OCHOBE KIIIOYEBBIX MPHUHIUIIOB
OLICHUBAHMUSL:

— BQJIUJIHOCTH: OOBEKTHI OIIEHKU JIOJKHBI COOTBETCTBOBATH IMOCTABIECHHBIM IEISIM
oOyueHus;
— HaJACKHOCTH: HCIOJIb30BAaHUE €IMHOOOPA3HBIX CTAaHIAPTOB M KPUTEPHUEB IS

OILICHUBAHUS JIOCTHXKCHUM;

— OOBEKTUBHOCTH: pa3Hble 00ydaromuecs JOKHBI UMETh PaBHBIC BO3MOKHOCTHU

JUISl JOCTHDKEHUS yCIexa.

OCHOBHBIMM MapamMeTpaMu U CBOMCTBAMHU OLIEHOYHBIX MaTEPHUAJIOB SIBJISIOTCS:

— TMpeaMeTHasi HAMpPaBJIEHHOCTh (COOTBETCTBUE MPEAMETY HM3YyUEHHsS] KOHKPETHOMH

JTACIUTIIIAHBI);

— cojep)KaHue (COCTaB W B3aWMOCBSI3b CTPYKTYPHBIX €IWHHUI], OOpa3yIOIINX

COJIep)KaHHE TEOPETUUECKON U MPAKTUUECKON COCTABISIOMIMNX JUCIUILIUHBI);

— 00beM (KOJMYECTBEHHBII COCTaB OIEHOYHBIX MAaTEpUAJIOB);
— Ka4eCcTBO OILICHOYHBIX MAaTEepUajoB B IEJIOM, OOECHEYHMBAIOLIEE IOIYyYEHUE

OOBEKTUBHBIX M JOCTOBEPHBIX PE3yJbTATOB MPHU IMPOBEAECHUM KOHTPOJIS C

Pa3JIMYHBIMHU LIEJISAMHU.



PA3JIEJI 1. NIEPEYEHh KOMIETEHIIUHN C YKASAHUEM BH0OB
OLEHOYHBIX CPEACTB B IPOHECCE OCBOEHUA JUCHUIIJIMHBI

1.11lepeyens popMupyemMbIX KOMIIETCH UM

Kon xommeTennuun

dopMyITUPOBKA KOMITETEHIIUI

IIK

MNPO®ECCHUOHAJIBHBIE KOMIIETEHIIUHN

ITK-1

CrnocoOeH OCYHIECTBIATh TOAOOP CPEIACTB W TEXHOJOTHHA 3aIlUThI
nHGOPMAIIUU ¥ IPUMEHSTh X B TPO(HECCHOHATLHOM e TEIIbHOCTH

1.2. IlepeyeHb KOMINETEHIUI ¢ YKa3aHHEM 3TAaN0B UX GOPMUPOBAHUS
dopmupyembie Kon u [Inanupyemsl YpoBHU Kpurepun Bunst
KOMIIETEHIIMY | HAUMEHOBAHH | € Pe3YJbTaThl | oCBOCHUS OIIEHUBAHUSI OILICHOYHBIX
€ MHJIMKATOpa| OOYYEeHHS 10 | yovreTermmit | cOPMUPOBAHHOCTH cpencrs
JOCTHKEHUS | JUCLIUILIIMHE, .
KOMTICTCHITHIA
KOMIIETEHIINH | XapaKTepU3y
IOLIUE 3TAIBI
¢dbopmupoBan
ust
KOMIIETEHLINI
K-1: INK-1.2: 3HaTh: [ToporoBerii | O0y4arommiics Baok A —
Crnocoben ObGecneunBae |— YpPOBEHb  |cl1abo (YaCTUYHO)  |3aJaHus
OCYIIECTBIISITH |T TEOPETUUECK SHAST PEIPOTYKTUBHOT
o700 0€30MaCHOCT |M€ OCHOBBI
1O0p TEOPETUUECKHE 0 YpOBHA
CPEICTB U b uH(pOpMaIno — TECTOBBIC
TE€XHOJIOIMH IIPUMEHAEMBI | HHOU OCHOBDI 3a/1aHus;
3aITUTHI X 0€301MacHOCT MH(pOPMALMOHHOK | _ BOIPOCHI IS
uHpOpMaIUU ¥ |MHGOPMAITUO |1 U 3AIUTHI 0€30MacHOCTH U 00CYyKIECHUS
MPUMEHATh UX |HHBIX uHpopManuu 3aIUTHI
B TEXHOJIOTHH  |; MH(pOPMAIHH
Hpo{})eCCHOHaﬂ — THIHOBBIC bazoBerii | OOy4aroruiics ¢
BHOM MIPOrpaMMHO-
YPOBEHb  |HE3HAYUTEIbHBIMU
JESITeIbBHOCTH anmnapaTHbIe
cpeicTBa 1 OIMOKAMH H
CUCTEMBI OTACJIIbHBIMH
3aIUTHI npoOenaMu 3HaeT
uH(pOopManru TEOPETUYECKHUE
oT OCHOBEI
HECaHKIMOHU .
nH(pOPMALIMOHHON
POBaHHOTO 5
MACHOCTHU U
J0CTyTa B e30MacHoC
KOMIIBIOTEPH SallHThI
VIO cpeay nH(pOopMaIun
[TponBunHyTH | OOy4JaronIUiics ¢
1 YPOBEHb Tpebyemoii

CTCIICHBIO ITOJITHOTBI
1 TOYHOCTH 3HACT
THUITOBBIC




dopmupyembie Kon u IInanupyemsl YpoBHU Kpurepun Bunst
KOMIIETEHIIMM | HAUMEHOBAHH | € Pe3YJbTaThl | oCBOCHUS OlIEHUBAHUSI OILICHOYHBIX
€ MHJIMKATOpa| O0YYeRHS 0 | yovieTermmit | cOPMUPOBAHHOCTH cpencrs
JOCTHKEHUS | JUCLUILIINHE, KOMITeTEHITHH
KOMIIETCHIINH | XapaKTEPU3y
IOLIUE 3TaIBI
¢dbopmupoBan
ust
KOMIIETEHLINI
IPOrpaMMHO-
anmapaTHbIe
CPEIICTBA U CUCTEMBI
3aIUTHI
uH(popmaIuu ot
HECaHKIIMOHUPOBAH
HOTO JIOCTYyTIA B
KOMITBIOTEPHYIO
cpeny
Ymersn: [Toporoseiii |OOyuatomuiics Baok B —
— BBISABIIATD YPOBEHb cnabo (4acTUYHO) 3aJlaHus
BO3MO>KHBIE yMe€T BBIABIIATE PEKOHCTPYKTHUBH
YIPO3®I BO3MOXHBIE yrpossr | 0T 0 YPOBHA
00BEKTY — TECTOBBIC
B O0BEKTY 3aIIUTHI U S
OLIEHUTh OLICHHTB — KOMIUIEKT
BO3MOXHBIN BO3MO>KHBIN ymep6 TEMATHUK JUTA
yiep0b 1o 10 KaKJIOMY BUly |pedepaToB
Kaxaomy yrpo3, BEIOUpaTh
BUAY yTPOS3; CIOCOOBI 3aIUTHI TI0
— BLIOpaTs KOKIOMY BUTY
CHIOCOOBI
SALLATEL 110 YIpO3 ¥ OICHUTH UX
KaKIOMY CTOUMOCTb U
BHJy YyTPO3 U COITOCTABJISTh
OLICHUTH UX CTOMMOCTH 3aIUTHI
CTOMMOCTb, OT KOHKPETHOMN
- YIpO3HI C yiepoom
COITOCTABJISTh
CTOMMOCTH 0T peanu3aluu
3QIUTHI OT YTPO3bI
KOHerTHOﬁ bazosBrrit O6yqafomuﬁcs1 C
YTPO3BI € YPOBEHb  |HE3HAYUTEIIHLHBIMU
yiepoom ot 3aTPyIHCHUSMH
peansann yMeeT BEIOpaTh
yTPO3BL.

CIIOCOOBI 3aIMUTHI 10
KaX0My BULY
YIrpo3 U OLEHUTh UX
CTOUMOCTH

[IpoaBUHYTHI

OOyuaronmics




dopmupyembie Kon u IInanupyemsl YpoBHU Kpurepun Bunst
KOMIIETEHIIMM | HAUMEHOBAHH | € Pe3YJbTaThl | oCBOCHUS OlIEHUBAHUSI OILICHOYHBIX
€ UHAMKaTopa| 00y4YeHHUs 10 KOMIETEHIHi | chOPMHPOBAHHOCTH CPEICTB
JOCTHKEHUS | JUCLUILIINHE, KOMITeTEHITHH
KOMIIETEHIIUH | XapaKTEpU3y
IOLIUE 3TaIBI
¢dbopmupoBan
ust
KOMIIETEHLINI
i ypOBEHb |YyMEET COIOCTABIIATh
CTOMMOCTH 3aIllUTHI
OT KOHKPETHOM
yTpo3bl € yuiepoom
OT peanu3aluu
yTpO3bl
Baanern: [ToporoBsiii | OGy4arommiics Baok C -
— ME€TOoJaMHu ypoBeHb  |cnabo (YacTHUYHO)  |3aJaHMs
MIPOBEICHUS BiIajieeT MeToaMy | IPAKTUKO-
pacueToB pOBEIeHHS OpUEHTUPOBAHH
SKOHOMHUYECK Oro YpOBHS
UX IOTEPH OT pacteros - KeHChl;
pean3aLiy HKOHOMUYECKUX — naGopatopHbie
yrpo3 NOTEPb OT paboThL.
00BEKTY peanuzanuu yrpos
3alllnThI; O0BEKTY 3allUThI U
— MeToAaMu OLICHKH yIiepOa 1o
OLIEHKH
ymep6a 1o KaKIOMY BUY
KAKIIOMY yIpo3, METOolaMu
BHJLy yTpO3, BBISIBJICHUSI COCTaBa
METOJIaMU MOTEHLIUATIBHBIX
BBISIBJICHUS yIpo3 00BEKTY
cocTaBa 3AIIUTHI
MOTCHIMATLH bazoBerii | OOy4varomnuiics ¢
BIX yIpO3
oBBeKTY YpOBEHb  |HEOONIBIINMHU
3AIIHTHL. 3aTpyIHEHUSIMU
BIIa/IEET METOJJaMU
OLICHKH yIiepOa 1o
KaKIOMY BUY
yIpo3, METOolaMu
BBISIBJIEHMSI COCTaBa
MOTEHLUAIBHBIX
yIpo3 00BEKTY
3aIUTHI
[TpoaunyThl |OOy4aronuiics
il ypoBeHb |CBOOOJIHO BJIaJIEET

METOJIaMHU OLICHKU
ymiepOa 1o




dopmupyembie Kon u IInanupyemsl YpoBHU Kpurepun Bunst
KOMIIETCHIIMY | HAUMEHOBAHM | € PE3YJIbTAThl |  oCBOCHUS OIICHUBAHHS OLICHOYHBIX
€ MHJIMKATOpa| O0YYeRHS 0 | yovieTermmit | cOPMUPOBAHHOCTH cpencrs
JOCTHKEHMS | JUCLUIIIINHE, KOMITeTEHITHH
KOMIIETECHIIMH | XapaKTEpU3y
FOILUE DTaIbI
¢dbopmupoBan
us
KOMIIETCHLIUH

Ka)XXJIOMy BUJLY
yIpo3, METOAaMHU
BBISIBJICHUS COCTaBa
MOTEHIUATBHBIX
yIpo3 OOBEKTY
3alIUTHI




PA3JIEJI 2. 3ananus, He00XoauMblIe /1Jisl OLIEHKH IJIAHUPYEMbIX Pe3yJbTAaTOB
00y4yeHHs MO0 JUCHHUILUIHHE

st npoBepku chopmupoBanHocTy komnereHuuu IK-1: Cnocoden
OCYLIECTBJIATH NOA00P CPEIACTB M TEXHOJOIHi 3alIMThI HH(POPMALUH U
INPUMEHATH UX B IPO(PEeCCHOHATBHOM 1eATeJIbHOCTH

IIK-1.2: OdecnieunBaeT 0€301aCHOCTH NMPUMEHAEMbIX HH(POPMAIHOHHBIX
TeXHOJIOr i

baok A. 3axaHus penpoayKTUBHOIO YPOBHS («3HATH))

A.1 ®oHJ TeCTOBBIX 3aJaHUH IO AMCHUIIJTHHE

1. Uto W3 MEepeYMCIeHHOTO0 OTHOCUTCS K IeisM oOecrnedeHus WHOOPMAITMOHHON
0€30MacCHOCTH B 3 KOHOMUYECKHUX CUCTEMaX?

a. KondunenmaisHOCTh

b. HTerpanbHOCTh

c. JlocTynmHOCTh

d. Y100cTBO HCIIOIB30BaHU

2. BeiOepuTe OCHOBHBIE MEXaHM3Mbl ayTEHTU(PUKAUIUU B  HKOHOMHYECKHUX
UH(OPMAITMOHHBIX CUCTEMAX:

a. [Taposmm

b. Ponu

c. Metku nocryna

d. buomerpus

3. Kakne u3 mepeyucieHHBIX Mep SBISIOTCS aJIMUHHUCTPATUBHBIMH MEpPaMU 3aIUTHI
uH(popmarumn?

a. YCTaHOBKa CHCTEM BUCOHAOIIOICHNUS

b. Orpanudenue mpas goctyna Ha ypoBHe OC

c. Pa3paboTka perisamMeHTOB MO UCMOJIB30BAHUIO PECYPCOB

d. Perynsapueie 06yuenust corpyaHukoB B chepe b

4. Kakoit npuHIun nHOOpMAIMOHHONW 0€30MaCHOCTH TOJIPa3yMEBAET MPEOCTABICHHE
MOJIb30BATEII0 MUHUMAILHO HEOOXOUMBIX TIpaB?

a. [IpuHIMIT «HYIEBOrO AOBEPUS»

b. [IpuHIIMTT MUHUMAITBHBIX TIPUBHIICTUI

c. [IpuHium mapurera 1OCTyITHOCTH

d. [IpuHuun ny0aupoBaHus

5. Kakue BuIbI Kpunrorpad@uueckux alrOpuTMOB Haubosee 4acTo MPUMEHSIOTCS s
3alUThl KOHPUACHIIUATbHBIX JAHHBIX B 9KOHOMHYECKUX CHUCTEMAX?
a. Cummerpuunble anroputmsl (AES, DES)



b. Acummerpuunsie anroputMsl (RSA, ECC)
c. Anroputmbl coptupoBku (QuickSort, MergeSort)
d. Anroputmsl xemupoBanus (SHA-256, SHA-3)

6. UTo U3 MepevyucICeHHOI0 MOXHO OTHECTHM K HETaTUBHBIM MOCIJIEICTBUSM YTECUKU
KOH(HIEHINATbHON MHPOPMALIMKY B 3KOHOMUYECKHUX CUCTEMAX?

a. Pemyrauuonuslii yuiep0

b. VBenuuenue npoaax

c. Ilpsmble puHAHCOBBIE IOTEPH

d. VYiyduieHue KOHKYpEeHTHBIX IPEUMYILECTB

7. Kakoii JOKyMEeHT 0OBIYHO pa3pabaThIBAETCs JJIsi ONMMCAHMSI MIPOIIEAYP pearupoBaHuUs
Ha MHIUACHTHI HHOOPMAITMOHHON 0€30MaCHOCTH B OpraHU3aIin?

a. Ilonutuka nabDOpMAITMOHHON OE30MTaCHOCTH

b. Cranmapt mmdpoBaHus JaHHBIX

c. Ilnan oOecneuenus: HEMPEPHIBHOCTU OU3HECA

d. Pernament ana UT-otnena

8. Uro BkmouaeTr B ce0s MpOUECC YHpaBICHUS PUCKAMH HWHOOPMAIMOHHON
6e3omnacHocTU?

a. AHanu3 ys3BUMOCTEH

b. OueHKy BepOATHOCTH HACTYILJICHUS YIPO3

c. YTBEep)KIeHHE HOBBIX OM3HEC-TIPOLIECCOB

d. Pa3paboTky miiaHOB pearupoBaHUs HA HHLIUICHTHI

9. Kaxkoit meTo mu@poBaHusi UCIOJIB3YET OJAUH M TOT XK€ KoY Uil HU(poBaHUS U
pacmppoBaHus?

a. CHMMETpUYHBIN

b. AcumMeTpu4HbIN

c. I'mOpuaHbIit

d. Hudposoit noanucu

10. Kakue 35meMeHTBI OTHOCSTCS K TEXHUISCKUM MepaM 3alluThl HHPOpMAIU?
a. MexcereBble dkpanbl (Firewall)
b. PesepBHOE KOnUpoBaHUE
c. Cucrema ynpaBlieHUs JOCTYIIOM K 3/IaHUSM
d. Cucrema oOHapy>kenus Bropxxeruii (IDS)

11. Yto w©3 TEPEeYUCIEHHOTO SBISETCS KIIOYEBBIM (DAaKTOPOM  IOBBIICHUS
3 (HEKTUBHOCTH CUCTEMBI 3aIUTH SKOHOMHYECKUX JaHHBIX ?

a. Enunopa3oBas HacTpoHKa CUCTEMBbI

b. PerynsipHoe 0OHOBIEHHE CPEJCTB 3AIUTHI

c. OTcyTcTBHE OTYETHOCTH O UHIIMJIEHTAM

d. ITonHoe noBepue BceM COTpYyIHUKAM
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12. Beibepure mpumepsl MyJIbTU(PAKTOPHON ayTCHTH(PUKAIINN:
«Jlorun + mapomnn»

«ITapone + SMS-ko1»

«[Taponp + oTmevyaTok nanabiia»

«Jlorun + myOnuyHas CChUIKa»

fac o

13. Kakue u3 HUKe MePEeUrCICHHBIX CIIOCO00B MPEI0TBPAIIAIOT XUIIIEHUE JaHHBIX TIPU
UX Mepeadye MEexy Moapa3AeIeHUsIMU OpraHu3auu ?

a. Hcnonb3zoBanue VPN-TyHHEnen

b. ludpoBanue kanamna cBs3u

c. IlyOnukarus qaHHBIX HA OOIIEAOCTYITHOM BeO-caiiTe

d. IIpuMeHeHue MPOCTHIX MapOICH

14. Uro u3 mepedyrcIeHHOrO0 OTHOCUTCS K BHYTPEHHHUM YTrpo3aM HH(GOPMalMOHHON
0€3011aCHOCTH YKOHOMHUYECKOM CHCTEMBI?

a. Araku xakepoB u3 MHTepHeTa

b. HecaHKuMOHUPOBaHHBIN JOCTYI COOCTBEHHBIX COTPYAHUKOB

c. CnyyaitHas omunOKa 1Moiab30BaTeNs IPU BBOJIE JAHHBIX

d. MaccoBble ciaM-pacChbUIKU U3 BHEIIHUX UCTOYHUKOB

15. JIyst uero ucnonab3yroTcs IUPPOBbIC CEPTUPUKATHI B SKOHOMHUYECKUX CHCTEMaX?
a. Jlns moaTBepkaeHHs MOIMHHOCTH CepBepa WM KIIMEHTa
b. Jlns yckopenust o0paboTKu TpaH3aKIui
c. ns ontummzaiuu ceTeBoro Tpaduka
d. Jns mmdpoBanus kaHaa mepeayn TaHHbBIX

16. K kakoMy TuIly yrpo3 MOXKHO OTHECTH ycTaHOBKa cKpbITOro I1O 1151 cOopa maHHBIX
0 JIEATEIIBHOCTH MOJIb30BaTENA?

Phishing (¢puiumnr)

Spyware (mmuonckoe I10)

DDoS (pacrnpeneneHHbIN 0TKa3 B 00CITyKUBAHUH )

Rootkit

/e o

17. UYro oOTHOCHTCS K OCHOBHBIM IeJsiM  0O€30MacCHOCTH  BJIEKTPOHHOIO
JIOKyMEHTO000pOTa B (PMHAHCOBBIX OpTraHU3AIMIX?

a. Ilogneprka BBICOKHX IPOJAXK

b. OOecnedeHne CEKPETHOCTH IOKyMEHTOB

c. Bo3M0OXHOCTH OBICTPOr0 M3MEHEHHSI TOKYMEHTOB

d. T'apanTupoBaHHasi COXpPaHHOCTH (LI€IOCTHOCTh) JOKYMEHTOB

18. Kakoit cranmapt uHGOPMAIMOHHON O€30MacHOCTH OOBIYHO MPUMEHSETCS IS
3aIUTHI JAHHBIX B TJIATEKHBIX CUCTEMAaX?
a. PCI DSS
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b. ISO 27002
c. GDPR
d. GOST 28147-89

20. Kakume cpenactBa 3amuThl OOBIYHO TPUMEHSAIOTCS JJI KOHTPOJSL AKTUBHOCTHU
IIOJI30BATENIEN B 9KOHOMUYECKUX CUCTEMAX ?

a. Cucrema ayura ¥ )KypHaJIupOBaHUs IEUCTBUI

b. Cucrema GJIOKMPOBKHM M YHUUYTOKEHUS HOCUTENEH

C. AHTHBUpYC C pyHKIMENW KOHTPOJIS JOCTyIa

d. Kanennapu pabouux mporeccoB

21. Yto 13 NepevrCcIeHHOr0 XapaKTePU3YET MOJUTUKY YIIPABICHHS apOJIIMU?
a. OO0sA3aTeNBHOCTD PETYJISIPHONM CMEHBI IapOJIs
b. Paspemenue ucnons3oBanus mapostst « 12345y
C. 3ampeT Ha UCIOIb30BaHue OoJiee 4 CUMBOJIOB
d. TpeboBaHMe HUCIOIB30BAHUS CIOXKHBIX Maposiei (OyKBbI, HUPPbI, CAMBOJBI) *

22. Kakme 3amaum pelmaer aHTUBUPYCHOE MpOrpaMMHOE oOOecredeHue B
PKOHOMHUYECKHUX CUCTEMAX?

a. IlpenymnpexnaeHue o BpeJOHOCHBIX (haitiax

b. Obnapy:xeHue 1 OJOKUPOBKA BPEAOHOCHBIX MTPOTrpamMm

C. YmpaBieHUE aKKayHTaMH MOJIb30BaTEIEH

d. Co3gaHue TEHEBBIX KOMUN JaHHBIX

23. YTo u3 MEepEeYUCICHHOTO IMOMOXET CHHU3UTh PHUCK COIMAIBLHON HWH)XCHEPUU B
opraHu3amuu’?

a. PerymsipHbie TeCTHI HA QUITUHT

b. IlyOGnudHoe pacnpocTpaHEeHHE BCEX KOPIOPATUBHBIX KOHTAKTOB

c. HMcnonn3zoBanue cBoboaubix Wi-Fi cereit

d. OOyueHue nepcoHana METoJIaM NMPOTUBOICUCTBUS COIMATILHON WHXKEHEPUU

24. Jlist 9ero B SKOHOMHYECKON CHUCTEME HWCIONIB3yeTcs ympaiienue poyisimu (Role-
Based Access Control, RBAC)?

a. JlJs yCKOpEHUS CETEeBBIX COCTMHECHUIN

b. Jlnst ynporieHus: pe3epBHOTO KOMUPOBAHUS

c. s pacripenenenus npas JOCTyIa COTIACHO JIOJKHOCTHBIM 00S3aHHOCTSIM

d. [ns MOHMTOpHHTA UHTEPHET-TpaduKa

25. Kakue npeuMyIiecTBa J1aeT XpaHEHUE PE3EPBHBIX KONUM KIHOYEBON (PUHAHCOBOM
nH(pOpMaIK BHE OCHOBHOM IIOMIAAKA?

a. 3ammra OT JIOKAJIbHBIX KaTacTpod

b. YckopeHnne o0pabOTKH TpaH3aKIIH

c. Bo3M0OXHOCTH OBICTPOr0 BOCCTAHOBIIEHUS TAHHBIX

d. CHwxeHue 3aTpar Ha 00CIIyKMBaHUE CEPBEPOB

12



26. Uto ciemyeT OCYIIECTBISAThH B MEPBYIO OYEPEIb MPU OOHAPYKECHUH KOMITPOMETAIIHH
KITto4eil mugppoanus?

a. BepHyTb KITIOYM B HCXOJTHOE COCTOSIHUE

b. IIpoBectu mpoueaypy OT3bIBa U 3aMEHBI CKOMIIPOMETUPOBAHHBIX KITFOUEH

c. OTKpBITH AOCTYI K CUCTEME BCEM MOJIH30BATEISIM

d. Yckoputs npouecc mudpoBaHus

27. Jns nepemaun 3amMpOBaHHBIX COOOIIEHUNA MEXIy JBYMS CTOPOHAMHU

ACUMMETPHUYHBIC KPHUIITOCUCTEMbI UCIIOJIb3YIOT KIIFOY, KOTOPBIN SIBIISCTCS
0O0IIeTIOCTYITHBIM.
28. — 9TO MPOIECC ONPEACICHUS W MOATBEPKICHUS MOIJIUHHOCTH

I10JIB30BaTCJIs1 UJIM CUCTCMBI, OOBIYHO nepen nmpeaoCTaBJICHUCM I0CTYIIA K peCypcaM.

29. I'naBHas 3aga4ya cucteMbl OOHapyx eHus Bropxkenuid (IDS) —
aHOMAJIbHOM MJIM HECAHKIMOHUPOBAHHOW aKTUBHOCTH B CETH UJIU CUCTEME.

baok B. 3aganusi peKOHCTPYKTUBHOIO YPOBHS (KyMeTb»)
B1. TectoBbIe 3a1aHus
1. duHaHCcOBast opraHu3alUsl BHEIPSIET HOBYIO CHUCTEMY OHJaliH-OaHkuHra. Kakoi us
MEPEUUCIICHHBIX HA0OpPOB KOHTpPOJEeH WHGOPMAIIMOHHONW O€30MaCHOCTH  SIBIIAETCS
Hanbosee KOMIUIEKCHBIM M TPUOPUTETHBIM JUIS 3alIUThl KOH(QUICHIHMAIBHOCTU U
LEJIOCTHOCTH (PMHAHCOBBIX TpAH3aKIMKA KIMEHTOB M JAaHHBIX Ha BCEX JTamax HX
o0paboTku?

a. HcnonpzoBanue antusupycHoro [10 Ha pabo4ynx CTaHIMSIX COTPYIHUKOB U
MIEPUOANYECKAs CMEHA MTAPOJIEH.

b. MHorogakropHas ayTeHTU(PUKALMS JUIsl KITUEHTOB U COTPYJIHUKOB, CKBO3HOE
mdpoBanue nanubix (TLS/SSL u mudpoBanue 6a3 JaHHBIX), pEryJspHbINA
ayIuT 6€30MaCHOCTH U TECTUPOBAHUE HA MPOHUKHOBEHUE, CErMEHTAIUS CETH.

c. Dusnueckas oxpaHa CEpBEPHbIX MOMEUIEHUN U YCTaHOBKA CUCTEMBbI
BUJICOHAOIIIOICHUSI.

d. OOydeHue cOTpyTHUKOB OCHOBaM MH(OPMAIMOHHOW 0€30MaCHOCTH U
pa3paboTKa NOJUTUKHU YHUCTHIX CTOJIOB.

2. Pacnonoxxure ciaenyromye 3Tamnsl npoiecca ynpapieHUs: puckaMu HH)OPMAIMOHHON
0€30MacHOCTY B JKOHOMHUYECKOW CHUCTEME€ B TNPABUIBHOM METOJ0JOTHYECKOMN
MOCIIEI0BATEIHbHOCTH:

a. O0paboTka pUCKOB (IPUHATHE MEP MO CHIKEHUIO, YKIIOHEHHUIO, TIEpeIaue uiu

OPUHITHIO PUCKA).

b. OnieHka pucKoB (aHaIM3 BEPOSITHOCTU U TOCIEICTBUN peain3aluu yrpo3s).

c. MOHUTOPHHT ¥ IEPECMOTP PUCKOB.

d. UnenTuduxanus akTUBOB U yIpo3.
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¢. KoMMyHHKaIUs 1 KOHCYJIBTHPOBAHUE 110 PUCKAM CO BCEMH 3aMHTEPECOBAHHBIMU
CTOpOHAMH.

3. B kouTekcTe oOecrnedyeHusi HEMPEPHIBHOCTU OW3HEca [JJii SKOHOMHYECKOU
MH(OPMAIIMOHHONW CHCTEMbI, 00palaThIBAOIIE KPUTHUYECKH BAa)KHBIE ILUIATEXKH B
pSKMME PEATbHOTO BPEMCEHM, KaKWe JBa IOKa3aTellsd JIOJDKHBI WMETh HAWMMCHBIIHEC
3HAUEHHUS JUIi MUHUMU3AIMM (UHAHCOBBIX W PEMYTAMOHHBIX IIOTEPh B CIIydac
HHIOUAeHTA?

a. RTO (Recovery Time Objective) u MTBF (Mean Time Between Failures)

b. RPO (Recovery Point Objective) u RTO (Recovery Time Objective)

c. SLA (Service Level Agreement) u RPO (Recovery Point Objective)

d. MTTR (Mean Time To Repair) u ROI (Return on Investment)

4. DKOHOMHUYECKasi CUCTeMa KPYMHOW TOProBOM CETH IMOJBEpriach IEJIEBOM aTake, B
pe3yabTare KOTOpPOM MpOW30Iia YyTeuKa JaHHBIX [JIATEXKHBIX KapT KIUMEHTOB.
Pacnonoxkute B MpaBUILHOM TOPSAKE TEPBOOYEPEAHBIC IIIard pearupoBaHUsl Ha
MHIUJICHT UHGOPMAIMOHHON O€30MaCHOCTH, HAUUHASI C MOMEHTA €ro OOHApYy KEHUS:
a. BoccraHoBIeHHE CUCTEM U JAHHBIX U3 PE3EPBHBIX KOIHI, MPOBEPKA UX
[EJIOCTHOCTH.
b. CnepxvBaHue WHIMJICHTA JJIs IPEOTBPAICHUS JJaJbHEHIIero yiepoa
(HampuMep, U3OJISIIHS 3apaKEHHBIX CETMEHTOB CETH).
C. AHanu3 MHIMJICHTA, OTpe/Ie]ICHNE BEKTOPA aTaku U MacliTada yTeuKH.
d. Unentudukanus v nepBoHaYaIbHas OIlEeHKA MHITU/ICHTA.
€. YBEIOMIJIEHUE PETYIATOPHBIX OPTaHOB U MOCTPAIABIINX KIUEHTOB B
COOTBETCTBHUH C 3aKOHOJIATE€ILCTBOM.
f. HckopeHeHne MPUYMHBI MHIIUEHTA (YCTpaHEHUE YSI3BUMOCTEH, yIaJeHUE
BpeaoHocHoro [10).
g. H3BnedeHue ypokoB, OOHOBJICHHE IJIAHOB pearupoOBaHUs U KOHTPOJIEH
0€30IMacCHOCTH.

5. Kakass koMOuHaIusl TEXHOJOTUN W MPAKTHUK sBisieTcsl Hanbosiee 3PpPeKTUBHON IS
3alUThl HKOHOMHUYECKOM CHUCTEMbl OT HHCAWJIEPCKUX YIPO3, CBS3AHHBIX C
HEIPAaBOMEPHBIM JIOCTYIIOM U MOJIU(UKALMEH KPUTHUUYECKH Ba)XXHBIX (PUHAHCOBBIX
JAHHBIX COTPYAHUKAMHU?

a. ToJIBKO MCIOJIB30BAHKE CIIOKHBIX ITAPOJIEN U UX PETyJIIpHasl CMEHA.

b. Buenpenne DLP-cuctemsl (Data Loss Prevention), npuMeHneHre mpuHIUIA
HaVMEHBIIUX TPUBWIETUH, PETYJIIPHBIN ayAUT AEUCTBUN MOJIb30BATENEH C
IPUBHJIETMPOBAHHBIM JOCTYTIOM, pasjienenue o0s3anHocTei (Segregation of
Duties).

C. YCTaHOBKa MEXCETEBBIX IKPAHOB I10 IIEPUMETPY CETU U MCNoab30Banue VPN
JUISl YJJAJIEHHOTO JTOCTYTIA.

d. IudpoBanue xeCTKUX TUCKOB Ha HOYTOYKax COTPYIHUKOB.
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6. Kakas ocHoBHas uenb npuMeHeHUs UUDPOBBIX moANUCEH TMpu oOMeHe
3JIEKTPOHHBIMHU (PMHAHCOBBIMH JIOKYMEHTAMHU MEX/1y KOHTPareHTaMu B 9KOHOMUYECKOU
cucreme?
a. ObecnieueHne KOH(PHUICHIIMATBHOCTH MEpeIaBaeMoil HHPOPMAIH OT IepexBara.
b. ObecnedyeHne BICOKOH JOCTYITHOCTH CUCTEMBI JIEKTPOHHOTO
JIOKyMEHTO000pOTA.
c. ObecrieueHne METOCTHOCTH JOKYMEHTa M HEBO3MOXXHOCTH OTKa3a OTIPABUTENS
oT (haKkTa OTIIPABKU U COJICP)KAHUS JOKYMEHTA (ayTeHTUIHOCTh U
HEOTKa3yeMOCTh).
d. YBenuueHue CKOPOCTH MEpeadn JOKyMEHTOB 10 CETH.

7. baHk pa3pabaTeiBacT MOOWJIbHOE NPHIIOKEHHE s KineHToB. Ha kakom stame
KU3HEHHOTO IMKIa pa3paboTku mporpammHoro obecneuenus (SDLC) wnaumbGonee
1[eJeCO00pa3sHO U IKOHOMHUYECKH H(P(HEKTUBHO NPOBOIAUTH MOJICTUPOBAHKUE YIPO3
(Threat Modeling) ansi BBISIBICHHS W YCTPaHEHHUS MOTEHIHAJIBHBIX YA3BUMOCTEH
oe3onacHoCcTH?
a. Ha sramne TectupoBaHusi, HEIOCPEACTBEHHO MEPE PETU30M PHUIIOKEHUS.
b. Ha sramne npoekTupoBaHusi apXUTEKTYPhl U PYHKIIMOHATBHOCTH MPUIIOKEHUS.
c. Ha sTane conmpoBoJIeHHs U KCILTyaTallUuu, MOCae 0OHApYKEHUSI TIEPBBIX
WHIIUJICHTOB.
d. MogenupoBaHue yrpo3 He sIBIsieTCSl 003aTENbHBIM JIsI MOOMIIBHBIX
MIPUIOKEHUM.

8. ComocraBbTe HOpPMATHUBHBIC TPeOOBaHUS M CTAHIAAPTHI C MX OCHOBHOW 00JIACTHIO
MPUMEHEHUS] B KOHTEKCTe MHPOPMAIIMOHHOM 0€30MaCHOCTH IKOHOMHYECKUX CUCTEM:

1. PCI DSS a. YcraHaBiauBaeT TpeOOBaHUA K CHCTEME
MEHEKMEHTa nH(POPMAIIMOHHOK
0€30MaCHOCTH OpPraHU3aIINH.

2. GDPR (OOmmit permameHt mno | b. PermameHTHpyeT 3alIuTy NMEepCOHAIBHBIX
3alIUTe JAHHBIX ) JIAHHBIX T'paX<JiaH EBpONEencKoro cor3sa.

3. ISO 27001 c. Cranpapt 0e30macHOCTH JTAHHBIX
WHJIyCTPUM TJIATEKHBIX KapT.

9. Kakast apxuTekTypHasi KOHIIETIHs 0€30MacCHOCTH HaubOoJjee MOAXOAUT JJIsi 3aIlIUThI
KPUTUYECKA BaXXHBIX CEPBEPOB HKOHOMHUYECKOM HMH(POPMAIIMOHHOM  CHCTEMBI,
JIOCTYIIHBIX M3 BHEIIHUX CeTeil (Hampumep, BeO-cepBEphI ISl KIMEHTOB), OT CETEBBIX
aTak, OJITHOBPEMEHHO o0ecreynBasi KOHTPOJIb JOCTyIa K BHYTPEHHUM pecypcam?
a. Pa3mernenue Bcex cepBepoOB B OJHOM MJIOCKOM CETU ¢ 0a30BBIM MEKCETEBBIM
HKpPaHOM Ha rpaHulIe.
b. Hcnonb3oBanue neMuInTapu3oBaHHo 30061 (DMZ) niis pa3MenieHrs BHEIITHE
JIOCTYIHBIX CEPBEPOB, OTACICHHON MEXKCETEBBIMU SKpaHAMU OT BHYTPEHHEU
CETU U UHTEpHETA.
c. OTCcyTCTBHE CETEBOU CErMEHTAIUU JIJIsl YIIPOILCHUS YIIPABJICHUSI.
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d. Hcnonwp3oBaHUE TOJBKO MPOTPAMMHBIX MEKCETEBBIX SKPAHOB HA CAMHX
cepBepax.

10. B »KkoHOMHMYECKOW OpraHu3alid YYacTWJIMCh CIIy4aud YCHEIIHOro (DUIINHTA,
OPUBOJSILIEr0 K  KOMIPOMETAllMM  YYETHBIX  JIAHHBIX  COTPYAHUKOB  H
HECAaHKIIMOHUPOBAaHHBIM (UHAHCOBBIM orepauusM. Kakoil komiuiekc wmep Oyaer
HanOoJee AeMCTBEHHBIM JIJIsl CHUKEHUS JAHHOTO pUcKa?

a. Tonpko ycTaHOBKA cllaM-(pMIIBTPOB HA IIOYTOBOM CEpPBEpE.

b. PerynspHoe o0ydeHne U TECTUPOBAHUE OCBEIOMIIEHHOCTH COTPYAHUKOB I10
BONpocaM (PUILMHIA, BHEAPEHUE MHOTO(PaKTOPHOU ayTeHTU(DUKAIIUY JJIs]
JI0CTyNa K KPUTUYECKUM CHCTEMaM, TEXHUUECKUE CpeACTBa (PUIbTpaluu U
aHaJIn3a MOYThl, CUMYJISILMU (UIIMHTOBBIX aTaK.

C. YBelIMuYEHHUE CI0KHOCTH TpeOOBaHUH K MApOJIIM COTPYIHUKOB.

d. 3amper Ha UCMOJIB30BaHKE JIMYHON MOUYTHI HA PA0OUNX MECTaX.

B2. Temaruka pedeparos
1. CTpykTypa KOHTPOJHMPYIOLIUX OPTAHOB M0 3aUTE HHPOPMALIHH.
CriocoObl ¥ cpeIcTBa MPOCTYIIUBAHUS.
3. KonduaenuuaibHoe coBellaHNe: HECAHKIIMOHUPOBAHHBINA ChEM UH(GOPMAITIH U
METO/IbI 3aLUTHI OT HETO.
4. MeTobl U CpPENICTBA 3aUTHI pe4eBOi HH(OpMaLIUU.
«/leTexTopsl JKM» M UX UCHOIB30BAHUE [T MOTYUYEHHsI HH(POpMAaLIHH.

hd

Baok C. 3ajanusi NPaKTUKOOPHMEHTHPOBAHHOTO YPOBHS /IJIsl AMATHOCTHPOBAHMSI
copMHUPOBAHHOCTH KOMIIETEHIUN («BJIAXETh))

C1. Keiicol

Keiic 1. PearupoBanuie Ha MHIMAECHT yTEUYKU MepcoHanbHbIX NaHHbIX (I1/{H) cormacHo
152-®3
Onucanue cutyanuu: bank "®unancCepBuc" (moamnangaer mnoj aevicteue 152-D3 06
obpabotke I[1JIH) oOHapykui (akT HECAHKIIMOHWPOBAHHOIO JIOCTyMNa K 0asze JaHHBIX
kineHToB (yTekio okoso 10 000 3amuceit ¢ ®UO, nomepamu nacnoproB, CHUJIC u
HoMepamu  cyeToB).  CucTeMHbI  angMuHHCTpaTop  OaHka  3adUKCHpPOBAI
MOJIO3PUTENBHBIA TpaduK ¢ oHOTO U3 pabouux mecT omeparopa call-ientpa B 09:30
yTpa. K 10:00 dakt yreuku noarsepkaen ananuzom toros CYB/I.
3amanme: OOecneunth pearupoBanue Ha wuHINUACHT Wb B coorBeTcTBUU €
TpeboBaHusIMH 3akoHOMaTenbcTBa PD (152-D3, mpukaz ®CTIOK Ne2 1, Pockomuaazop).
Y CcTaHOBUTE MOCIIEIOBATEIBHOCTD IEUCTBHM.
BapuaHnThl OTBETOB:

a. YBemomuTh PockoMHAI30p 0 (hakTe yTEUKH MMEPCOHATBHBIX TAHHBIX B TCUCHUE

24 yacoB ¢ MOMEHTa OOHAPYKEHUSI.
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[IpoBecT BHyTpeHHEE pacclieJoBaHNUE UHITUACHTA, OPOCUTH COTPYIHUKOB call-
IIEHTPA, CHATHh 00pa3bl KECTKUX AUCKOB CKOMIIPOMETHPOBAHHOTO pabovero
MecTa.

HemensieHHO M30JIMpOBATh MOPAKEHHBIA CETMEHT ceTH (OTKIH0YUTh OT JIBC) 1
3a0JIOKMPOBATh YYETHYIO 3aIIMCh ONIEPATOPA, C KOTOPOro 3a)MKCUPOBaH
AHOMAJIBHBIN JOCTYII.

Ouenuts pucku s cyobexToB [1/IH (onpenenuts, Obuty Ju [1J[H nepenanbl
TPETHUM JIUIIAM, UCIIOJIb30BAJIMCH JI OHU JJIsI MOIIICHHUYECTBA) U COCTABUTh
OTY€T 00 MHIUCHTE.

CooO01uTh 0 CIyYUBIIEMCS] MHIIUICHTE ONIEPATOPY CBsI3U (TIpoBaiiiepy), eciu
yTEeUKa IJ1a Yepe3 UX KaHAJIbI.

Pa3zpaboTath 1 peann3oBaTh MIaH KOPPEKTUPYIOITUX MEPOTPUSITHI (yCTaHOBKA
oonosienuit [10, ycunenue kouTposs gocryna Kk bJ1).

Ketic 2. Buenpenue cuctemsl 3amuThl KoH(puaeHIHansHo uHpopMmanuu (C3U) Ha
NPEANPUATHH.

Onucanue curyauuu: IlpombinmenHoe npeanpustue "Mam3aBoa" o0pabaThiBaeT
KOH(UIEeHIHaTbHY0 UH(GOpMaIUIO (He roc. TailHa, HO KOMMepYecKas TaliHa COTJIacHO
cT. 3 3akoHa Ne98-d3 "O kommepuecko TaiiHe"). PyKOBOACTBO pelInio BHEAPUTH
cuctemy 3amuThl KoHpuaenuuansHoi ungopmanuu (C3U1). Celiuac Ha npeanpusTUd
ecTb (paillloBble cepBepbl, paboune CTaHIMK OyXraJTepuH, KOHCTPYKTOPCKOTO OTAENIa U
ACY TII (TexHOIOTHYECKHE MPOIIECCHI).

3apanue: OpranauzoBath C3U B cootBercTBUU ¢ TpeboBanusimMu ®CTOK Poccunm s
KJ1acca 3amuiénHoctd K2 (cpeanuil ypoBeHb 3alMIIEHHOCTH). Y IOPSIAOUUTE Iaru 0
BHenpennro C3U B coorBercTBHM ¢ TpedoBanusaMu @PCTIOK Poccun (mpukas Nel7).
BapuaHTbI OTBETOB:

a.

b.

ATTecToBaTh paboure MecTa U CEpBEPHBIC TOMEIIECHUS HA COOTBETCTBHE
TpeOOBaHUSIM 10 0€30MaCHOCTHU (ITPOBECTU MHCTPYMEHTAJIbHBIA KOHTPOJIB).
Pa3paboTath MOJI€b YTPO3 U MOJENb HAPYIIUTENS sl HHPOPMALIMOHHOMN
CHUCTEMBI TIPEATPHUSITHS.

Bri0paTts kiacc 3anuménnoctu C3U (B naHHOM cityuae yxe onpenenéH kak K2)
U OTIpEICTUTh TPEOOBAaHUS K MEXaHU3MaM 3aIIHTHI.

[IpoBecTn HHBEHTapHU3aIMI0 HHPOPMAIIMOHHBIX aKTUBOB (KaKue JaHHBIE €CTh,
i€ XpaHSTCs, KTO UMEET JJOCTYII).

[TproOpecT 1 yCTaHOBUTH CEPTUPUIIMPOBAHHBIC CPEACTBA 3AUTUTHI
uHpopmaImu (MexcereBoii skpaH, antuBupyc, CK3U, cucrema oOHapyKeHus
BTOPKEHUN).

OOy4yuTh AAMUHUCTPATOPOB OE30MMACHOCTH M TIOJIL30BaTEIIeH TTpaBUiIaM pabOThI C

C3U.

Keiic-3. Opranuzanus 3alUThl KAHAJIOB CBA3U coriacHo TpedboBanusmM banka Poccun™*
Onncanne curyauuu: bank "CeBepnblii Kpenut" nepena€r 37eKTpOHHBIE TIIATEXKHBIE
nokyMmentsl (OIIJI) B PKIl (Pacuétno-Kaccoswiii Ilentp) [Ib P® wuyepes
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o0mie1ocTynHy0 ceTb MHTepHeT. PyKOBOJACTBO peIINMIO YCHWINTH 3alUTy 3THUX
KaHAaJIOB.
3amanne: ObecneunTh 3aUTY KOH(PUICHIIMAIBHOCTH, IIETOCTHOCTH ¥ ayTCHTHYHOCTH
OIIJ mpu mnepenaye mno OTKpbITEIM KaHanaM cBs3u coriiacHo CTO BbP UBBC.
VYnopsanounte MEPONPUATHS IO 3aIUTE KAHAJIOB CBA3M ISl KPEIUTHON OpraHu3aliu B
cootBeTcTBUM ¢ TpeboBanusiMu banka Poccuu (CTO BP UBBC-1.0-2014).
BapuaHTbI OTBETOB:
a. 3aKII0YuTh coramieHue o0 onepatuBHOM B3aumojeiictBuu ¢ PKII s oOmena
KIroueBoit uadopmanueit (ceprudurarsr DLIT).
b. IlpoBectu uaeHTU(HUKAIUIO U Ay TEHTU(PUKAIIMIO B3aUMOJICHCTBYIOIINX CTOPOH
(6anka u PKII) Ha ocHOBE cepTU(UKATOB OTKPBITHIX KITIOUYEH.
c. BwiOpats u BHeaputh ceptudunupoBanusie ®Ch Poccuu cpenctpa
kpunrorpaduueckoit 3amuthl nHGopmanuu (CK3U) kmacca ne nuxe KCI.
d. Pazpaborats u cornmacoBars ¢ PKI] permamenT oOMeHa 37€KTPOHHBIMA
JOKyMeHTaMmu ¢ ucrnonb3oBanueM DI u mmdpoBanus.
e. ChopMHpoOBaTh KIIIOUYEBYIO CUCTEMY (BBIIYCTUTh KOPHEBBIE CEPTU(PHUKATEI,
ceprudukatrel 6anka u PKII, oprannzoBars LEHTpPbI cepTUPUKALINN).
f. IlpoTecTrpoBaTh 3alIUIIEHHBIN KaHAT MepeJayy TaHHbIX, IPOBECTH MPOOHBIN
oomen DI1/I.

Keiic-4. VYmpasnenne poctynom K wuHopManvonHeiM pecypcam 1o ['OCT P
NCO/MDBK 27001%**
Onucanue cutyanun: Kommnanusa "HMudoCucremsl" umeer otnen paspadorku I10,
Oyxranteputo, oTaen kaapoB u cnyx0y Ub. Ects Tepmunansusbiii cepsep 1C, cepsep
paspabotku I10, daitnoserii apxus. Celiuac 110001 COTPYIHHUK OyXTalTepUUd MOMKET
3aiTH Ha cepBeEpP pa3padOTUHKOB.
3amanue: Bueaputh cucremy ympaBieHus goctynoMm (Access Control) Ha ocHOBe
NPUHIMIA MUHUMAJIbHBIX MNpUBUIErHi. Pacnosoxure Mmard BHEIPEHUS CUCTEMBI
ynpasienust goctynom (CY]]) B coorBerctBuu ¢ TpedboBanusamu ['OCT P MCO/MBK
27001 (1. 9.2, 9.4).
BapuaHTbI OTBETOB:
a. Omnpenenuth poJiu Mnosib3oBateneit (Oyxranrep, pa3paboTUHK, pyKOBOJUTENb
MPOEKTa, KaJip) ¥ HA3HAYUTh KaXX0W POJIM NEPeUeHb pa3pelIEHHBIX ACHCTBUH.
b. IlpoBectu kiaccudukanuo HHPOPMAIIMOHHBIX AKTUBOB (KATETOPUU: OTKPBHITHIE,
KOH(HUACHIIUATIbHBIC, CTPOT0 KOH(PUACHIINATBLHEIE).
c. Hactpouth MexaHu3Mbl y4éTa U ayJuTa BCEX MOIBITOK JOCTyNa (JOTUPOBAaHUE
BXO0/1a/BbIX0/1a, IOTIBITOK HECAHKIIMOHUPOBAHHOTO JIOCTYIIA).
d. PeammsoBarh npuHIUI pasaencHus ods3anHocter (SoD, Separation of Duties) —
HaIIpUMeEp, OJMH YEJIOBEK HE MOXKET CaM CO3/1aTh IIATEX U €ro e YTBEPIAUTb.
€. YCTaHOBUTH IpaBuja ayTeHTU(HUKAIuKU (apoiu, IByX(paKTopHas
ayTeHTU(PUKaLUs, CPOK AEUCTBUS aposeil).
f. IlpoBecTu MHBEHTApPU3ALMIO CYLIECTBYIOIIUX MPaB JOCTYIA U TUKBUIUPOBAThH
U30BITOYHBIE PUBUIIETHH.
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Keiic-5. [Toaroroska k aynutry Ub no crangapty ISO 27001.

Onucanue curyarnuu: Komnanus "[latallentp EAE" xouet momyuuts ceptudukar ISO
27001:2013 (I'OCT P UCO/M3BK 27001-2021). Aynut OyneT MpOBOAUTH BHEIIHUN
cepTu(UKAIMOHHLI oprad (Hanpumep, BSI, TUV, DNV GL).

3ananue: [loAroToBUTH OpraHU3aluio K cepTU(HUKATUOHHOMY ayAUTY Ha COOTBETCTBUE
tpeboBanusim ISO 27001. VYmnopsaounte NOATOTOBUTENBHBIE MEPONPUITHS IS
MPOXOKJIEHUs cepTUHUKALIMOHHOrO ayauTa Ha cootBercTBue SO 27001.

BapuaHTbl OTBETOB:

a. IIpoBecTu BHYTpEHHUI ayAUT IEUCTBYIOIIEW CUCTEMBI MEHEIKMEHTA
nHopmanmonHoi 6e3onacHoctu (CMUB) cunamu cityx6n1 Ib 1 BHYTpeHHUX
ayJIUTOPOB.

b. Pa3pabortarh u yTBEpAUTH Y PYKOBOJICTBA "3asgBICHUE O TPUMEHUMOCTH"
(Statement of Applicability, SoA) ¢ BeiGopom kKoHTpoIel u3 Annex A ISO
27001.

c. OOy4HTh COTPYJIHUKOB, BOBJIEUYEHHBIX B ITpouecchl b, TpeOoBaHMIM cTaHaapTa
ISO 27001 u ux 00513aHHOCTSM.

d. Joxymentupoats [lomutuku nndopmannronnoi 6e3onacHoctu (Mb) komnanuu,
uenu u obnacte aercteus CMUB.

e. PeanusoBarh BeIOpaHHBIE KOHTPOJIH U3 SOA (BHEIPUTH MEPHI 3AILUTHI,
MIPOIIECCHI, MPOLIETYPHI).

f. IloaroroBuTh OTUET O pe3yibTaTaX BHYTPEHHUX ayJAUTOB U KOPPEKTUPYIOMIMX
JNEUCTBUSAX 3a nocuegaue 3-6 Mecsues.

Keiic-6. PearupoBanue Ha ooHapysxenue BpenoHocHoro [1O (nauuaent UbB)
Onucanue cutyanun: B kommannn "Hedrel'azCepBuc” cpaborano npeaynpexacHue ot
aHTUBUpYCca Ha pabouel cTaHIuu reosora o Tpossae tuna Remote Access Tool (RAT).
AHTUBUpPYC 3a0JIOKMPOBAJI BEIIOJTHEHHE (aiisia, HO MOIO3PUTENbHBIN CeTeBOI Tpaduk ¢
DTOU MAIINHEI €IE UMIET.
3ananue: JIMKBUIMPOBATh MHIUACHT 3apakeHUsl BpeAOHOCHBIM 110, MUHMMU3UpPOBATH
ymep6. Pacnonoxure AeCTBUS Npu  OOHAPYKEHUH AKTUBHOTO  3apaKeHUS
BpeaoHocHbIM [10 (Malware) B cetu opranuzanum.
BapuaHTbl OTBETOB:
a. I[lpoBectu ananu3 3apax€HHOTO (ailia B U30JIUPOBAHHON cpefie (MECOYHUIIE,
Hanpumep, Cuckoo Sandbox) st nOHUMAaHMS TOBEICHUS MAJIBAPAI.
b. M3onupoBats 3apaxEéHHyI0 pabovyro CTaHINIO OT ceTU ((PU3UYECKHU BBIICPHYThH
kabenb uin oTKIIYUTh VLAN).
c. CoOparb 00pa3 )KECTKOTO aUCKa 3apaKEHHOW MAIIIMHBI JIS TTOCIIETYIOIIETO
KPUMHUHAJIMCTUYECKOTO aHAIHU3A.
d. YBegoMuts pykoBoAUTENS MoApasaeieHus u ciayx0y b o unnuaenre.
€. 3amyCTHUTbh OJHOE CKAHUPOBAHKE BCE KOPIOPATUBHOMN CETH aHTUBUPYCOM C
OOHOBJIEHHBIMH Oa3aMH.
f. BoccTaHOBUTH MOPaXKEHHYIO CTAHIIUIO U3 30JI0TOTO 00pa3a (3TaJIOHHOW KOTTUU
OC) unu nepeycTaHOBUTH C YJAJIEHUEM BCEX JTAHHBIX.
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Keiic 7. IlnmanupoBaHue MepONpUSTHI MO OOECIIEUCHUIO HETMPEPHIBHOCTH OW3HECa
(BCP) cornacuo I'OCT P 53647.1
Onucanue curyauuu: Toprosas cerb "l'actpoHomMapker" wmmeer 50 Mara3uHOB,
uentpaibubiii oduc, ckian u [{O/]. Tlocne nmoxkapa B cocelHEM 31aHUU PYKOBOJICTBO
peuuiio paspadorats [Lnan obecrieuenust HenpepbiBHOCTH Ou3Heca (BCP).
3ananue: Pazpaborats BCP B coorBeTcTBHM ¢ TpeboBanusimu ['OCT P 53647.1 (ananor
ISO 22301). Ynopsimounte 3Tanbl pa3pabOTKU IJlaHa O0OECIeYeHUs HENPEepPbIBHOCTU
ousneca (BCP, Business Continuity Plan) B coorBerctBuu ¢ I'OCT P 53647.1-2013
(ISO 22301).
BapuaHTbl OTBETOB:
a. IlpoBecTtu ananus Bo3aericTBus Ha OusHec (BIA, Business Impact Analysis) —
onpenenutb RTO (Recovery Time Objective) u RPO (Recovery Point Objective)
JUTSL KQXKI0U (DYHKITHH.
b. VtBepauts y pykoBojcTa mporpammy BCM (Business Continuity Management)
Y BBIJICIIUTH PECYPCHI.
c. Paspabotath cTpaTeruu BoccranoBienus (DR-cTparerun) mist KpuTU4ECKu
BAXKHBIX ITPOIIECCOB (aJIbTEPHATUBHBIC IJIOMIAAKH, pe3epBHbIe [IO/]).
d. Omnpenenutb coctaB KOMaH bl yripasiaeHus: kpuzucoM (BCM Team) u ux poinu,
00s13aHHOCTH.
¢. [IpoBecTn uACHTH(UKAIMIO U OLICHKY PUCKOB HAPYIIICHUS HETPEPHIBHOCTH
Ou3Heca (pUcCK-aHaIu3).

f. Opranu3oBath 00y4eHHUE, TPEHUPOBKU U PETYJIIPHBIC TECTUPOBAHUS (YUSHMUSI)
raga BCP.

C2. JIabopaTopHbIe padOTHI
Jlabopatopuass pabora Nel. Meroauka  ycTpaHEHUS  KOMITBIOTEPHOU
uHbOopMaIuu.
ens pabotsl: IIpuoOpeTeHrMe HABBIKOB YCTPAHEHUS U BOCCTAHOBJICHUS
uH(pOpMaIMU Ha Pa3JINYHBIX HOCUTEIISX.
3angauu:
1. ®usnueckas opraHu3anus KeCTKUX JUCKOB.
2. Meroabl BOCCTaHOBJICHUSI HHGOPMALIHH.
3. O630p COBpEMEHHBIX CPEACTB YCTPAHEHHUSI KOMITBIOTEPHOU MH(DOpMAIUK.
JlabopatopHass pabota No2.Vsa3BUMOCTH OMNEpPAlMOHHBIX CHUCTEM CEMEHCTBa
Windows.
enb padoter: [IpuoOpereHne HaBBIKOB HAaCTpokd Windows it YMEHBIICHUS
YSA3BUMOCTEM.
3agaun:
1.HenoctaTku apXuTEKTypbl ONEPaLlMOHHBIX cucTeM cemeiictBa Windows .
2.OCHOBHBIE BUJIbI YSI3BUMOCTEN: CTATUCTUKA UX OOHAPYKEHUS U YCTPAHEHUSI.
3.0nucaHne METOAMK aTaK, MWCHOJIb3YIOIINX YSA3BUMOCTH ONIEPALMOHHOMN
cuctemsl cemeiictea Windows.
4.HacTpoiika onepalMOHHOW CHUCTEMBI AJisi YBEIMYEHHS 00OpOHOCHOCOOHOCTH
BBIYHCIIUTEILHON CUCTEMBI.
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PA3JEJI 3.0nucanne nokasarejeil 1 KpUTepUeB OLCHUBAHUS KOMIIETEHIMA HA
Pa3JIMYHBIX 3TANAX UX (POPMUPOBAHUSA, ONIUCAHUE IIKAJ OLCHUBAHUSA

BannbHO-pelTUHrOBasi cucTteMa sBIsieTcsl 0a30BOM CHCTEMON OIEHHWBaHUS
c(hOpMUPOBAHHOCTU KOMIIETEHIINM 00yJaronuxcs 04HOi hopMbl 00yUECHUS.

Hrorosas ouienka c(hOpMUPOBAHHOCTH KOMITETEHIIMH(Ii) 00yUaromuxcsi B paMKax
OAJIIbHO-PEUTUHTOBOM CUCTEMBI OCYUIECTBJISIETCS B XOJI€ TEKYIIEro KOHTPOJIs
YCIIEBAEMOCTH, MPOMEXKYTOYHOM aTTecTallil W ONpeNeNseTcs Kak cymMma O0alios,
MOJIYYEHHBIX O0YYaIOIIMMHUCS B PE3yJIbTaTe MPOXOXKICHUS BceX (POpM KOHTPOJIS.

Ouenka chopMUpPOBAaHHOCTU KOMITETEHIUU(M) 1O AUCIUIUIMHE CKIIAIBIBACTCS U3
JIBYX COCTaBJISIOIINX:

v/ lepBasi  COCTaBISIONIasi — OIEHKAa TpernojaBaresieM Cc(OPMHPOBAHHOCTH
KOMIIETEHUIMH(I]) B TEUYEHHE CEMECTpa B XOJE€ TEKYIIEro KOHTPOJISI YCIIEBAEMOCTHU
(makcumym 100  GammoB). CrTpykTypa TeEpBOM COCTAaBJISIONMEH  OMpPEneseTcs
TEXHOJIOTUYECKON KapTOW JHMCLUMIUIMHBI, KOTOpas B Hadaje CeMecTpa JTOBOAMTCS IO
CBEJIEHUS 00yJarouInxcs;

v'BTOpasl COCTaBJISAIONIAs — OIEHKa C(HOPMHUPOBAHHOCTH KOMITETEHIIHH(i)
oOyuaromuxcs Ha 3k3aMeHe (MakcumMyM — 30 6aiioB).
YPOBHU MPOJIBUHYTHIN 0a30BbIN ITOPOTOBBIN JIOTIOPOTOBBIN
O0CBOCHHS YPOBEHB YPOBEHB YPOBEHB YPOBEHb
KOMIIeTeHIIuH
100 - 8 u=> 70 — 84 51-69 0-50
O0aJIbHaA
HIKaJjaa
4 — dansbHAs «OTIINYHO» «XOPOILIO» «YJIOBJIETBOPUT | «HEYIOBIETBOP
HIKaJjaa €JIbHO» UTEIBHO»

IlIkana oeHOK NMPH TEKYyIeM KOHTPOJIE YCIIeBAeMOCTH
110 Pa3JIMYHbIM IOKA3aTEJIAM

Ilokazamenu ouenusanusn cgpopmuposannocmu | bannwt Ouenka

KomnemeHuyuil

YceTHBIN 0nIpoc 0-10 | «HEYIOBIETBOPUTEIHHOY
«YJOBJIETBOPUTEIBHO»
«XOPOUIO»

«OTIHUYHO»

[ToaroroBka pedepara 0-10 | «<HEYIOBJIETBOPUTEIBHOY
«YZIOBJIETBOPUTEIILHOY
«XOPOLLIOY»

«OTIHUYHO»
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TectupoBanue 0-30 | «HEYJIOBIETBOPUTEIHHOY
«YJOBJIETBOPUTEITBHO»
«XOPOUIO»

«OTJIUYHO

Brinonnenue nabopatopHoil pabOThI 0-20 | «HEYZIOBIETBOPUTEIBLHO»
«YJOBJIETBOPUTEIBHO
«XOpOILO»

«OTJIIMYHO»

CooTBeTCTBHE KPUTEPHEB OLIEHUBAHUS YPOBHIO OCBOECHUSI KOMIIeTEHIIM A
N0 TeKyleMy KOHTPOJII0 YCIIeBAeMOCTH

bannwn Ouenka Ypoeenw Kpumepuu ouyenueanusn
0C60CHUA
KomnemeHuuu

0-50 | «neynosnerBopu | Jlomoporoseiii | OOyuaromuiics He ™pUOOpeN 3HaHUS,

TEJIbHOY YPOBEHB YMEHHS U HE BIIaJIeeT KOMIICTCHIIUSIMH B
o0Beme, 3aKPETUICHHOM paboueit

IIPOTPaMMOM TUCITUTUTHHBI
51-69 | «ynosnetBopute | IToporossiit He menee 50% 3amaHuii, mojJIeKamninx
JLHOY YPOBEHB TEKyIIEMY KOHTPOJIO  yCII€Ba€MOCTH,
BBITIOJTHEHBI 0€3 CYIIECTBEHHBIX OIMTHO0K
70-84 | «xopomio» ba3oBblii OOyuaromyMcs BBITIOJIHEHO HE MeHee
YPOBEHbB 75% 3anmaHuii, MOANEXKAUUX TEKYLIEMY

KOHTPOJIFO  YCIIEBAEMOCTH, WJIA MpHU
BBIIIOJIHEHUH BCEX 3aJlaHUi JOIYIIECHBI
HE3HAUUTEIbHbIE OIIMOKHU; 00yYaromuncs
HoKa3ail BJIa/ICHHE HaBbIKAMHU
CUCTEMaTHU3ALINH MaTtepuaia u
NPUMEHEHUsI  €ro  OpU  PEIICHUU

MPaKTUYECKUX 3aJIaHuM; 3aJIaHus

BBIIIOJIHEHBI 03 OITHO0K
85-100 | «oTIUIHOY» [TponsunyTeiit | 100% 3aganuii, nomjiexaux TEKYIIEMY
YPOBEHB KOHTPOJIKO  YCIIEBAEMOCTH, BBITTOJIHEHBI

CaMOCTOSITEIILHO U B TpeOyeMoM o0beMe;
oOydaromuiicss  TPOSBISET  YMEHHUE
0000111aTh, CUCTEMAaTU3UPOBATH MaTepUall
U TPUMCHITH €ro TMpH  PEIICHUHU

IMPAKTHYCCKHUX SaHaHHﬁ; 3aJaHus
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BBIITOJIHCHBI C HOI[p06HBIMI/I
MOACHCHUAMHW W apPryMCHTHPOBAHHBIMUA
BbIBOAAMH

IlIkaJia OLIEHOK 0 MPOMEKYTOYHOM ATTECTALMH

Haumenosanue gpopmot
RPOMENCYMOUHOU ammecmayuu

bannw

Ouenka

3aueTr

0-20

«HEC 3a4TCHO»
«3a4YTCHO»

CooTBeTCcTBHE KPUTEPHEB OLICHUBAHMSI YPOBHIO OCBOCHMSI KOMIIETEHIIU I
10 MPOMEKYTOYHOM aTTECTAIUN 00YUAKIUXCH

bannwv Ouenka Ypoesenw

0CB8OCHUSA
KOMnemeHuuu

Kpumepuu oyenusanusn

0-9 | «He 3auTeHO» JlonoporoBbIit

YPOBEHb

OOyuatomuiics He TpuoOpen 3HaHUS,
YMCHHSI M HE BJIaJICET KOMITCTCHITUSAMU B
o0Bbeme, 3aKperyiecHHOM paboueit
IPOrPaMMO¥ TUCITUTUTHHEI,
oOyyJaromuiicss He CMOT OTBETUTH Ha
BOIPOCHI

10-14 | «3auteHo» [ToporoBerit

YpOBEHb

OOyuaromuiics J1aid HeIOJIHbIE OTBETHI Ha
BOTIPOCHI, C HEJIOCTATOYHOM
apryMeHTaIueH, MpaKTHIECKUE 3aJaHus
BBIIIOJIHEHBI HE MOJIHOCTBIO,
KOMIICTEHIINH, OCBaMBaEeMbIC B MPOIIeCcCe
U3Y4YEHUS JUCITUTUTMHBI C(HOPMHUPOBAHBI
HE B IIOJTHOM 00BEME.

15-17 | «3auTeHO» ba3oBrIit

YPOBEHb

OOyyaromuiics B LIeJIOM NpUoopen
3HAaHUS U YMEHUS B paMKax
OCBaMBAaEMBbIX B Ipoliecce 00yUeHus 1o
JAVCIMILTNHE KOMITETEHITNH;
00y4YaroIuiicsi OTBETHUII Ha BCE BOIIPOCHI,
TOYHO JaJl ONPE/eNICHUS U IOHATHUS, HO
3aTPYAHSAETCS MOATBEPIUTD
TEOPETUUECKHE MOJIOKECHUS
NPAaKTUYECKUMHU [TPUMEpPaMU;
oOyuJaroLuiics MoKa3all XOpoUIne 3HaHHs
0 MIPeIMETY, BIIaJICHUE HaBbIKAMU
CHCTEMAaTH3alluy MaTepuaia u
MOJTHOCTBHIO BBITTOJIHUI MMPAKTUIECKHUE
3a7laHus
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18-20 | «3aureHo» [MponBunyThiii | OOyuaromuiics mpuoOpen 3HaHuS,
yYpOBEHb YMEHHsI U HaBBIKU B TIOJTHOM 00beMe,
3aKpemIEeHHOM paboydeil mporpaMMon
JTUCITUTUTHHBL; TEPMUHOJIOTHYECKHH
anmapaT UCIOIb30BaH MPaBUIIHHO;
OTBETHI MOJTHBIE, 0OCTOSTENBHEIE,
apryMEHTHUPOBAHHBIEC, TIOJITBEPKACHBI
KOHKPETHBIMHU TIPUMEpaMH;
00yYaIOITUIICS MPOSIBIISIET YMCHHE
0000111aTh, CHCTEMATU3UPOBATH MaTEpUAI
Y BBITIONTHSET MPAKTUYECKUE 3a/IaHUS C
MOAPOOHBIMU TIOSICHEHUSIMU U
apryMEHTHPOBAHHBIMH BBIBOJAMH

PA3JAEJI 4. Meroan4yeckre MaTepuaJibl, ONpeae/siiomue npoueaypbl OeHMBAHUS
3HAHMH, YMEHHMiH, HAaBBIKOB, XapakKTepudywumue IJTanbl (OPMHPOBAHUSNA
KOMIIEeTEeHLMH

YCTHBIA ONIPOC MPOBOJAUTCA B MEPBBIE 15 MUHYT 3aHATHNA CEMUHAPCKOrO THUIA B
dopmare o0OCyXJI€HHS C Ha3BaHHBIMM HpernojaBareneM cryaeHTamu. OcTanbHble
oOydaromyecsi BIpaBe JONOJHUTh WM YTOYHUTh OTBET IO CBOEMY JKEJIAHUIO
(cobOmroaro ouepeqHOCTh oTBeTa). OCHOBHOM TEMOW ISl ONpoca SIBJISIOTCS BOIPOCHI
JUIsl 0OCYKJIEHUSI, COOTBETCTBYIOLIME TEME MpPeAbIAyIlel JeKUHUU, HO MpernojaBareib
MOKET YTOYHATH 3aJaBa€MbIil BOIPOC, 331aBaThb HABOJSAILKE BOIPOCHI WM CY)KaTb
BOIPOC JI0 OTAEIBHOTO aCMEKTa 00CYK/1aeMOM TEMBI.

MeToanka onleHUBAHHUS OTBETOB HA YCTHBIC BOIIPOCHI

bannn Ouyenka Ilokazamenu Kpumepuu
9-10 «otnyHo» | 1. IlomHota  pmaHHbIX | [lomHO M apryMeHTHpPOBaHO JdaHbl OTBETHI IO
OTBETOB:; coniepkanuto 3ananusi. OOHapy>KEHO MOHUMAaHHE
2. IIpaBUIBHOCTH MaTepuana, MOXeT 000CHOBATh CBOM CYXICHHUS,
OTBETOB Ha BOMPOCHI. IpUBECTH HEOOXOJMMbIe TpuUMephl. M3noxeHue

MaTepuajia nocjaca0BaTCIIbHO U IMIPAaBHUIILHO.

7-8 «XOpOLIO» CryneHT naer OTBET, YAOBIETBOPSIOIIUN TEM Ke
TpeOOBaHUSAM, YTO M IJISi OUEHKH «OTIMYHO», HO
nomyckaer 1-2  ommOKH, KOTOphIE caM XKe

WCIIPaBIISIET.

5-6 «yJIOBJIETB CryneHT oOHapy’>KMBaeT 3HaHUE M TOHHMAHHE
OpUTEIBHO OCHOBHBIX TIOJIO’KEHUH TaHHOTO 33/1aHUS, HO:

» 1) u3naraer marepual HEMOJHO W JOIMyCKaeT

HETOYHOCTH B ONPEACICHUU TOHATUH WIN
(OpPMYITHPOBKE MPABHIIT;
2) HE yMeeT JOCTaTOYHO TJIyOOKO |
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0-4

«HEY/I0BJIE
TBOpPHU-
TEJIBHO»

J0Ka3aTcJIbHO O6OCHOBaTB CBOH CYXICHHUA U
IIPUBECTU CBOU IIPUMEPEI,

3) wuznaraer maTepuall HEMNOCIEAOBATEIbHO W
JIOTTYCKaeT OUTUOKHU.

CryneHT o0OHapy>KMBaeT HE3HaHUWE OTBETa Ha
COOTBETCTBYIOIIIEE 3a/laHue, JOMYCKaeT OIIMOKH
ONpeAeieHud W TpaBuII,
OCCIOpSAIOYHO |

B (OpMYJIHUPOBKE
WCKaXXAIOIIMEe WX CMBICI,
HEYBEPEHHO M3JIaracT MaTepuall.

TecTupoBaHue MPOBOJUTCA C MOMOIIBIO CHUCTEMbI JUCTAHIIMOHHOTO OOy4EeHUS
«IIpomeTteit», BXOIAIIEH B COCTaB 3JEKTPOHHOW HWH(POPMAIMOHHO-00Pa30BaTEIHLHOM
cpensl JlarecTaHCKOro rocyIapCTBEHHOTO YHUBEPCUTETA HAPOAHOTO XO3SIMCTBA.

Ha TectupoBanne orBomutcst 45 muHyT. KaxIplii BapuaHT TE€CTOBBIX 3aJaHU
BKJIIO4aeT 30 BOIIPOCOB.

MeToanka oneHUBAHNS BbINIOJHEHHUS TECTOB

banasl Ounenka IHoka3aresnu Kpurepun
25-30 «otauuHoy» | 1. IlomHota Brimonueno 6onee 85 % 3amanuit
BBIMIOJIHEHHSI TECTOBBIX | MPEIJIOAKEHHOTO TECTA, B 3aJJaHUSAX OTKPBITOTO
3a/IaHWM; THUIIA JJaH IIOJIHBIN, pa3BEPHYTHIN OTBET HA
2. CBOEBpPEMEHHOCTh MOCTaBJIECHHBIN BOIPOC
19-24 «XOpOIII0» | BBINOJHEHUS; Bemmonueno 6onee 70 % 3ananuii
3. [IpaBWIBHOCTB MPEJIOKEHHOTO TECTA, B 3aJIaHUSX OTKPBITOTO
OTBETOB Ha BOMPOCHI. THWIA JaH TOJIHBIN, pa3BEPHYTHIN OTBET HA
MOCTaBJICHHBINA BOIPOC; OJJHAKO ObUIN JOMYIIEHBI
HETOYHOCTHU B ONPE/ICICHUN TOHATUH, TEPMUHOB
u ap.
15-18 «yJIOBJIETB Breimonueno 6onee 54 % 3amanuit
OpUTETBEHO MPEAJIOKEHHOTO TECTA, B 33aHUSX OTKPBITOTO
» TUIA JaH HEMOJIHBIN OTBET HA MMOCTABJICHHBIN
BOIIPOC, B OTBETE HE MPUCYTCTBYIOT
JIOKa3aTelIbHbIE TPUMEPDI, TEKCT CO
CTHJIMCTUYECKUMU U opdorpadudeckiumu
OITUOKAMHU.
0-14 «HEYIO0BJIE Brimonneno ue 6onee 53 % 3amanuii
TBOPH- MIPEAJIOKEHHOTO TECTA, HA TOCTABJICHHBIE
TEIbHOY BOITPOCHI OTBET OTCYTCTBYET WJIA HETIOJIHBIM,

JIOITYIIIEHBI CYIIECTBEHHBIC OINOKH B
TEOPETUYECKOM MaTepuaie (TepMHUHAX,
TTOHSTHUSAX).

Tema pedepara

BBI6I/IpaeTCH CTYACHTOM CaMOCTOATCIIbHO M3 IPCIAJIOKCHHOTO
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CIUCKAa C YYeTOM MHHHMHU3AIMHA KOJIMYECTBAa IOBTOPEHWM BhIOpaHHBIX TeM. Ha
HamcaHnue pedepara OTBOAWUTCS ojaHA Hexaens. Pedepar odopmisercs coriacHo
JnedcTByrommM B JlarecTaHCKOM  TOCyJapCTBEHHOM YHUBEPCHUTETE HapOJHOIO
X0351CTBA TPEOOBAHUAM K 0()OPMIIEHUIO MUCbMEHHBIX padboT. OObEeM NMpeaCTaBIEHHOTO
pedepara nomkeH ObITb He MeHee 10 cTpaHHI] MAIIMHONMUCHOIO TEKCTa 0e3 yuera
TUTYJIBHOTO JIUCTA.

[ly6nuunas 3amura pedepaTta MOPOBOJUTCS B MPUCYTCTBUU  OCTAIBHBIX
CTYJICHTOB, 3anuiiaromux pedepatsl. Ha BeICTyIIIEHHE OTBOJIUTCS HE 00Jiee 5 MUHYT.
Bo BpeMmsi BBICTYIUIEHHS CTYJEHT JOJKEH 00O3HAYMTh OCHOBHYIO Iieib pedeparta, a
TaKXKe LEeJTbHO CPOPMYIHPOBATH OA30BYIO UJICI0, OTPAXKEHHYIO B pedepare.

MeToauKa OLleHUBAHUSA BbINOJHeHUs pedepaToB

bannwt Ouyenka IHokazamenu Kpumepuu

9-10 «otnuuHo» | 1. IHoanoTa BreimonHeHsl Bce TpeOOBaHUS K HAIMUCAHHUIO M
BBITIOJTHEHHUS 3amuTe pedepara: oOo3HaueHa TmpodiemMa U
pedepartos; o00oCcHOBaHa €€ aKTyaJbHOCTb, CHIENaH KpaTKHii
2. CBOEBpEMEHHOCTh aHaJIM3  pa3iMYHbIX  TOYEK  3peHHs  Ha
BBITIOJTHEHHUS; paccmaTtpuBaeMyr0  IpoOieMy U JIOTUYHO
3. YerkocTh M3JI0KEHA cOOCTBEHHAs MO3ULINS,
U3JI0KEHUS ugen | chopMynHpOBaHBl BBIBOJBI, TEMa pPAaCKpPbITa

ped)epaTa BO BpEMiA MOJIHOCTBIO,  BBLACPIKAH O6’LéM, COGHIOIIGHLI

3allluThI. Tpe6OBaHI/I${ K BHCIIHEMY O(bOpMJ'IeHI/IIO, YETKOC
U TIOCJIICAOBATCIIBHOC BBICTYIUICHUC BO BpCMA
3alllUTHI.

7-8 «XOPpOILIO» OcHoBHbIe TpeOOBaHUS K pedepaTy U ero 3alure
BBIITIOJIHCHBI, HO IIPU 3TOM JOITYIICHBI HCJOYCTEI.
B YaCTHOCTH, HUMCIOTCA HETOYHOCTH B
W3JI0KCHUU MaTepuala; OTCYTCTBYET JIOTHIEeCKast
MOCJIEAOBATEIbHOCTS B CYXKJAGHHSAX;  HE
BBIZIEP’KaH 00beM pedepara; UMEIOTCS YITyIICHHS
B 0()OPMJICHNH; BBICTYIIJICHHE BO BPEMS 3aIUTHI
TpeOyeT TOTOTHUTEIBEHBIX BOIIPOCOB.

5-6 «YIIOBJIETB HNmeroTcss  cyllecTBEHHbIE  OTCTYIUIEHUS  OT
OpPUTETLHO TpeboBaHMil K pedepupoBanuo. B wactHOCTH:
» T€Ma OCBELIEHA JIMIb YaCTUYHO; JOMYIIEHbI

¢dakTHueckue omMOKKM B colepkaHUM pedepara
WIA TIPH OTBETE Ha JOMOJHHUTEIbHBIE BOIPOCHI
BO BpEMsI BHICTYIUICHUS.

0-4 «HEYJI0BJIE Tema pedepara He packpbiTa, OOHAPYKHBAETCS
TBOpHU- CYmMCCTBECHHOEC HCIIOHHUMAHUC HpO6HCMBI, HE
TEILHO» IpOBE/ICHA 3aIuTa pedepara.

JlaGopaTopHble pabOTHI BBIMOJIHSIOTCS B CIECHMAIM3UPOBAHHON ayJIUTOPUHU BO
BpeMsi J1a0OpaTOpHBIX 3aHATUN. [IperycMOTpeHO BBINMOJIHEHUE OIHOU JabopaTOpHOM
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paboOThl B TEYEHUE OJTHOTO 3AHATHS COTJACHO TEeKylled TeMaTuke. CTyAeHThl JOJIKHBI
BBIMOJHATh 3aJaHUE CaMOCTOSITEIbHO, HO HWMEIOT BO3MOXKHOCTb OOpaTUThCA K
IIPENOAABATEIIO 32 PA3BACHEHUSMM IOCTAHOBKH 33Ja4M WJIH OLEHKOM NPABUIBLHOCTH
IIOJIyYEHHOI'0 pe3yibpTara. Ecin mpenomaBaTenb BBIHYKICH pPa3bACHATH ACHEKTHI
HEIMOCPEICTBEHHOI'O BBIMIOJIHEHHSI 1IAroB JIA0OpaTOpHOM pPabOThl, TO 3TO HEraTUBHO
OTpayKaeTcsl Ha OLICHKE BBINOJHAOIIETO 3aJaHUE CTYACHTA.

MeToauKa OleHMBAHUSA BbINOJHEHUS JJAa00PATOPHBIX PadoT

bannn Ouyenka Ilokazamenu Kpumepuu

18-20 «oTianuHo» | 1. IlomHoTa OcHoBHBIE TpeOOBaHUS K BHIMIOJTHEHHUIO 3aJaHUS
BBITIOJIHEHUS  3ajanus | 1a00paTOpHON pabOTHI BBINOIHEHBI.
naGopaTopHoii [TpoaeMOHCTPHPOBAHO YMEHHE aHATTM3UPOBATH
. CUTYaIIMIO U HAXOJAUTh ONTHUMAILHOE KOJTHYECTBA

paboThI; o .
) C perieHuii, yMenue pabotarb ¢ nH(popMaluen, B

- 2BOCBDEMCHHOCTL | 1)\ ypcnre yMEHHE 3aTpeO0BaTh JOMOIHUTEIBHYIO
BBIITOTHCHUA 3aMAHWA | yydhopmariuio, HEOOXOIUMYIO JUIS JOCTHKEHHS

1a00paTopHOi MIOCTaBJICHHOM IIeTTH
14-17 «XOpOIIo» | paboThI; OcHoBHBIE TPeOOBaHUS K BBIMIOJTHEHHUIO 3aJaHUS

3. CaMoCTOSTEIbLHOCT J1a60paT0pH0171 pa6OTBI pcajIn30BaHbl, HO TP 3TOM
b pEIIEHHS. JOMMYIICHBI HETOYCTEI. B wacTtHOCTH, HETOCTATOYHO
PACKPBITEI HABBIKU KPUTUYCCKOTO OLICHUBAHUA
Pa3INYHbIX TOYEK 3PCHUA, OCYIICCTBIICHUC
caMoaHalJin3a, CaMOKOHTPOJIA 1 CaMOOLCHKH,
KPCaTUBHOCTH, HCCTAHAAPTHOCTH ITpEaJIara€MbIX
peLIECHUIT

11-13 «yJIOBJIETB Nmerotcs cyniecTBeHHbIE OTCTYIICHHS OT
OPHUTENTHHO BBITIOJTHEHMSI TAOOpaTopHOi paboThl. B uacTHOCTH
OTCYTCTBYIOT HABBIKM YMEHUS MOJIEIUPOBATh
pelIeHus: B COOTBETCTBUU C 3aJJaHUEM,
MPEJICTaBIATh PA3IUYHbIE MTOAXOAbI K pa3paboTke
IJIAaHOB JIEVCTBUM, OPUEHTUPOBAHHBIX Ha
KOHEYHBIN pe3yapTaT

»

0-10 «HEYHO0BJE [[Taru BBITIOJIHEHUST TAOOPATOPHOU PabOTHI HE
TBOPH- BBITIOJTHEHBI, 0OHAPYKUBAETCS CYIIECTBEHHOE

TeITBHOY HENOHUMaHUE IPOOJIEMBI.

HtoroBoil (popMoii KOHTpOJII MO AMCUUIUIMHE SBIAETCS 3K3aMEH. OJK3aMEH
MPOBOJUTCS B BHUJE MUCBMEHHOTO OTBETa HaBONpochl Ouiera. B kaxaom Ounere
CTYJIEHTY Tpeiuiaraercst 3 BONpoca, KaKJIblil U3 KOTOPBIX OIIEHUBAETCS MAaKCUMyM Ha
10 GamioB. Ilpu oneHke OTBETa Ha BOMPOC OLIEHUBAETCS MOJHOTA OTBETA, TOYHOCTD
(GOpMyIMpPOBOK, MNPAaBUIBHOE LUTHUPOBAHUE COOTBETCTBYIOUIMX 3aKOHOJATEIIbHbBIX
aKTOB, HAJINYME WTIOCTPATUBHBIX IPUMEPOB.
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JIneT akTyaau3anum oleHOYHbIX MATEPHAJIOB MO TUCIHHUILIMHE
«udopmannoHHas 6€30MACHOCTb IKOHOMUYECKUX CHUCTEM»

Pabouas nmporpamma nepecMoTpeHa,
o0cyx/1eHa 1 0100peHa Ha 3acefaHuu Kadeapbl

[IpoToKOI OT « » 20 1. Ne

3aB. kadeapoii

Pabouast mporpamMmma repecMoTpeHa,
oOcyxIeHa u 0100peHa Ha 3acefaHuu Kadeapbl

[IpoToKOI OT « » 20 r. Ne

3aB. kadeapoii

Pabouast mporpamMmma repecMoTpeHa,
oOcyxIeHa u 0100peHa Ha 3acefaHuu Kadeapbl

[IpoTOKOI OT « » 20 r. Ne

3aB. xadempoit

Pabouast mporpaMma repecMoTpeHa,
o0cykaeHa u o00peHa Ha 3acelaHuu Kadeapbl

[IpoToKOI OT « » 20 1. Ne

3aB. kadeapoii
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