T'AOY BO «JIATECTAHCKHNH FOCYI[APQTBEHHLIFI
YHUBEPCHUTET HAPOJHOT' O X035 CTBA»

Ymeepotcoenovt pewrenuem
Yuenozo coeéema /II'YHX,
npomoxoa Ne 9

om 21 mapma 2026 2.

KAD®EJIPA «<MHOPOPMAIINMOHHBIE TEXHOJIOT'UU U
NHOPOPMAIIMOHHASA BE3SOITACHOCTDb»

O EHOYHbBIE MATEPHUAJIbI

MO JUCHUILIUHE
«METO/IbI 1 CPEJICTBA 3AIMUTHI UH®OPMAIUN»

HAIIPABJIEHHUE ITIOAI'OTOBKH 10.04.01
NHOOPMAILIMOHHA A BE3OITACHOCTD, I[TPODUJIb
«YTIPABJIEHUE MTHOOPMAITMOHHOM BE30ITACHOCTBIO
N TEXHOJIOI'MA AU TBI MHOOPMALIMN»

YpoBeHb BBICIIETO 00OpPa30BaHUS - MarucTpaTypa

ANOKYMEHT MNOAMMCAH
SNEKTPOHHOWM MOANMUCHIO

CepTtudukat: 00A9E2DAF91A2F57E988B751E574CFCC
Bnapeneu: byyaes Axmen Namuaosuy
OevictBuTeneH: ¢ 23.09.2025 go 17.12.2026

\. J

Maxauxkaia — 2026



YK 681.518(075.8)
bbK 32.81.73

CocraBurenb — OMmupOekoB Onpaap MeNMKOBHY, CTaplIMid MpPErnoaaBaTeNb
kadpenpel «HDOpMalIMOHHBIE TEXHOJOTUM U UH(POPMAIMOHHAS OE30MaCHOCThY
JAI'YHX.

Buyrpennnii peuensent — ['anseB Brnagumup CepreeBud, kanauaatr (Qpu3mko-
MaTeMaTUYeCKUX HayK, JIOLUEHT, 3aBeayromuid kadenpoir «MHPopMalroHHBIE
TEXHOJIOTUU U nHpopMarmoHHas 6e3omacHocThy JII'YHX.

BHemnuii penenseHT — AOayparumoB ['yceliH DnbaapXaHOBWY, KaHIUIAT
bu3NKO-MaTeMaTHUYEeCKUX HAayK, [OIEHT Kadeapbl "MaTemaTHyecKue METOJbl B
’KOHOMHKE" J[arecTaHCKOro rocyJapcCTBEHHOIO YHHUBEPCHUTETA.

IIpeacraBurennr padoroaarenasi - 3aiiHanoB JIkaOpamn TaxyTauHOBHY,
JUPEKTOP PETMOHAIBHOTO 3KCIEPTHO-ATTECTALIMOHHOTO IIEHTPa « DKCHEPTU3A».

Oyenounvie mamepuanvl hno oucyuniune «MeTOObpl W CpeACTBa 3allUThI
uHpopMaluy paspabomansvl 8 COOMEEMCMBUU C MPeOOBAHUAMU (hedepalbHO20
20Ccy0apcmeenHo2o  00pasz08amenvbHo20  CMaHoapma — evicuie2o0 00pazoeaHusi no
HanpaseieHuro Nn0020MOBKU 10.04.01 HUnpopmayuonnas bezonacHocmeo,
ymeepowcoenno2o npuxkazom Munucmepcmea obpasoeanus u Hayku Poccuiickoti
Deodepayuu om 26 nosops 2020 2., Ne 1455, ¢ coomsemcemeuu ¢ npuxazom Munucmepcemea
Hayku u evicuieco obpazosanus om 6.04.2021 2., Ne 245 «06 ymeepocoenuu Ilopsaoxa
opeamusayuu U OCYWecmeieHus  00pa308amenbHOU  O0esImelbHOCMU  No
00pazo08amenvHblM — NPOSPAMMAM  GblCULe20  00pA308aHus  —  NPOSPAMMAM
Mazucmpamypbl, NPOCPAMMAM CReYUaIumema, npocpamMmmam Masucmpamypoly

OueHoYHbIE MaTepHaIbl IO AUCUUILINHE « MOHUTOPUHT U ayAUT 3alIUIIEHHOCTH
nH(OpMAITMU B aBTOMATH3UPOBAHHBIX CHCTEMAax» pa3MeNIeHbl Ha OPUITMAIIBHOM CalTe
www.dgunh.ru

Omup6exoB .M. OueHouHble MaTepuaibl M0 JUCHUIIMHE «MeToIbl U cpeacTBa
3auThl UHPopMauumn» aiasi HampasiaeHuss noarotoBku 10.04.01«udopmanmonnas
0e3omacHoCThy, mnpodwib «YmupaieHue HHGOPMAIMOHHON O€30MacHOCThIO U
TEXHOJIOTUHU 3aIuThl HHGopmMarmm». — Maxaukana: II'YHX, 2026 r. — 39 c.

PexoMeH10BaHbl K yTBepkAcHUIO YueOHO-MeToandeckuMm coBetom II'VHX 10
Mapta 2026 1.

PexomeH10BaHbI K YTBEPKACHUIO PYKOBOJIUTEIEM OCHOBHOM MpohecCHoHaNbHON
00pa30BaTeIbHON MPOrpaMMBbl BBICIIETO 00pa30BaHUS — MPOTPaAMMbl MaruCTpaTyphl MO
HarnpaBieHuto nonroroBku 10.04.01 WMuadopmanmonnas 6e30macHOCTb, MPOPUITH
«YmpaBineHne  MHPOPMAIMOHHOM  O€30MaCHOCTHIO WM TEXHOJOTHU  3alUTHI
uHhopMaIuy, K.mea.H., 'acanoBoit 3.A.

OpnoOpenbl Ha 3acemanun kadenpsl «WH(popMalnnOHHBIE TEXHOJIOTUH U
uH(opMmaironHas 6e3onacHocTb» 24 ¢geBpans 2026 r., mpoTokoa Ne 7.



http://www.dgunh.ru/

COJIEPKAHUE

Ha3HavyeHHe OLCHOUYHBIX MATEPHATIOB..cceueeeernseeeiasecsssccsssssssnsscssssscssssscnnssed
PA3JEJI 1. IlepeyeHbr KOMIETEHIUI ¢ YKa3aHMEM BHA0B OLICHOYHBIX CPEIACTB B
MPOLECCE OCBOCHUS TMCHMIITTMHBI «eeueeeeeeernneeeiasecesssccesssssssscssssscsssascsnssscsnssd
1.1 IlepeyeHb GOPMUPYEMBIX KOMIICTECHIMM ¢ eceuuuerrreerennssrcossnsssccssnsssccscnnnssd
1.2 IlepeyeHb KOMIIETEHIIUI C YKA3aHUEM BHI0B OLEHOYHBIX CPEACTB +vvveeeennsssd

PA3JIEJI 2. 3apanusi, HeoOXOAUMBbIEe /ISl OLEHKHM IUIAHHUPYEMBIX Pe3yJbTATOB
00YYEHUS MO JUCHHUIIIIMHE cvvereerteressecssersssssssssssssssssssssssssssssssssssssasscssssnasld
PA3JIEJI 3. Onucanue nokasarejieii ¥ KpuTepreB OLEHUBAHUS KOMIIeTEHUUI HA
Pa3IMYHBIX 3TANAaX UX POPMUPOBAHUSA, ONTUCAHUE KA OHEHUBAHHUSA......ce0...ee29
PA3JEJI 4. MeToan4eckne MaTepuaJbl, ONpeaessiiomue npoueaypbl OleHMBAHUS
3HAHUN, YMEHHUH, HABBIKOB, XapakKrepu3ymouue J3Tanbl (popmMupoBaHUSA
KOMITCTCHIIMM e euvveeinneeeinerernseecssscessssccssssccssssscsssscssssscssssscsssssssnsssssnssesed

JIueT akTyaau3anuu OlEeHOYHBIX MATEPHAJIOB MO THCHHIITIHHE. cvvveverereeascosnsssld



Ha3naueHne OlleHOYHBIX MaTepuaioB

OueHoYHbIE MaTepHalibl JJii TEKYLIEro KOHTPOJISI YCIEBAEMOCTH (OLICHUBAHUS
X0/la OCBOECHHUSA JHUCIUIUIMH), JUIsi TPOBEICHUS MPOMEKYTOUHOM aTTecTaluu
(ollecHMBaHMSI TMPOMEKYTOUHBIX M OKOHYATEIbHBIX PE3YyJbTaTOB OOYy4YEHHUS I10
JUCLHUIUIMHE) OO0YydYalIuXxcs Mo JucuuiuinHe «MeTonbl W cpelcTBa  3alUThI
nH(pOpMaIMK» Ha COOTBETCTBHE MX YUEOHBIX JOCTHXKEHHM MO3TAMHBIM TPEeOOBAHUSIM
oOpa3oBareibHON mporpammbl Beiciiero odpaszoBanus 10.04.01 WMudopmanmonnas
0e3omacHOCTb, MNpoduiab «YHpaBieHHue HHPOPMAIMOHHON O€30MacHOCTBIO U
TEXHOJIOTUU 3aIIUTHI HTHGOPMALIHI)

OueHouHble MaTepuaibl MO JUCHUIUIMHE «MeTonbl W CpEeAcTBa 3alllMThl
uHdopMaIMKy) BKIIOYAIOT B ce0s: MepedeHb KOMIIETCHIIMM C YKa3aHHeM BHUJIOB
OLIEHOYHBIX CPEACTB B MPOLIECCE OCBOCHUS IWCLUIUIMHBI, ONKMCAHUE IOKa3aTeleh U
KpUTEPHUEB OIEHWBAHMS KOMIICTCHIIMA Ha pPa3IUYHBIX dTanax ux (HopMupoBaHWS,
ONMCAHUE IIKAJ OUCHUBAHUS, TUIIOBbIE KOHTPOJBHBIE 3a1aHUS WM WHBIE MaTEpHUabI,
HEO0OXOMMBbIE JIJISl OLIEHKU 3HAHWUW, YMEHHU, HAaBBIKOB U (MJIM) OMbITA JACSTEIHLHOCTH,
XapaKkTepU3yroUMX dTarbl GOpMUpPOBaHUS KOMIETEHIMN B miporiecce ocBoenus OIIOIT;
METOJIMYECKHE MATEPUAIIBI, ONMPEACISAIONINE MPOLEAYPhl OLICHUBAHUS 3HAHUN, YMEHHU,
HaBBIKOB W (WJIM) OMbITA ACATEILHOCTH, XapaKTEPHU3YIOIMIMX ATarnbl (POPpMHUPOBAHUS
KOMIIETCHIIAM.

OueHouHble MaTepHualibl CPOPMUPOBAHBI HAa OCHOBE KIIIOYEBBIX MPHUHIUIIOB
OLICHUBAHMUSL:

- BJIMIHOCTU: OOBEKTHI OIEHKH JIOJDKHBI COOTBETCTBOBATH TMOCTABIICHHBIM
1eIsIM O0y4YeHHUS;

- HaJIeKHOCTHU: MCIOJIb30BaHUE €IMHOOOPA3HBIX CTAHJAPTOB U KPUTEPUEB IS
OLICHMBAHUS JIOCTHKCHU;

- 0OBEKTUBHOCTH: pa3HbIe 00yYaromuecs A0HKHBI UMETh PaBHBIC BO3MOKHOCTH
JUISL TOCTHXKEHUSA yCIexa.

OCHOBHBIMH ITapaMETPAMU U CBOMCTBAMH OLICHOYHBIX MAaTEPUAIIOB SIBIISIFOTCS:

- MpeIMETHAsI HAMPABJICHHOCTh (COOTBETCTBUE MPEIMETY M3YUYEHUS KOHKPETHOM
JTUACITUTIIAHBI);

- coJiepkaHue (COCTaB W B3aWMOCBS3b CTPYKTYPHBIX €IUHHI], OOpa3yrolux
coJiep>KaHNe TEOPETUUECKON U MPAKTUYECKON COCTABIISIFOUIUX JTUCHUIIIIMHBI);

- 00beM (KOJMYECTBEHHBIN COCTAB OIEHOYHBIX MATEPUAJIOB);

- Ka4ueCcTBO OIICHOYHBIX MAaTEepUajoB B I1EJOM, OOECIEYMBAIOIIECE MOIyUYCHHE
OOBEKTUBHBIX U JJOCTOBEPHBIX PE3yJbTATOB MPU MPOBEICHUNU KOHTPOJS C Pa3IUYHBIMU
LEIIAMU.



PA3JIEJI 1. IEPEYEHh KOMIETEHIIUM C YKASAHUEM BH0OB
OIEHOYHBIX CPEACTB B IPOHECCE OCBOEHUA INCIHUIIJIMHBI

1.11lepeyens popMupyemMbIX KOMIIETEH UM

KO/ dbopMyIUpOBKa KOMIIETEHITNN
KOMIIETEHIIUHN
IIK MNPODPECCUOHAJIBHBIE KOMIIETEHIIUU
IIK-1 CrocobGeH OCYIIECTBIISITh MOJ00P CPEIACTB W TEXHOJIOTHH
3aIUThl MTHPOPMAIIMK M TMPUMEHITh MX B MPOodeCcCHOHATBHOM
JESITEIILHOCTH

1.2. IlepeyeHb KOMIIETEHIIUI ¢ YKa3aHUEM BHA0B OLICHOYHBIX CPeICTB



Dopmupyem Koou IInanupyemoie | Ypoenu Kpumepuu Buowt
ble HauMeHOGaHue | pe3yibmameyl | 0C80EHUSA OUeHUBAHUA OUECHOUYHBIX
KomMnemeHy | UHOUKamopa 00yuenusa no | KomnemeH | cpopmuposanHoc cpeocme
uu oocmuiiceHun oucyuniune, yuil mu KomMnemenyui
KomnemeHyuu | xXapaxKmepusyio
wjue Imanvt
dopmuposanusn
KomnemeHuyuil
ITK-1. NIIK-1.1. 3HaTh: [Toporossl | O0yuaromuiics BbJaok A -
Crocoben Pa3pabareiBaer |— mpeaMer U| ¥l YPOBEHbB |ciabo (4acTUYHO)|3a1aHUs
OCYHMICCTBIIAT | IPOCKTHLIC 3a1auun 3HAET NPEAMET H|PErnpOoayKTUBHO
b noaGop | petenus 1o nporpaMMHO- 3a71a4n 0 YPOBHS
cpeacts uH TPHMCHACMBIM armnapaTHoOM MPOrPaMMHO- — TE€CTOBBIC
TEXHOJIOTHI |MeToaam u 3
3AIUTHI cpeacTBaM 3allINThbI anmnapaTHoOu 3aJaHus;
MH(OPMALHY | 3ALIHTHI UHpOpMaLU 3aLIUTHI — BOIIPOCHI IS
U NPUMEHATh - BH/IBI u uH(pOopMaLuu;
ux B Ha3Ha4YCHHE BUJIBI "
Hpoq’efCHOH IpOrpaMMHO- Ha3HauYeHUe
AJIbHON arrapaTHbIX MPOTrpaMMHO-
JIeATETLHOCT
1 Ha 06BeKTe CPEACTB 3aIUTHI armapaTHbIX
SALLUTDI uHpOpMaLun CPE/ICTB  3alIUTHI
— CHOCOOBI I/IH(l)OpMaLII/II/I_;_
IIPOBENCHNA CTIIOCOOBI
TIpOBCpKHU MIPOBEICHUS
paboTocrnocoOHO
oTH " MIPOBEPKU
>bdeKTUBHOCTH paboTocmnocoOHOCT
PUMCHSICMBIX 4 u
MIPOrpaMMHO- 3P PEKTUBHOCTH
allllapaTHBIX MIPUMEHSAEMBIX
CPEICTB 3alllUThI NPOTPAMMEHO-
uHpOpMaun
anmapaTHBIX
CPEICTB  3allMUThI
uHpOpMaUn
bazoBbiit |OOyuaromuiics ¢
YpOBEHb |HE3HAYUTEIHHBIMU
omuoOKamMu u
OTJEINbHBIMU

npoOenaMu  3HaeET
IIpeIMeT U 3aJa4u
IPOrpaMMHO-
anmnapaTHOU
3aIUTHI
uHpOpMaLNH;
BUJIBI
Ha3Ha4YCHHE
MIPOrpaMMHO-
anmapaTHbIX
CPEICTB  3alllUThI

MH(OpMaLUHU;




PA3JAEJI 2. 3aganusi, HeoOXoAuMble IJIfl OLEHKH IJIAHUPYEMbIX pe3yJbTaTOB
00y4yeHHs MO JUCHHUILIHHE

s npoBepku cpopmupoBanHocTy komnereHuuu IK-1. Crocoden
OCYLIECTBJIATH NOA00P CPEIACTB M TEXHOJOIHi 3alIMThI HH(POPMALUH U
NPUMEHSATH UX B MPO(ECCHOHATBHON AeATEILHOCTH HA 00bEeKTe 3aA1UThI
HIIK-1.1. PazpadaTpiBaeT NpOEeKTHbIE pELICHHUS 10 IPMMEHAEMbIM METOAaM U
CpeACTBaM 3aLIHUThI

baok A. 3axaHus penpoayKTHBHOIO YPOBHS («3HATH))

A.1 TecToBble 3aJaHUS N0 AMCHUILINHE
1. Kakue MeTopl HCHIOJIb3YIOTCS 111 XEITUPOBAHUS JIAHHBIX ?
a. ludposanue
b. Iloxmuck
c. I'enepanus xema
d. lIudposanue kiarouei

2. Kakoil U3 HIKENEPEUUCICHHBIX MPOTOKOJIOB HCIOJB3YIOTCA JJIsI 00ecTeYeHus
0e30macHOCTH B ceTu?
a. HTTP
b. HTTPS
c. FTP
d. SMTP

3. Kakoe u3 cienyrommx sSBiasieTcsi METOA0M (GU3NYECKOM 3auThl HHGOpMauu?
a. lIudposanue naHHbIX
b. Hcnonw3oBaHue napoieit
c. 3ammra oT (U3HYECKOTrOo JTOCTYMa
d. Ucnonbs3oBaHue ceTeBbIX PUIBTPOB

4. Yrto npeactaBisieT co00i 37IEKTPOHHAS LIUPPOBASI MOTUCH?
a. IIpocTtou Tekct
b. Crnoco0 ayteHTHUKAIIIH
c. Pusmnyeckas Kapra J0CTyIla
d. Cnoco6 mmdpoBanus TaHHBIX

5. Kakue ©3 clHeAyoomux CHCTEM HUCHONB3YIOTCA Uid  ayTeHTU(UKaIu
II0JIB30BATENICH?
a. Ilaponb
b. Tokensl
c. Kaprtel nocryna
d. Bce BhilIETIEpEUHCIICHHBIE



6. Uro Takoe MHHUMAJIbHOC TpeOOBaHHWE K [JIMHE IApods Ui OOecCTeUCHUs
Oe3ormacHoCTH?
a. 6 CUMBOJIOB
b. 8 cuMBOIOB
c. 10 cumBOIOB
d. 12 cuMmBOJIOB

7. Kakue MeToAbl UCTIOJIB3YIOTCS JJII 00ECTICUeHHs] CEKPETHOCTU JaHHBIX ?
a. lIudposanue
b. IlpoBepka nmomIMHHOCTH
c. HMcnonb3oBaHue CIIOKHBIX NTApOsIEn
d. 3ammTa oT pU3HUECKOro TOCTyTa

8. Kakue u3 cienyrommux METOJ0B UCHOJIB3YIOTCS i1 00ecreYeHus LEeTOCTHOCTH
JTAHHBIX ?
a. ludposanue
b. IIpoBepka MOJIUHHOCTU
c. HMcnonbs3oBaHue Kirodeun
d. dusnueckas 3amnmra

9. Yto npencrasiser coboit VPN?
a. Buzaeo-mporpammuoe obecrieueHue
b. Virtual Private Network (Bupryansnas Yacthas CeTb)
c. Buneo ITH (Ilpunuun HeonpeneneHHOCTH)
d. Buaeo ITH (ITpuamun HabmromaemocTtn)

10.Kakue MeTopl HCHOJIb3YIOTCS 11 00ECIeUeHHUsl IOCTYTHOCTH HH(popMaru?
a. ludposanue
b. ®dusnyeckad 3ammra
c. PesepBHOE KONMpoOBaHUE
d. Bce BhilIETIEpEUHCIICHHBIE

11.Y10 Takoe 31aeKTpoHHas nmoura?
a. Cnoco6 ayreHTudukanum
b. Crocob obmeHa uHpopMaluein yepe3 UHTEPHET
c. Meroxa mmdpoBaHus JaHHBIX
d. ®usuueckas kapra g0cTymna

12.Kakue u3 crneayromux METOAOB MCIOJIB3YIOTCS JJI 00ECIEeUeHUs] CEKPETHOCTHU
AIEKTPOHHOUN MOYTHI?
a. SSL/TLS
b. VPN

c. lIudposanue kiroueit



d. Bce BhImenepedncieHHbIe

13.Yto Takoe 6panamaysp?
a. Meton ayTeHTU(UKAIIUU TTOJIH30BaTENIEH
b. MexaHu3M 3alUThI CETH OT BHEITHUX YTIPO3
¢. Croco0 obOecrieyeHUs ETOCTHOCTH JaHHBIX
d. Cnoco6 mu@poBaHus TaHHBIX

14.Kakue MeToAbl UCTIOJIB3YIOTCS U1 0OeCTICUeHMsI LIeIOCTHOCTH (paitioB?
a. lIudposanue
b. Hcnonb3oBanue xem-GpyHKINANA
c. Pusmnyeckas 3aluTa

15.Yro npencrapnsgeT codoi mukandeckas nepenpopepka mneaoctaoctu (CRC)?
a. Meton mmdpoBaHus JaHHBIX
b. Mertoza o0ecrieueHus IETOCTHOCTH TAHHBIX
c. Meton ayTeHTU(UKAIIUHN TTOJIH30BATENICH
d. Meton puznueckoil 3alUThl JaHHBIX

16.Kakue Tumbl KIr04Yel UCIOIB3YIOTCS B aCUMIITEPUUECKUX MUdpax?
a. IlyOmuuHbIf KITFOY
b. IlpuBaTHBINA KITFOY
c. OOuienoCTymHbIN KITI0Y
d. Bce BhImenepedncieHHbIe

17.Kakue MeTobl UCTIONB3YIOTCS ISl Ay TEHTU(PUKAIIUH OJIb30BaTeNel B ceTH?
a. Ilaponb
b. Tokensl
c. duznueckas kapra 10cTyna
d. Bce BhllIEIEpEUHCIICHHBIE

18.Yto npencrasiser coboii nByxdakropHas ayreHTuukamnms (2FA)?
a. Mcrnonp3oBaHue ABYyX mapoJsien
b. Vcnonb3oBaHue 0JHOTO KITH0Ya
c. Hcnonws3oBaHue 1ByX METOJOB ayTeHTU(DHUKAIIUN
d. Ucnonws3zoBanue ogHOTO cepTuduUKaTa

19.Kakue MeToapl HCHONB3YIOTCS i oOecrneueHus 0e30MacHOCTH IpHU OOMEHe
COOOILIEHUSIMU?
a. ludposanue
b. IIpoBepka NOJIMHHOCTU
c. Hcnonbs3oBaHue ceTeBbIX PUIBTPOB
d. Bce BhilIETIEpEUHCIICHHBIE



20.YTo Takoe 31eKTpOHHAs IU(PPOBAsI TOTUCH?
a. Crnoco0 oOecrieueHust KOHOUICHITUATEHOCTH
b. Croco0 ayTeHTH(UKAMK U TTIOATBEPKICHUS MTOJTMHHOCTH
c. Meroa mmdpoBaHus JaHHBIX
d. Meton puznueckoil 3alUThl JaHHBIX

21.Kakue u3 clenyrommux METOJ0B UCIOIb3YIOTCS sl 00ECIeUeHHs] CEKPETHOCTU
JTAHHBIX B cETH?
a. lIudposanue
b. IIpoBepka MoIIUHHOCTH
c. PesepBHOE KonMpoBaHue
d. Bce BhImenepedncieHHbIe

22.YT0 U3 NEPEeUYHUCIEHHOTO SIBJISAECTCA MPUMEPOM TEXHHUYECKHX CPEICTB 3alUThI
uHpopMaIuu?
a. MexcereBble 3KpaHbl ((haepBoIIbI)
b. IlomuTuku Ge3onacHoCTH
c. OOy4deHue COTpyTHUKOB
d. AHTHUBUpPYCHOE MPOTrPaMMHOE OOecTieueHne

23.Kakoif W3 TMepevYHCICHHBIX METOAOB OTHOCHUTCS K KpUNTOrpaduueckum
CpeICTBaM 3aIuThl HHpOpMarm?
a. AntuBupycHoe [10
b. Cucrema ynpaBiieHHs TOCTYTIOM
c. CummerpudHoe mudppoBaHue
d. AccumerpuyHoe mudpoBaHUE

24.Y10 13 NMEepeYUCICHHOTO SBISETCS NPUMEPOM aIMUHUCTPATUBHBIX MEP 3aIUThHI
uH(popmaumn?
a. YcranoBka antuupycHoro [10
b. Pa3paboTka nmoimuTuku 0€30MacHOCTH
c. Hacrporika mexcereBoro s3kpana
d. IIpoBeneHue MHCTPYKTaxKka COTPYAHUKOB

25.Yt0 W3 MEpevyHCIEHHOTO0 OTHOCUTCA K  YSA3BHUMOCTSIM  I[POTrPAMMHOIO
obecnieueHus?
a. Hannuume He3aKpBITHIX IOPTOB
b. Omubku Ko/, TO3BOJISIONIUE BHIIIOJIHEHNE BPEIOHOCHOTO KOJIa
c. HMcnonws3zoBanue cnadbIx maposieit
d. Henocratounas ¢pusmueckas 3amura cEpBEpPOB

26.UT0 U3 MEpPEYMCICHHOTO OTHOCUTCA K (DU3MYECKUM CpPEJICTBAM 3alllUThI
uHpopmaruun?
a. CucTtembl KOHTPOJIA JOCTYyIIa

10



b. IlIudpoBanue TaHHBIX
c. Buneona0Oimronenue
d. OO0Oiaunble TEXHOJIOTUN

27.Kakass W3 TMEpEUHCICHHBIX aTaK OTHOCUTCS K KATErOpHM «araka METOJIOM
nepebopa»?
a. Xakepckas araka Ha BeO-calT
b. Bbpyrdopc (Brute Force)
c. dumuHr
d. DDoS-araka

28.YT0 U3 MepeurcIeHHOro SIBISETCS MPUMEPOM MPOrPaMMHOTO 00eCTIeUeHUs ISt
3aIUThl HHpOpMaIUK?
a. VPN-ximeHTsI
b. DaeKTpoHHBIC TAOIHIIBI
C. AHTUBHUPYCHI
d. TekcToBbl€ IPOLIECCOPHI

29.4Yt10 Takoe pe3epBHOE KOMUPOBAHUE?
a. CpenctBo (hU3NYECKOM 3aITUTHI
b. Ilpouecc co3manusi KONMUWA AAHHBIX JUIs BOCCTAHOBJICHHUS B Cilydyae HX
yTpaThl
c. Meroa mudpoBanus uadopmanuu
d. YcrpoiictBo 115t XpaHeHus: nHOOpMAIUU

30.Kako#t 3 mepeuncaeHHbIX METO0B UCIOJIb3YETCs IS 3alIUThl MHPOPMAIIUU B
ceTsx?
a. Hactpoiika aepBoiios
b. YBenuueHune MOIIHOCTH CEPBEPOB
c. HMcmons3oBaHME METOZ0B COMATBLHON HH)KCHEPUN
d. Hactpoiika VPN-coeaunenuii

31.Yto Takoe ayTeHTUPUKALIHS?
a. [Iporecc npoBepku MOAIUHHOCTHU TOJIb30BATEIA
b. OGecrieueHne TOCTYITHOCTH JaHHBIX
c. lludpoBanue naHHBIX
d. YmpaBnenue goctynom

32.Yt0 03Ha4YaeT TEPMUH «IOCTyIHOCTH» B Mozaenu CIA?
a. BosmMoxxHOCTP  gocTynma K  JaHHBIM  TOJIBKO  aBTOPU30BaHHBIM
II0JIb30BATENSIM
b. 'apanTus Toro, yTo HHPOpMaLU JOCTYITHA IPU HEOOXOIUMOCTH
c. IlpenorBpaienue yreuek nHpopManuu
d. 3ammra oT BUpYCOB
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33.Kaxkoit n3 MeTo10B SBIISIETCS] MPUMEPOM (PU3HUECKON 3aIUTHI TAHHBIX ?

a. Mcnonp3oBanue OMoMeTpuu AJis ayTeHTU(UKALIUN
b. XemmpoBaHue naposuein

c. YcTaHOBKa KaMep BUICOHAOIIOACHUS

d. Hacrpoiika ceTeBbIX MPOTOKOJIOB

34.Yto Takoe MexceTeBoi 3kpaH (dhaeppod)?

a. [Iporpamma juist pe3epBHOI0 KOMMMPOBAHUS JAHHBIX

b. Cucrema, 6JI0KHpYIOLIasi HEXKENATEIbHBIN CETEeBOU Tpaduk
c. Meroxa mmdpoBaHus JaHHBIX

d. YcrpoiictBo m1st XpaHeHus: nHOOpMAIUU

35.YT0 U3 nepeyncIeHHOro ABISETCA IPUMEPOM YIPO3bl BHYTPEHHETO Xapakrepa?

a. Bupycsl

b. Hapymenue noautuku 6€30MacHOCTH COTPYIHUKOM
c. Xakepckas araka

d. DDoS-araka

36.Kakast TexHOJIOrus MO3BOJISIET CKPBITh IP-anpec nosb3zoBarens?

a. ®aepsoi

b. VPN

c. AHTUBHpYC

d. DnexTpoHHas MOANKCH

A2. Bonpochl st 00Cy:KIeHUS

l.

W

[Tonsitusti: uudopmanust, nHbopmaruzaius, UHHOPMAIMOHHBIE TEXHOJIOTHUH,
HH(pOPMAIIMOHHBIE PECYPCHI.

[TonsiTHE pOrpaMMHO-aMNapaTHON 3alUThl THGOPMALIUH.

3ajgaun MporpaMMHO-aNIapaTHON 3allUThl HHPOpMAITUH.

[IpaBoBBIC, OpraHU3aIIMOHHBIE, TEXHUUYECKHE, POTPAMMHO-ANMapaTHbIE U
Kpunrorpadguueckre MEeTO bl 00ecTieueHnst HHPOPMAIMOHHOM 0€30MMacHOCTH.
Bunbr 1 uictounuku yrpo3 uHdopmanmonHon 6ezonacHocta PO.
Krnaccudukarus mporpaMMHO-aImapaTHEIX CPEACTB 3alTUThI HH(DOpMAIUU
CtpykTypa rocyJapCTBEHHOM CUCTEMBI 00ecTieueHus] MHPOPMAIIMOHHOM
oe3onacHoctu PO.

[IpaBoBoe perynupoBanue nHGOpMAIMOHHOH cepsl B PD.

OcCHOBHBIE HOPMATUBHO-METOJUYECKHE MATEPHAIIBI.

baok B. 3agannsi peKOHCTPYKTHBHOIO YPOBHS («yMeTb»)
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B.1 TecToBbIC 3a1aHNA 110 JTUCHUILINHE.

Nuctpykiusi: YCTaHOBUTE COOTBETCTBUE MEXJY DJJIEMEHTAMHU JIEBOIO M IIPaBOro
cronbna. Kaxaomy 31eMeHTy JIEBOIO CTOJIOLA COOTBETCTBYET OJMH 3JIEMEHT MPaBOI0
crosioua. Oteet 3anummuTe B popmare 1-A, 2-b u T.1.

1. YcraHoBuTE COOTBETCTBHE MCXKIY THUIIOM IHI/I(i)pOBaHI/ISI u €ro XapaKTepHCTHKOﬁZ

Tun mmdpoBanus

XapakTepucTuKa

1. CummeTrpuuHoe mudpoBaHue A. Mcnonb3yeT JiBa pa3HbIX KJro4da JJis
mrdpoBaHus U nemudpoBaHUs

2. T'mbpunHoe mudpoBanue B. OOpabatbiBaeT pmaHHblE OJOKamMu
(bUKCUPOBAHHOM JUTHBI

3. bnounoe mudpoBanue C. HUcnonp3yeT OAMH U TOT K€ KIIOY
JUIsl IMPOBaHMS M IS POBAHUS

4. AcummeTrpudHOe MHU(PPOBAHKE D. Kombunupyet MPEeUMYIIECTBA

CUMMETPHUYHOI'O U ACUMMETPUYHOIO
METOI0B

2. CooTtHecuTe METOJ ayTEHTU(DUKALIUK C €T0 OCHOBHBIM MIPUHIIAIIOM

Merton ayTeHTUDUKALIT

OCHOBHOM MPUHITUT PAOOTHI

1. buomerpuueckas ayTeHTUDUKAIIHS A. ludpoBsie  upeHTHUPUKATOPHI  C
OTKPBITHIM KJIKOYOM
2. OnHOpa3oBbIC MAPOJIHU B. Ucnonb3oBaHue YHUKaJIbHBIX
(bU3HUECKIX XapaKTEPUCTHK
3. Cepruduxkarsr X.509 C. KomOunammst  AByX  pa3siudHBIX
METOJI0B ITPOBEPKHU
4. JIByxdaktopHas ayTeHTUPUKAIUS D. BpeMeHHbI€ KOJIbI JOCTYyTIA
3. VYcraHOBUTE€ COOTBETCTBHE MEXKIYy THUIIOM MEXCETeBOr0 »JKpaHa U €ro
(GyHKIHOHATBHOCTHIO:
Turn MexXCceTeBoro dKpaHa OyHKIMOHAJIBHOCTD
1. ITakeTHbIil GUIBLTP A. OtcnexuBanue COCTOSIHUS
COEIMHECHUM
2. Next-Generation Firewall B. AHanu3 3arojioBKOB MaKETOB
3. Stateful Inspection C. I'nyGokuit aHaau3 NpuiioKeHU!
4. Tlpokcu-puibTp D. IlocpenHnyecTBO MEXKAY KIMECHTOM

U CEpPBEPOM

4. CootHecute Tul BpeaoHocHOro 11O ¢ ero 0CHOBHOM 11€JIbIO:

Tun BpenonocHoro 110

Ilenb BpenonocHoro I10
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1. Kpunrosnokep A. CKpbITO€ MPUCYTCTBHUE B CUCTEME

2. Keitnorrep B. ludgpoBanue @daiinoB ¢ 1eIbIO
BBIMOTaTEIbCTBA

3. PyTkut C. Perucrpanys Ha)XaTUi KJIaBUII

4. bakaop D. Co3nanne HECAaHKIMOHHPOBAHHOTO

A0CTYyIIa

5. YcTaHOBUTE COOTBETCTBHE MEXKAY METOJIOM 3allIUThI U ypoBHEM Mojenu OSI:

MeTto 3aATEI

YpoBub Mojaenu OSI

1. MAC-dunbrparus A. TlpukiaHONW YPOBEHB
2. SSL/TLS B. CeteBoil ypoBeHb

3. IPSec C. TpaHCIOpTHBIN YPOBEHB
4. HTTPS D. KaHaspHblll YPOBEHb

6. CooTHECUTE TUII aTAKHA C METOIOM 3AIUATHI:

Tun araku Meton 3aUThI
1. XSS (Cross-Site Scripting) A. IlapameTpru30BaHHBIE 3aITPOCHI
2. Man-in-the-Middle B. DkpanupoBaHue CIIEHUATIBHBIX
CUMBOJIOB
3. DDoS C. Pacnipenenenue Harpy3ku
4. SQL-uabEeKIHS D. Ceptudukarst SSL/TLS

7. YCTaHOBUTE COOTBETCTBUE MEXKIY
BBIXOJHOT'O 3HAUYECHUS:

AITOPUTMOM XEIIMPOBAHUSA U Pa3MEPOM

AJITOPUTM XEIIHPOBAHUS

Pa3Mep BBIXOJHOI'O 3HAYCHU A

1. RIPEMD-160

A. 128 our

2. SHA-512 B. 256 our
3. MD5 C. 512 our
4. SHA-256 D. 160 out

8. COOTHECHUTE THUII PE3EPBHOTO KOMMMPOBAHMSI C €r0 XapaKTEPUCTUKOM:

Tun pe3epBHOr0 KOMUPOBAHUSI XapakTepUCTUKA
Huddepennmansroe pesepBHoe | KonupoBaHnue H3MEHEHUN C TOCIETHEro
KOIMPOBAHUE WHKPEMEHTA

HenpepbiBHOE pe3epBHOE KOMUPOBAHUE

KonupoBanue wn3MEHEHHI B peAIbHOM
BpPEMEHHU

NHKpeMEeHTHOE pe3epBHOE KOMMPOBAHUE

KommpoBanue W3MEHEHHI C TOCIICTHETO
MOJIHOTO OdKama

[TonmHOE pe3epBHOE KOMMPOBAHUE

KOHI/IpOBaHI/Ie BCCX JAaHHBIX

9. VYcra”Hosure
0COOEHHOCTBIO:

COOTBCTCTBHUC MCIKOY

ITPOTOKOJIOM aYTeHTI/I(bI/IKaHI/II/I hn Cro

[TpoTokon ayreHTH(DUKAITUN

| Oco0eHHOCTh TPOTOKOIA
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1. OAuth 2.0 A. llenTpanuzoBanHas
ayTeHTU(PUKAIUA  JJIT  CETEeBBIX
YCTPOMCTB

2. LDAP B. bunernas cucreMa
ayTeHTU(DUKALIUU

3. RADIUS C. IIpoTokoa nocTyna K Karajaoram

4. Kerberos D. JlenernpoBaHue npas JA0CTyIa

10. CooTHECHTE TUII CUCTEMBI OOHAPYKEHUS BTOPKEHUH C €€ XapaKTePUCTUKOM:

Tun cucremsl XapakTepuCcTUKa
SIEM AHann3 NoBeIeHN X0CTa
NBA MOHUTOPHUHT CETEBOTO Tpaduka
HIDS Koppensitius coObITui 6€30M1aCHOCTH
NIDS AHaJIN3 CETEBOr0 NOBEJCHUS

B2. JIaGopaTopHas padora

JlaGoparTopHasi padora Ne 1.

Tema: «Ilonutrka 0€30MACHOCTH B KOMITBIOTEPHBIX CUCTEMAX)»

Heab padorei: O3HaAKOMUTBCA € NIpE3EHTANNEN "AnmnapaTHble CpeICcTBa U
o6opynosanue JIBC"

3aganue 1A padoThI:

1. OcHoBHBIE TTpOIIECCHI )KU3HEHHOTO HHKIa AC.

2. Onenka 3amumennoctu KC.

3. B3auMocCBs3b MEX/1y CTaHAAPTHBIMU MPOLECCAMHU U CTAAUSIMHU.

JlaGopaTopHasi padora Ne2

Tema: «HopmatuBHO-MeToamueckoe obecrieuenue coznanust AC» 37

[lenp paboOTHI: HCCIEAOBaHWE COCTaBa alllapaTHBIX W MPOTPAMMHBIX CPEJICTB
nepconansHoro kKommetoTepa (I1K), cocraBnsronmx ocHOBY €ro KOH(pUTypauu
3ananue 1 padoThI:

1. HopmatuBHo-MeToudeckoe odecredenue AC.

2. MexyHapOo HbIE CTaHIapPTHI.

3. Cranaaptsl Poccuiickoit denepanun.

JlaGopaTopHasi padora Ne3

Tema: «OCHOBHBIE TOHATHS U KOHLETILINI

[ens pabGoter: IlpoOpecT HaBBIKM M OCBOUTH OCHOBHBIE METOJIBl TECTHUPOBAHUS
arnmapatHeix cpeacTs [IK ¢ momonipro TeCTOBBIX MpOrpaMm

3ananue 1 padoThI:

1. Unentuduxamus oobekTa

2. 3amura rnpu ooMeHe cooOIIeHUSIMU
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Baok C. 3ajanusi NpaKTUKOOPHMEHTHPOBAHHOTO YPOBHS /IJIsl AMATHOCTHPOBAHMSI
copMHUPOBAHHOCTH KOMIIETEHIUN («BJIAXETh))

C1. Keiic-3axanus

[TpounTaiiTe onucaHue CUTyallMd U Bompoc. BeiOepuTe OJUMH WIM HECKOJIbKO
IIPaBUWIbHBIX BapUAaHTOB OTBETAa. BHUMAaTENbHO YMTAWTE 3aJaHUE, TaK KaK OHO MOXKET
IPENoJaraTb BHIOOP HECKOJIbKUX BApUAHTOB.

3aganue 1: 3ammTa JaHHBIX NPU NEpeaadye
Omnucanue cutryauuu: Kommanus nepenaer KOHGUIEHIIMATbHBIE JaHHBIE CBOUM
naptHepam 1o cetu. g obecrneueHus: uX O€30MAaCHOCTU MCIOJIB3YETCS MPOTOKOII
HTTPS. Opnako, agMUHUCTpATOp OOHAPYX W, YTO KTO-TO TBITAETCS TEPEXBATUTH
TpadHK ¢ TOMOIIBIO aTaku "denoBek mocepeaune” (MITM).
Bormpoc: Kakue Mepbl IOMOTYT IPeA0TBPAaTUTh ycnemnyto araky MITM?
A. Ucnones3oBare ceptudukarel  SSL/TLS oT 1goBepeHHOro ueHTpa
ceprudukanuu (CA).
B. Bxitounts mupoBaHue TOJBKO HA CEPBEPE, a HE HA KIIMEHTE.
C. PeanuzoBaTh IPOBEPKY CaMOIIOAIUCAHHBIX CEPTU(HUKATOB.
D. HUcnonwszoBate HSTS (HTTP Strict Transport Security).

3ananue 2: YTpo3bl BHYTpY OpraHU3alin
Onucanne curyauu: COTpyAHMK KOMIAHMM CKadayl (aill ¢ HEHW3BECTHOIO
HMCTOYHUKA BO BHYTpeHHeH cetu. Ilocie »Toro Hadamach yreuka KOHMHICHIIMATLHON
undopmaruu. Jlor-daitnel mokaseiBatot, 4To (aitn comepxkan BpegornocHoe I10.
Bompoc: Kakume mepbl Morim Obl NPEeJOTBPATUTh YTEUYKY [AaHHBIX B JIAHHOU
cuTyauu?
A. Vcnonbs3oBanue antuBupycHoro I1O ¢ akryanbHbIMH O0a3aMu CUTHATYD.
B. Monutopusar cereBoro Ttpaduka € MOMOLIBIO CUCTEMBI OOHAPYKEHUS
Brop>kenuii (IDS).
C. OrkiroyeHrue aBTOMATHYECKOM TMpOBEpKHM Bcex (DailJloB Ha HalIUuue
BpenoHocHoro I10.
D. Orpannyenue 10oCTyna K BHEIIHUM CaidTaM 4epe3 KOPIOpaTUBHBIN
IIPOKCH-CEPBEP.

3ananue 3: AyTeHTH(UKAINS U 3aIUTa MapoJien
Onucanue cutyauuu: B cucreme ympaBiieHusi JOCTYIIOM OOHapykeH (akT
HECAaHKIIMOHUPOBAHHOTO BX0/1a. BRISICHWIIOCH, YTO 3710YMBIIIJIEHHUK HOJYYHII JOCTYIT K
0a3e JaHHBIX NapOoJIe, 1€ OHU XPaHUJIUCh B BUJIE OTKPBITOTO TEKCTA.
Bormpoc: Uto HeoOxoaumo caenaTh Ajs 3alUThl Maposiei B 0a3e TaHHbIX?
A. XpaHUTb MApOIU B BUJIE XOUIEH C UCIIOIb30BAHUEM COJIH.
B. HIudposaTs napoau ¢ UCHOJIb30BAHUEM CUMMETPUYHOIO MK poBaHus 0e3

KJIFO4a.
C. PerynsipHO MEHSTh  QITOPUTM  XDIIMPOBAHUS 0O€3  yBEIOMJICHUS
MOJIB30BATEIIEN.
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D. Mcnonb30BaTh alropuTMBI XAIITUPOBAHUS, TaKHe Kak berypt wim Argon?2.

3ananue 4: lludpoBanre qaHHBIX
Onucanue cutyaruu: KoMnaHusi UCMoOnb3yeT CUMMETPUYHOE MU(POBaHUE IS
3alUThl  KOH(QUJCHIMAIBHBIX JaHHbIX. OJHaKo, MpU Mepenave KIYed MExXIy
COTPYJHUKAMU, KJIFOY ObLJI CKOMIIPOMETUPOBAH.
Bomnpoc: Kakue meToas! nepenayn KIr04eil MOXKHO CUUTATh 0€30TaCHBIMU?
A. Vcnonb3oBanue npoTtokosia oomena kimodamu Juddpu-Xennimana.
B. Ilepenaya xmrodeit uepe3 3ammppoBaHHOE COEAMHEHHE, HAMpUMEp, IO
nportokoiry TLS.
C. OtmpaBka KIItOU€ MO 3JIEKTPOHHOM MOYTE B OTKPHITOM BUJIE.
D. Xpanenne ximrodyeit B oOmayHOM cepBUcEe 0€3  JTOTOJHUTEIBHOTO
muppPOBAHHSL.

3amanue 5: 3amuTa OT PUILIUHTA
Onucanue cutyanuu: COTPYJIHHUKHM KOMIAHUW TMOJYYWIIM THCbMA, KOTOpbIE
BHEIIIHE BBINVISIASAT Kak cooOuieHus oT odunuanbHoro Oanka. [locnme mepexona mo
CCBIJIKE HECKOJIbKO COTPYAHUKOB BBEJIU CBOM YUETHHIE JaHHbIE Ha (haJIbIIMBOM CailTe.
Bomnpoc: Kakue Mepsl momMoryT MpeaoTBpaTUTh MOJO0OHBIE aTaku? YKaKWTe
JIMIIHEE.
A. Braenpenue npyxdakropHoit ayreHTudukanuu (2FA).
B. Hacrpoiika ¢puiabTpoB criama Jijist 3J€KTPOHHOMN TOYTHI.
C. Hcnonb3oBaHue napoJsieid, KOTOPbIE JIETKO 3alIOMHHUTb.
D. IlpoBenenue oOydeHHs] COTPYAHUKOB IO BOMpocaM HHGPOPMAIIMOHHON
0e30IacHOCTH.

3ananue 6: [lonmuTuku O0e30macHOCTH
Onucanue cutyanuu: B KpynmHOW KOMIIAHMHM OTCYTCTBYIOT YETKUE IMOJIHMTHKHU
YVOpPABJICHHUS] JOCTYNOM. B pe3ynpTaTe COTpYAHMKM HUMEIOT JIOCTYIl K pecypcam,
KOTOPBIE HE OTHOCATCS K UX (YHKIHMOHATBHBIM O0SI3aHHOCTSIM.
Bonpoc: Kakne neiicTBust HOMOTYT YJIy4YIIUTh YIIPABICHHUE JOCTYNOM? YKaXUTe
JIMIIHEE.
A. Peann3oBaTh NPUHLMI MUHUMAJIBHBIX TPUBHUIIETUN.
B. OcyniecTBisATh peryisipHblidi ayJUT MIpaB JOCTyIa COTPYIHUKOB.
C. IlpenocraBuTh BCEM COTPYJHMKAM OJMHAKOBBIM ypOBEHb JOCTyIA IS
yHOpOIIeHUs! pabOTHI.
D. HUcnonws3oBaTh MexaHU3MBbI pojieBoro ympasienus goctynoMm (RBAC).

3ananue 7: ATaku Ha BEO-IIPHIIOKEHUS
Onucanne cuTyaluud: 3JIOYMBIIUICHHUK HCHOJB30Bal  YSI3BUMOCTh SQL-
MHBEKLINHU JIs] TOJyYEHHUs TOCTYIa K 0a3e TaHHbIX BEO-IIPUIIOKEHUS.
Bomnpoc: Kakue mepsl mo3Bonsat npeaorspatuts SQL-nHbeKINN?
A. Hcnionp30BaHue apaMeTpU30BaHHBIX 3aIIPOCOB.
B. Xpanenue napoiieil B BUAE OTKPBITOIO TEKCTA.
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C. Peanu3zanus Bajiialiiy N0JIb30BATEIBLCKOTO BBOJIA.
D. OtkitoueHue aBToMaTu4eckoro jorupoanust SQL-3ampocos.

3ananue §: 3ammuTa MOOMIIBHBIX YCTPOUCTB
Onucanue cutyaruu: COTpyJHUK KOMIIAHUM MOTEPSI MOOMJIBHOE YCTPOMCTBO,
Ha KOTOPOM XPAaHWJIUCh KOPHOPATHUBHBIE JAaHHbBIE. Y CTPOMCTBO HE OBLIO 3aIUIIEHO
MapoJIEM, a TAaHHBIE HAXOJUIUCH B OTKPBITOM BHJIE.
Borpoc: Kakue mepbl MOriu Obl CHU3UTh PUCK YTEUKH JTAHHbBIX ?
A. Brirounts mudpoBaHue JaHHBIX HA YCTPOMCTBaX
B. Hcnoas3oBaTh ynpasieHne MOOMIbHBIMU ycTpoiicTBaMu (MDM).
C. OTKIIOYUTh HCIOJIb30BAaHWE MOOWIBHBIX YCTPOWCTB JJsi paboOThl C
KOPIIOPATUBHBIMU JTaHHBIMH.
D. YcraHOBHUTH CITOXHBIN TpauuecKuil KITroy.

3ananue 9: Pe3epBHOE KONMUPOBAHUE
Onucanue cutyauuu: Ha cepBep koMmaHnuu Oblla COBEpUIEHA yCIEUIHAs aTaka
MporpaMMoii-BeIMOTaTesieM, KOTopasi 3amudpoBaia Bce AaHHbIE. Pe3epBHbIE KOMUU
JTAHHBIX TAKXKE OKA3aJIMCh HEAOCTYITHBIMHU, TaK KaK HAXOJAUJIUCh HA TOM K€ CEpBEPE.
Bomnpoc: Kakue neicTBUsS HEOOXOIUMO MPEANPUHATH IS 3alIUThl PE3EPBHBIX
Konui? YKaXuTte JINIIHEE.
A. XpaHuTh pe3epBHbIC KON HA (U3HUUECKH U30JIMPOBAHHOM YCTPOMCTRBE.
B. Hcnoaws3oBaTh mudpoBaHre pe3epPBHBIX KOMHUH.
C. HactpauBarh pe3epBHOE KOMMPOBAHUE Pa3 B MECHILI.
D. Peanu3oBaTh MHOTOYPOBHEBYIO CTPATETHUIO PE3EPBHOTO KOMUPOBAHUSA
(;ToxanpHBIE, 00MauHbIe U 0 (IaliH-KOTINN).

Keiic 10: Ataka "Yenosek nocepeaune"

Onucanue cutyanuu: Bama koMnaHus HCHoib3yeT HezamuuieHHoe Wi-Fi mis
obmeHa naHHbIMU. COTpYAHMK, UCTOJIb3Ysl 3T0 Wi-Fi, BBOIUT CBOU yueTHbBIC JTaHHBIC
Ha caiiTe OaHKa.

Bonpoc: Kakoil meTon 3amMThl MOXKET MPEIOTBpaTUTh araky ''YenoBek
nocepenuHe" B JAHHOW cCUTyaluun?

A. Ucnons3zoBanue VPN

B. YcranoBka anTuBHpYyCa

C. PerynsipHoe 0OHOBIIEHUE CUCTEMBI

D. Ucnonbs3oBanue nByx(haKTOpHOU ayTeHTU(DUKAITTN

C2. JIabopatopHas paGora

[IpakTuKo-opreHTUPOBaHHAs JJabopaTopHas padoTa: «MexaHUu3MbI 3aIUThD)

3aganue 111 paboThI:

1. Ciucok KOHTPOJISL JOCTyNa

2. Unentuduxanus, ayreHTUGUKAIMI U aBTOpU3aIUs CYObEKTOB M OOBEKTOB CUCTEMBbI
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Kparkoe onucanue:

1. ®yukmonansHoe noctpoenre C3U opranu3anuu 1 Ha3HaAYE€HHE OCHOBHBIX
MOApa3ICIICHUMN.

2. Dnementapubie mosenu C3U opranmzanuu. CemupyOexHast MOJIEb 3aIUTHI.
3. IlocnenoBaTenbHOCTh U COAEPKaHUE OCHOBHBIX 3TanoB npoektupoBanus C3U
OpraHu3aluu.

4. Conepxanue npouecca skcrryaranuu C3U opranuzanumu.
Pe3ynbpraThl 1 BbIBOJBI: B X071€ paboThI, CTYEHT HayuniIcs pa3oupaTbes U
OIepUPOBATh OCHOBHBIMU MOHATUSMU HH(OOPMAITMOHHON OE30ITaCHOCTH.

Baok /1. 3ananus s HCNoJIb30BaHUSA B PaMKaX MPOMEKYTOYHOH aTTecTAlnu

J11.11lepedyeHb IK3aMEeHAIIHOHHBIX BOIIPOCOB

1. OcHOBHbBIE TPUHIIUIBI CO3[JaHUS CPEACTB 3ALIUTHI MH(OpPMALUK.

2. Onmucath c1oco0 KOHTPOJIS MOTOKOB JJaHHBIX, TOCPEACTBOM IPUMEHEHUS
OCHOBHOT'O IIpaBUJIa pa3srpaHUYCHUs AOCTYyIa, IPUMEHIEMOr0 B MaHAATHOM
MEXaHU3ME yIIPaBJIEHUs TOCTyIIOM

3. KoHuenmus nocTpoeHus mporpaMMHO—aNmnapaTHbIX CPEACTB 00eCTIEeUeHUS
MH(OPMAITMOHHOW O€30MaCHOCTH.

4. Omnucars NPUMEHEHUE POJIEBOrO CII0C00a YIIPABIEHUS JOCTYIIOM.

5. Metoapl orpaHuueHus JOCTYIIA U yIIpaBieHus qoctynoM. Mnentudukanus u
ayreHTu(ukanus. [laposbHbIE CUCTEMBI.

6. Yka3aTb OCHOBHBIE IOKyMEHTBHI, OIIPEIEISIIoIINe TPeOOBaHUS K CTPYKTYpe U
¢ynxusam C3U.

7. MeTonpl OTpaHMYEHHMS AOCTYIIA U YIIPABICHUS TOCTYIIOM. [IuCKpenMoHHOE
YIIPaBIECHUE TOCTYIIOM.

8. Omnwucate nopsaok pynknuonupoBanus komrnoneHtoB C3U ot HCJI Secret Net.
9. MeTonbl OTpaHUYEHHMS JOCTYIIA U YIIPABICHUS 10CTyIoM. MaH1aTHOE

YIPABJICHHUE TOCTYIIOM.

10.0Onucath nopsi0K GyHKIIMOHUPOBAHUS si/Ipa U OCHOBHBIX nojcuctem C3U ot

HCJI Secret Net.
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11.MeTonbl orpaHlYeHMs AOCTYIIA U YIIPaBICHHS AOCTyIIOM. PojeBoe ynpaBieHue

AOCTYIIOM

12.]1aTh XapaKTEpUCTUKY PEKUMOB UACHTH(PUKALNN U Ay TEHTU(PUKALIHH,
peanmuzyembix C3U1 ot HCJ] Secret Net
13.CtpykTypa v pyHKIIUH TPOrPaMMHO—aIIapaTHRIX CPEICTB 0OECIICUCHUS

nH(pOpMaIIMOHHOM 0€30MacHOCTH.

14.OnucaTth NpUMEHEHHE MEXaHU3Ma OJIOKUPOBOK KOMITBIOTEPA U BUJIOB
osokupoBok, peann3yembix C3U ot HCJI Secret Net, naTh UX CpaBHUTEIIbHYIO

XapaKTEPHUCTHKY.

15.Ha3nauenue, pexxuMbl GyHKIIMOHUPOBAHMSI, OCHOBHBIE (DYHKIIMHU, COCTAB
ycraHaBinBaeMbix koMrnoHeHToB C3U ot HCJI Secret Net

16.Onucate npoueaypy JOBEPEHHOM 3arpy3Ku ONEPALTUOHHON CUCTEMBI TIPU
NPUMEHEHUH 3JIEKTPOHHBIX 3aMKOB U YCTPONCTBO BBOJIa UACHTU(DUKAIIMOHHBIX
npusHakoB (YBUII).

17.1Toncucremsel kmuenta C3U or HC/I Secret Net: a1po cucTeMsl 3alIUTHI,
MOJCUCTEMA JIOKAJIbHOTO YIPABJICHUS, 3aIIUTHBIC MTOJICUCTEMBI

18.Omumcarp o6mmit mopsaok ¢pynkimonuposanust C31U or HCJ[ Ctpax NT

19.1Toncuctremsr kimenta C3U ot HC/I Secret Net: Mmoayib BXo/a, HojacucTemMa
KOHTPOJISl IEJOCTHOCTH, MOJCUCTEMA PaOOTHI € armapaTHOM MOAEPKKON

20.0nucath NOpSIAOK HACTPOUKH MOJACUCTEMBI TUCKPELITMOHHOTO U MAHIATHOTO
yrpasienus nocrynom C31 or HCJI Crpaxx NT

21.3amurHbie Mexaau3Mbl C3U1 ot HC/] Secret Net. Unentudukarmus u

ayTeHTU(PUKALKA [T0JIb30BaTENCH.

22.0nucath NOPSAJOK TECTUPOBAHUS, BOCCTAHOBJIEHUS U 00€CIIEUEHUs HETOCTHOCTH
C3U or HCJI Crpax NT.

23.®yukunuonupoBanue nojacucremsl yuera Hocutene C3U or HCJL Ctpax NT.
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24.OnpenenuTh BO3MOXHYIO KOHpuUrypaiuto anmnapaTHeix cpeacts C3U ot HCJJ
Secret Net, npuMeHsIeMbIX I HISHTADHUKAIIMN U ayTeHTU(PUKAITAN

OJIL30BATEJIEN.

25.0npenaenenus u kiaccupuKaIuoo YCTPOUCTB BBOJAA UACHTU(DUKAIIMOHHBIX
npusHakoB (YBUII).
26.1TosicHUTh MPUMEHEHNE KOHIENIIUN pacpOCTPaHEHHUS MPaB AOCTYIA U JaTh UX

CPaBHUTEJIbHYIO XapaKTEPUCTHUKY.

27.YcrpoiicTBa BBOAA HICHTU(PUKALMOHHBIX TPU3HAKOB. Y cTpoiicTBa iButton.

28.TlosicHUTDH pe3yibTaThl MPUMEHEHUS MTPaBUJI BEIOOPA CTOMKHUX Taposiei.

29.VYcTpoiicTBa BBOIa UICHTU(UKAIIMOHHBIX MPpU3HAKOB. CMapT-KapThl. Y CTpONCTBA
BBOJIa Ha 0a3e cMapT-KaprT.

30./laTh CpaBHUTEIBHYIO XapaKTEPUCTUKY OCHOBHBIX MOJXOJ0B K pa3padoTKe
CPEJICTB 3aIUTHl HHPOPMAIIHH.

31.YcrpolicTBa BBOJIa UICHTU(UKAITMOHHBIX Npu3HakoB. USB-kioun.

32.110ACHUTh IPUMEHEHUE KOHUEIIMU JUCTIETYEPA JOCTYIIA.

33.¥YcrpoiicTBa BBOAA MICHTU(PUKAIMOHHBIX MTPU3HAKOB. KoMOMHMpPOBaHHbBIE
YBUII. Onexrponnbie 3aMku. OOMIUNA anropuT™ GyHKIIMOHUPOBAHUS

34.]1aTh XapaKTEpUCTUKY OCHOBHBIX IPUHLIMIIOB CO3aHUsI CPEACTB 3aLUTHI

uH(OPMAITUHU U X TPUMEHEHUS

35.Ha3nauenue, pexxuMbl PyHKIIMOHUPOBAHKS, OCHOBHBIE ()yHKIIMH, COCTaB
ycraHaBiuBaeMbix komroHeHToB C3U1 ot HCJ] Secret Net

36.0mnucath npoueaypy JOBEPEHHOM 3arpy3KH ONEPAMOHHOW CUCTEMBI IIPH
MIPUMEHEHUH JICKTPOHHBIX 3aMKOB U YCTPOMCTBO BBOJIA UCHTU(DUKAITMOHHBIX
npusHakoB (YBUII).

37.[1aTh XapaKTEepUCTUKY PEKUMOB UICHTU(PHUKALIUN U Ay TEHTU(PUKALINH,
peanmuzyembix C3U1 ot HCJ] Secret Net.
38.Yka3aTb OCHOBHBIE IOKYMEHTBHI, OMPEIEISIOINe TPeOOBaHUS K CTPYKTYpE U

byukusm C3U.
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PA3JEJI 3.0nucanne nokasarejeil 1 KpUTepUeB OLCHUBAHUS KOMIIETEHIMA HA

Pa3JIMYHBIX 3Tanax ux GopMUpoOBaHHsA, ONIMCAHHME IIKAJ OLlCHUBAHUS

bannbHO-pelTUHrOBasi cucTteMa sBIsieTCsl 0a30BOM CHCTEMON OIEHUBAHUS
c(OpMHPOBAHHOCTH KOMIIETEHIUH 00y4arOIIMXCsl.04HOU (POPMBI 00yUYEHUS.

Hrororas onenka cpopMHUPOBAHHOCTH KOMMETEHIIUU(I1) 00yUarOIIUXCSl B paMKax
OAJIIbHO-PEUTUHTOBOM CUCTEMBI OCYHIECTBIISIETCS B XOJI€ TEKYIIEro KOHTPOJIs
YCIEBAEMOCTH, NPOMEKYTOYHOM aTTecTallil W ONpeNeNseTcss Kak cymMma O0alios,
MOJIYYEHHBIX O0YYaIOMIMMUCS B PE3yJIbTATE MPOXOXKICHUS BceX (POPM KOHTPOJIS.

Onenka cpopMUPOBAaHHOCTU KOMITETEHUUU() 1O AUCIMIUIMHE CKIIAbIBACTCS U3
JIBYX COCTaBJISIONINX:

v/ iepBasi  COCTaBISIONIasi — OIEHKAa TpernojaBarelieM Cc(hOPMHUPOBAHHOCTH
KOMIETeHIMU(H) B TEYEHHE CEMECTpa B XOJA€ TEKYIIEro KOHTPOJIsS YCIEeBaeMOCTH
(makcumym 100  GammoB). CrTpykTypa TEpBOM COCTaBJISIONIEH  OMpenemseTcs
TEXHOJIOTUYECKON KapTOW JHMCUMIUIMHBI, KOTOpas B Hadaje CeMecTpa JIOBOAMTCS IO
CBEICHUA 00YYaIOIINXCS;

v BTOpasti COCTaBIsIOmas — OICHKA C(HOPMHUPOBAHHOCTH KOMIETEHITUH(1)
oOyyaromuxcs Ha 3k3ameHe (MakcumyM — 30 6aioB).

JUist CTyI€HTOB OYHO-3204HOM (OpMbl OOyudeHHUs MpUMEHATCA 4-0amiibHas WU
OMHAapHas IIKaJbl OLUEHUBAHUS PE3YyJbTATOB TEKYIIEro KOHTPOJS YCIEBAEMOCTH HU
IIPOMEKYTOUYHOM aTTeCTalli 00y4YaroIIUXCs.

YPOBHHU IIPOJABUHYTHIN 0a30BBIif IIOPOTOBBIN JIOIIOPOT OBBI
OCBOCHUS YPOBEHb YPOBEHb YPOBEHb YPOBEHb
KOMIIeTEeH U
100 - 8Su=> 70 — 84 51-69 0-50
O0a/sIbHasA
HIKAJIA
4 — 0aJIbHAS «OTIIMYHOY «XOpOUIOY «YJIOBJIETBOPUT | «HEYJIOBJIETBOP
HIKAJIA €JIBbHO» UTEIILHOY

IlIkajia OLIEHOK NPH TEKYLIeM KOHTPOJIE YCIIeBAeMOCTH
110 Pa3JIUYHbIM IOKA3aTEJIAM

Ilokazamenu oyenueanusn cpopmupoeannocmu | bannv Ouenka
KomnemeHuuil

Brinonnenue 1abopaTopHbIX padoT 0-20 | «HEYZIOBIETBOPUTEIBHO
«yAOBJIETBOPUTEIILHO
«XOpOILIO»

KOTJIIMYHO»

OTBETHI HA YCTHBIE BOIIPOCHI 0-10 | «HEYZIOBIETBOPUTEIHLHO»
«YJIOBJIETBOPUTEIHLHO
«XOPOILIOY»

«OTIIUYHO

TectupoBaHue 0-30 | «<HEYIOBJIETBOPUTEIBHOY
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«YAOBJICTBOPUTCIILHO»
«XOpOoIIo»
«OTIHUYHO»

Brinonnenue u nyonnyHas 3amura pedepara 0-5 «HEYIOBJIETBOPUTEIIBHO)
«yZAOBJIETBOPUTEIILHO
«XOpOILIO»

KOTJIIMYHO»

Brinonnenue npe3eHTannin 0-5 «HEYHOBIIETBOPUTEIBHO
«yHOBJIETBOPUTEIIHLHO)
«XOPOIIIO»

«OTJIUYHOY

CooTBeTCcTBHE KPUTEPHUEB OLICHUBAHUA YPOBHIO OCBOCHHUSA ROMHeTeH[[I/Iﬁ
M0 TEKYIIEMY KOHTPOJIK0 YCIIEBAEMOCTH

bannn Ouenka Yposens Kpumepuu oyenueanusn
0c60eHUsA
KomnemeHuuu
0-50 | «aeynosnerBopu | Jlomoporoseiii | OOyuaromuiics He TpUOOpeNT 3HaHUS,
TEJLHO YPOBEHb YMEHHS U HE BIIaJIe€T KOMIIETCHIUSIMH B
o0beme, 3aKperIEHHOM paboueii
MPOrpaMMON TUCIUILINHBI
51-69 | «ynosnerBopute | I[Toporossiit He menee 50% 3amanuid, mojjexkamimux
JLHOY YpOBEHb TEKYyIIeMy KOHTPOJIIO  yCIIEBa€MOCTH,
BBITNIOJIHEHBI 0€3 CYIIIECTBEHHBIX OITMO0K
70-84 | «xopomio» ba3oBblii OOyuaromMcs BBITIOJIHEHO HE MeEHee
YPOBEHb 75% 3amaHuii, MOAJEXKAUIUX TEKYLIEMY

KOHTPOJIKO  YCIIEBA€MOCTH, WM IIpU
BBIIIOJIHEHUN BCEX 3aJaHUM JONYIIECHBI
HE3HAYUTEIbHBIC OINOKHU; 00yJatomnunCs

ToKa3an BJIaJICHUE HaBBIKAMH
CHUCTEMAaTHU3aNU Marepuasa u
MIPUMEHECHUS ero npu pelieHun
MPaAKTUYECKUX 3aJIaHuM; 3aJaHus
BBIIIOJIHEHBI 0€3 OIINO0K
85-100 | «oTIUYIHO» [TponsunyThiit | 100% 3aganuii, moasieKanux TEKYIIEMY
YPOBEHb KOHTPOJIFO  YCII€BAEMOCTHU, BBITIOJHEHBI

CaMOCTOSITEJILHO M B TpeOyeMoM 00beMme;
oOydaromuiicss  TPOSBISET  YMEHHUE
0000111aTh, CHCTEMAaTU3UPOBATH MaTEpUaIl
U TPUMCHITH €ro TMpPH  PCIICHUHU
MPAKTHYECKUX 3aJIaHuH; 3aJIaHuUs
BBITIOJTHCHBI C 110JIPOOHBIMHU
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MOACHCHUAMHU W apPryMCHTHPOBAHHBIMHA
BBIBOJAAMH

IIIkana OLEHOK 110 MPOMEKYTOYHOM ATTECTALNH

Haumenosanue popmut bannw Ouenka
HPOMENHCYMOUHOU ammecmayuu
DK3amMeH 0-30 | «HEYZIOBIETBOPUTEIBHO

«YIOBJIETBOPUTEIIBHO)
«XOpOLIO»
COTJIMYHOY

CooTBeTCcTBHE KPHUTEPHUEB OICHUBAHUA YPOBHIO OCBOCHHSA KOMHeTeHlII/Iﬁ

10 MPOMEKYTOYHOM aTTeCTAIUN 00yYAKIUXCH

bannu Ouenka Ypoeenw Kpumepuu oyenusanusn
0ceoenus
KomnemeHuuu
0-9 | «<aeynosnerBopu | Jlomoporoseiii | OOyuaromuiics He mnpuoOpen 3HaHuS,
TEITHHOY» YpOBEHb YMEHUS W HE BIAJCET KOMIICTCHIIMSIMH B
o0Beme, 3aKpEIUIEHHOM paboueit
MIPOrpPaMMOi JTUCITUTUTAHBL
oOyyaromuiics HE CMOr OTBETUTHh Ha
BOIIPOCHI
10-16 | «ynosnerBopure | Iloporossrit OOyuaroiuiics Aajl HEMOJHbIE OTBETHI HA
JLHOY YpOBEHb BOIIPOCHI, C HEJI0CTaTOYHOU
apryMeHTaIuel, MpakKTHYeCKUe 3a7aHus
BBITIOJTHEHBI HE MOJIHOCTBIO,
KOMITETCHIINH, OCBAaWBAaE€MbIC B TPOIIECCE
W3YYCHUS JUCIUIUTAHBI C(HOPMUPOBAHBI
HE B MOJHOM 00bEME.
17-23 | «xopo1io» bazoBbrit OOyuaronuiics B 1eIoM  Ipuodpen
YpOBEHb 3HaHHS W YyMEHUS B  paMKax

OCBaMBaEMbIX B Mpoliecce OOy4eHHUs IO
THACIMITINHE KOMIICTEHIINH;
oOyyJaromuiicss OTBETHJI Ha BCE BOIPOCHI,
TOYHO JaJl ONpPEACICHUs] U TOHATHS, HO

3aTpyAHSIETCS NOJATBEPIUTH
TEOPETHYECKHE HOJIOKEHUS
IPaKTUYECKUMHU IPUMEPAMH;
0OyJarouiicss OKa3al XOpOIIue 3HAHUS
0 TMpEeAMETY, BIAJICHUE HaBbIKaMU
CUCTEMaTHU3ALINH MaTepuaia U
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IIOJIHOCTBIO
3aJaHus

BBIIIOJTHHUJI ~ IIPAKTHYCCKHUC

25-30 | «OTIMYHO» [IponBuHYTHII

YPOBEHb

OOyuarouuiicss npuoOpen  3HaHWUS,
YMEHHsSI M HaBBIKM B TOJHOM OO0BEME,
3aKpemIeHHOM paboueld  IporpamMmon
JTUCITUTUTHHBL; TEPMHHOJIOTHUECKUN
ammapaT  WCIOJB30BaH  IPaBWJIBHO;
OTBETHI TIOJTHBIC, 00CTOSTETHHBIC,
apryMEHTUPOBAHHBIE, HOJTBEPKICHBI
KOHKPETHBIMU IpUMEpPaAMH;
oOydaroluiicss  OpPOSBISIET  YMEHHUE
0000111aTh, CHCTEMAaTU3UPOBATH MaTEpUaIl
U BBINIOJHSCT MPAKTUYECKHE 3aJaHus C
OIPOOHBIMU MOSICHEHUSIMU u
apryMEHTHPOBAHHBIMU BBIBOJAMHU

PA3JIEJI 4. MeToanueckne MaTepuaJibl, Onpeaessiionme npoueaypbl OneHNBaHUS
3HAHUH,
KOMIIETEeHIIH I

YMEHHMH, HABBIKOB, XapakrTepudywiiue Jtanbl (GopMupoBaHus

TecTupoBaHue MPOBOJUTCA C MOMOIIBIO CUCTEMBI JUCTAHIIMOHHOTO OOYy4YEeHUS
«IIpomerteity, BXomsIIer B cocTaB 3JEKTPOHHONW HHGOPMAIMOHHO-00pa30BaTEILHON
cpensl JlarecTaHCKOro rocy1apCTBEHHOI0 YHUBEPCUTETA HAPOAHOTO XO35IMCTBA.

Ha TectupoBanue orBoputcss 45 muHyT. Kakaplii BapuaHT TECTOBBIX 3aJaHUN
BKJIIO4aeT 30 BOIIPOCOB.

MeTomea OIl¢cHUBAHUA BbBINNOJIHCHHUA TECTOB

Bajnsl
Ouenka Iloxka3zaTesnn Kpurepun

25-30 «OTJIIMYHO» 1. Ilomnora BeImonHEeHUs | BoimomaeHo 6onee 85 %
TECTOBBIX 3a/1aHUN; 3aJlaHu} NPEUI0KEHHOT'0 TECTA,
2.  CBOEBpEeMEHHOCTh B 3aJIaHUSAX OTKPBITOTO THUIIA JaH
BBITTOJIHEHMS, TIOJTHBIH, pa3BEPHYTHIM OTBET Ha
3. IIpaBWJIBHOCTH OTBETOB | HIOCTABJIECHHBIA BOIIPOC

19-24 «XOPpOILO» Ha BOIIPOCHI; Brimonneno 6omee 70 %

4. CaMOCTOSTEIBHOCTH
TECTUPOBAHUS;
5. MU T.O.

3aJaHui MPEJI0KEHHOTO TECTA,
B 3aJIaHUAX OTKPBITOI'O TUIIA JaH
MOJIHBIN, pa3BEPHYTHIA OTBET Ha
MOCTaBJICHHBIN BOMPOC; OJTHAKO
ObUIH OMYIIEHbl HETOYHOCTH B
ONPEACIICHUU TTOHATUH,
TEPMUHOB U JIp.
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15-18 «YOBJIETBOPUTEIILHO
0-14 «HEYI0BJIETBOPHU-
TEIHHO»

Brimonuaeno 6oxaee 54 %
3aaHui MPEJI0KEHHOTO TECTa,
B 33/IaHUSIX OTKPBITOTO THUIIA JIaH
HETIOJIHBIN OTBET Ha
MOCTaBJIEHHBIN BOMPOC, B OTBETE
HE TIPUCYTCTBYIOT
JI0Ka3aTesIbHbIE IPUMEPHI, TEKCT
CO CTHJIMCTHYECKUMH U
opdorpaduyeckuMu ONIMOKaMHU.

Boinonneno ue 6onee 53 %
3aJlaHu# TPEUI0KEHHOTO TECTa,
Ha TIOCTaBJICHHbIE BOMPOCHI
OTBET OTCYTCTBYET WJIH
HEMOJIHBIN, JOMYIIEHBI
CYILIECTBEHHbIC OIIMOKHU B
TEOPETUUECKOM MaTepuae
(TepMHHAX, TOHITHUSIX).

YCTHBIN ONPOC MPOBOJUTCS B MEPBbIE 15 MUHYT 3aHATHUNA CEMUHAPCKOrO THUIMA B
dbopmare oOCyXJeHHS C Ha3BaHHBIMH TIpernojaBareneM cryaeHTamu. OcTanabHbIe
oOydJaromyecsi BIpaBe JOMOJHUTH WIM YTOYHUTH OTBET IO CBOEMY JKEJAHUIO
(cobmromaro ouepeHOCTh oTBeTa). OCHOBHOW TEMOM ISl ONpOCa SBIISIOTCS BOIPOCHI
JUTsT OOCYKJICHUSI, COOTBETCTBYIOIIUE TeME MPEABIAYIIEH JEKIIUA, HO TPEroaBaTeihb
MOXET YTOUHSThH 3aJaBaeMblid BOMPOC, 3aJaBaTh HABOSIIUME BOIMPOCHI WIM CYyXaTh
BOIIPOC JI0 OTAEJIBHOTO acrekTa 00CyKIaeMON TEMBL.

MeTO}IHKa OIICHUBAHUSA OTBCTOB HA YCTHBIC BOIIPOCHI

bannw

Ouenka

IToka3aTean

Kpurepun

9-10

«OTIHUYHO»

7-8

«XOpoHo»

5-6

«YOOBJICTBOPHUTCIBHO»

1. IlomHOTa MAHHBIX
OTBETOB;

2. AprymMeHTHpPOBAHHOCTh
JTAHHBIX OTBETOB;

3. IIpaBWIBHOCTH OTBETOB
Ha BOIPOCHI;

4.uT.0.

[ToxHO M apryMEeHTHPOBAHO
TTaHbI OTBETHI 110 CO/ICPIKAHUIO
3aganus. OOHapyKEeHO
MMOHWMaHHE MaTepHaja, MOXKET
000CHOBATh CBOM CYKICHHS,
MIPUMEHHUTDH 3HAHHS Ha
MpaKTHKE, TIPUBECTH
HE00XO0IMMBIE TIPUMEPHI HE
TOJIBKO 110 Y4€OHUKY, HO
CaMOCTOSATENILHO COCTaBJICHHBIE.
l3n0xeHne Matepuana
OCJIEOBATENBHO U IIPABUIIBHO.

CryneHT naer oTBer,
YIOBJIETBOPSIOLIUN TEM K€
TpeOOBAHMSAM, UTO U JIJIS
OLIEHKHU «OTJIMYHOY, HO
nomyckaet 1-2 omuoku,
KOTOPBIE CaM K€ UCTIIPABJISIET.

CtyneHT oOHapyKUBaeT 3HaHUE
1 IOHHMaHUE OCHOBHBIX
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[MOJIOKEHUN TaHHOTO 3aJaHus,
HO:

1) nznaraer maTepuan HEMOJHO
1 JI0ITyCKaeT HETOYHOCTHU B
ONPEACIICHUU TTOHATHI WU
(hopMyITUPOBKE TIPABUIT;

2) HE YMEET AOCTAaTOYHO
rIyOOKO M JI0Ka3aTeIbHO
000CHOBATh CBOU CYX/ICHUS U
[IPUBECTH CBOU MPUMEPHIL;

3) uznaraer matepuan
HEIOoCJIe0BaTENbHO 1
TTOITYCKAET ONTHOKH.

0-4 «HEYIOBJIETBOPHU- CryneHT oOHapyKUBaeT
TEJIBHOY HE3HAHHUEC OTBCTA Ha
COOTBETCTBYIOLIEE 3aJJaHUE,
JIOITYCKAaeT OITHNOKH B
(hopMyIIUPOBKE OIpeeeHHH U
MPaBUJI, HCKAXKAIOIINUE UX
CMBICH, OECIOPSAOYHO U
HEYBEPEHHO M3J1araet
Marepuai; OTMEUYaAKTCs TAKUE
HEJIOCTATKHU B MOJATOTOBKE
CTYJIE€HTa, KOTOPbIE SBIISFOTCS
CEPBhE3HBIM MPEMNSATCTBUEM K
YCHEIIHOMY OBJIA/ICHUIO
MOCJICIYIOIIUM MaT€pPUAJIOM.

Tema pedepara BbIOMpaeTcss CTYACHTOM CaMOCTOSITEIBHO M3 MPEIJIONKEHHOTO
CIUCKAa C YYeTOM MHHUMHU3AIMM KOJIMYECTBAa IOBTOPEHHM BbIOpaHHBIX TeM. Ha
HamcaHnue pedepara OTBOAWUTCS onxHAa Hexaens. Pedepar odopmisercss coriacHo
JNEUCTByIOMUM B JlarecCTaHCKOM TOCYJapCTBEHHOM YHHBEPCHTETE HAPOHOTO
X03s1iicTBa TpebOBaHUAM K 0(OPMIICHHIO MUCbMEHHBIX paboT. O0beM MpeacTaBICHHOTO
pedepara nomkeH ObITb He MeHee 10 cTpaHMI] MAIIMHONMUCHOIO TEKCTa 0e3 yuera
TUTYJIBHOTO JIUCTA.

[TyOonmuunas 3ammuTa pedepaTa TPOBOIUTCS B MPUCYTCTBUU  OCTaIbHBIX
CTYJICHTOB, 3alMINarmux pedeparsl. Ha BBICTyIIIeHHE OTBOIUTCS HE O0jee 5 MUHYT.
Bo BpeMmsi BBICTYIUICHUS CTYJEHT JOJDKEH 00O3HAYWTh OCHOBHYIO IIeib pedepara, a
TaKXKe MebHO chopMyTrpoBaTh 6a30BYIO HUICIO, OTPAKEHHYIO B pedepare.

MeToauKa OLlCHUBAHUA BbINOJHEHUs pedepaToB

bajsl
Ounenka IHoka3zaTenn Kpurepun
5 «OTJIMYHO» 1. Honnora BhinoJaHEHHUs | BoinonHeHs! Bce TpeOoBaHUS K
pedepaTos; HaMMCaHUIO U 3aluTe pedepara:
2. CBOEBpPEMEHHOCTh o0o3HayeHa npobiaema u
BBITIOJHCHMS; 000CHOBaHa €€ aKTyallbHOCTb,
3. IlpaBUIbHOCTB CCJIaH KPAaTKUM aHaJIU3
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3-4 «XOpOLIO»
1-2 «yJIOBJIETBOPUTEITHHO
0 «HEYJOBIETBOPH-
TEJILHO

OTBCTOB HAa BOIIPOCHI.

PAa3JIMYHBIX TOYCK 3pCHUA HA
paccMaTpuBaeMyto mpooieMy u
JJOI'MYHO HU3JI0XKCHA COGCTBCHHEUI
MO3HIIHSA, CPOPMYIIUPOBAHBI
BBIBOJIBI, TEMA PACKPBITA
MOJTHOCTBIO, BBIIEPIKaH 00BEM,
coOuto1eHbI TpeOoBaHUSA K
BHEIIHEMY O()OPMIICHHIO, JTaHBI
IMpaBUJIbHLIC OTBCTHI HA
JIOTIOJTHUTEIIBHBIC BOIIPOCHI.

OcHoBHBIE TPEOOBAHUS K
pedepary u ero 3amure
BBITOJIHEHBI, HO TIPH 3TOM
JOMyIIEHB! HeoueThl. B
YaCTHOCTH, UMEIOTCS HETOYHOCTH
B M3JIOKCHUU MaTepHaa;
OTCYTCTBYET JIOTUYECKast
MOCJIEI0BATEIBHOCTD B
CYXJIEHUSX; HE BBIIEpPKaH 00beM
pedepara; nMeroTCS yIyIIeHHUs B
oopmienuu; Ha
JOTIOJTHUTEIbHBIE BOIIPOCHI ITPH
3alIUTE JIaHbl HETIOJIHbIE OTBETHI.

HmMeroTcst cynecTBEHHBIC
OTCTYIUICHUS OT TPEOOBaHMI K
pedepupoBanuio. B yactHoCTH:
TEeMa OCBEIICHA JIMIIb YaCTUYIHO;
JOMYIIEHBI PaKTUYECKHUE OITHOKH
B COJIepKaHuM pedepara Uik MpH
OTBETE Ha JIOMOJIHUTEIbHEIC
BOTIPOCHI.

Tema pedepara He pacKphiTa,
OOHapy>KUBAETCS CYIIECTBEHHOE
HEMOHUMAaHUE TPOOIEMBI

Tema npe3eHTanuu BEIOMPAETCS CTYJIEHTOM CaMOCTOSITENIbHO U3 MPEIJIOKEHHOTO
CIUCKAa C YYeTOM MHWHHMHU3AIMHA KOJIMYECTBAa IMOBTOPEHWH BBIOpaHHBIX TeM. Ha
MOJITOTOBKY MPE3CHTAIINH OTBOIUTCS OJTHA HEIEIIS.

[TyOGnuunas nmpe3eHTanus TPOBOIUTCS B IPUCYTCTBHH OCTATBHBIX CTyJAeHTOB. Ha
BBICTYIUICHUE OTBOJUTCS HE Ooyiee 5 MUHYT. Bo BpeMs BBICTYIIIICHUSI CTYJEHT JIOJDKCH
0003HaYUTh OCHOBHYIO 11€JIb MPE3EHTAIINH, a TaKXKe LEeJTbHO CHOPMYJIUPOBATH OA30BYIO

UJIEI0.

MeToauKa OLICHUBAHUSA BbINOJHEHUS MPEe3eHTAIMI

Banasl

Onenka

Iloxkazamenu

Kpumepuu

«OTIIMYIHO»

1.

[TonHOTa BRINOJIHECHUS

BrinonHeHs! Bce Tpe6OBaHI/I$I K
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3-4 «XOpOLIO»
1-2 «yJIOBJIETBOPUTEITHHO
0 «HEYJOBIETBOPH-
TEJILHO

[PE3EHTALNM;
2. CBOEBpEMEHHOCTH

BBIITOJIHCHU A
3. IIpaBWILHOCTH
OTBETOB HAa BOIPOCHL;

4.1 T.10.

COCTaBJICHUIO MPE3EHTALINM:
IM3aliH CIaig0B, JIOTHKA
M3JI0KEHUSI MaTepraa, TEKCT
XOpOIIO HANUCAH U
c(hOpMHUPOBAHHEIE HJIEH SICHO
W3JI05KE€HBI U CTPYKTYPUPOBAHBI

OcHoBHBIE TPEOOBAHUS K
NPEe3EHTAIMSIM BBIIIOJIHEHBI, HO
IIPU 3TOM JIOMYIICHBI HEJIOYETHI.
B gactHOCTH, UMEIOTCS
HETOYHOCTH B U3JI0KEHUHU
Marepuana; OTCyTCTBYET
JIOTHYECKast MOCIeA0BATEIbHOCTD
B CY)KJCHUSX; HE BBIICP)KaH
00bEM MPE3CHTALIMH

NmMeroTcst cynecTBEHHbIC
OTCTYIUICHUS OT TpEOOBaHMI K
nmpe3eHTanusIM. B yacTHOCTH:
TeMa OCBEILEHA JIUIIb YaCTHYHO,
JOMYIIEHBI PaKTUYECKHUE OITHOKH
B COJCPKaHUHU NIPE3CHTALNN UITN
P OTBETE Ha JOTOJIHUTEIbHBIC
BOTIPOCHI.

Tema npe3eHTalu He PacKphITa,
OOHapy>KUBAETCS CYIIECTBEHHOE
HEMOHUMAaHUE TPOOIEMBI

JlabGopaTopHbie pabOTHI BBIMOJIHSIOTCS B CICIHMAIM3UPOBAHHON ayJIUTOPUH BO
BpeMs JTabOpaTOpHBIX 3aHATUN. [IpemycMOTpEHO BBIMOJHEHUE OTHOW JabOpaTOpPHOM
paboThl B TEYEHUE OJHOTO 3aHSATUSI COTJACHO TeKyller Tematuke. CTyJIEHTBl JOJKHbI

BBIIIOJIHATE 3aJaHUEC CaMOCTOATCIIBHO,

HO HMCHT BO3MOXHOCTB O6paTI/ITBC$I K

IIPENOAABATENIO 32 PA3BICHEHUSAMH IOCTAHOBKH 3aJa4M WA OLEHKOW NPaBUIBHOCTH
IIOJIyYEHHOr0 pe3yibpTata. Ecin mpenomaBaTenb BBIHYKICH pPa3bACHATH ACHEKTHI
HEMOCPEJICTBEHHOI'O BBIMIOJIHEHUSI 1IAroB JIA0OpaTOpHOM pPabOThl, TO 3TO HETaTUBHO
OTpa)KaeTcsl Ha OLICHKE BBIMOJHAOUIETO 3aJaHUE CTYACHTA.

MeToauka oneHUBaHUSA Ja00OPATOPHBIX PadoT

bannn
Ouenka IToxka3zarean Kpurepun
18-20 «OTIIUIHO» 1. Tlonnora - IPaBWJIBHO BBIIIOJIHEHBI BCE
BBITNIOJTHEHUS 3ajaHKs 1a00paTOpHOM paboThI B
3aJlaHui COOTBETCTBHUH C TPEOOBAHUSIMU;

2. Brimonnenue

X 3aJaHUN

- IIPAaBHUJIbHO BBITIOJIHCHBI

JOITIOJIHUTEIIbHBI [JOITOJIHUTCIIBHBIC 3aJaHuI,

- CBOCBPCMCHHO ITPCA0CTABJICH
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3. TloaroroBka OTYET O BBIMOJTHCHUH PAOOTHI.

14-17 «XOpOIIO» oT4eTa - IPaBUJILHO BBIMOJHEHBI BCE
3aJIaHKS B OCHOBHOM YacTHu;

- IONIOJIHUTEIILHBIC 3aJaHuUs
BBITTOJIHEHBI HE B TIOJITHOM
00bEME;

- PEIOCTaBJICH OTYET O
BBITIOJITHEHUH PadOTHI, JINOO B
CJIyyae HECBOEBPEMEHHOTO
[PEA0CTABIICHUS OTYETA WU C
HaJTU4YMEeM HECYIIECTBEHHBIX
OIMOOK B BBHITTOJTHECHUHN
1a00paTOPHBIX 3adaHUSIX

11-13 «yJIOBJIETBOPUTEIIHHO - BBITIOJTHEHBI HE BCE, HO OoJiee
» 50% 3amanuii 1abopaTopHOU
paboTHI;

- JOIMOJTHUTCJIIbHBIC 3a/JaHU HC
BBITIOJTHCHBI,

- HCCBOCBPECMCHHO MTPCA0CTABJICH
OTYCT O BBINTOJTHCHHUH pa6OTI>I.

0-10 «HEYAOBIETBOPH- - BbIIIOJIHEHO MeHee 50%
TeIbLHOY nabopaTopHOil paboTHI;

- HE BBITTOJIHEHBI
JTOIIOJIHUTENbHEIE 3aIaHUS;

- OTYET O BHITIOJHEHUH PAOOTHI
HE IPe0CTaBICH

[Ipouenypa mNPOMEXYTOUHOM aTTeCTAllMM MPOXOAMT B COOTBETCTBUH C
[lonoxxennem 0 NpOMEKYTOYHOM aTTECTAMN 3HAaHUU CTyAeHTOB 1 yuammxcs I YHX.

ATTecTalMOHHBIE  WMCHBITAHHUS  NPOBOJATCSA  IMpENojAaBaTesieM,  BEAYLIUM
JICKUMOHHBIE 3aHSATHS MO JAHHOW AUCIUIUIMHE, WIM NPEernojaBaTeIsiMU, BeIyLIUMHU
MpaKTUYECKUe U JTa0OpaTOpHbIE 3aHATHS (KpOME YCTHOro 3k3aMeHa). [lpucyrcrBue
MOCTOPOHHMX JIMI[ B XOJI¢ MPOBEACHUS aTTECTAMOHHBIX HCIBITAHUN 0e3 pa3peleHus
pEeKTOpa WM MpPOpEeKTopa IO ydyeOHOW paboTe He MOmycKaeTcs (3a UCKIYEHHEM
pabOTHUKOB  YHUBEPCHUTETA, BBIIOJHAIOIIUX  KOHTPONMpYHOIIME  (QYHKIUM B
COOTBETCTBHUM CO CBOMMHM JOJDKHOCTHBIMU O0si3aHHOCTSIMM). B ciyuyae oTcyTCTBUS
BEIYILET0 MPENofaBaTeis aTTECTAlMOHHBIE UCIIBITAHUS MPOBOIATCS MPENOAaBaTENIEM,
Ha3HAYCHHBIM  [UMCBMEHHBIM  pacmopsbkeHueM 1o  kadeape  (CTPYKTypHOMY
MOJIpa3/ICJICHHUIO).

NHBanmuapl M numa ¢ OrpaHUYEHHBIMH BO3MOXHOCTSIMU 3/10POBbSl, MMEIOIINE
HapyLIEHUs1 OIOPHO-ABUraTENIbHOIO armapaTra, JOMYCKAalTCid Ha AaTTeCTallMOHHBIE
UCIIBITAHMS B COTPOBOK/IEHUU aCCUCTEHTOB-COMPOBOXK/IAIOIIHX.

Bo BpeMs arTecTallMOHHBIX HCMBITAHUN OO0ydYarouMecss MOTYT IOJIb30BaThCs
IpOrpaMMoON AMCIHUIUIMHBI, @ TAKXE C pa3pelleHus MNpernofaBaTeis CIPaBOYHOU U
HOPMATUBHOM JIUTEPATYPO, HEITPOTPAMMUPYEMBIMHU KAJIbKYJISITOPAMH.
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JIMCT aKkTyaJu3auuy OLEeHOYHbIX MAaTEPHAJIOB 10 JUCHUILIUHE
«MeToabl M cpeACTBA 3aIIMTHI HHpOpMALIN»

OneHouyHbIe MaTepUaIbl IEPECMOTPEHBI,
00cCyX/1IeHbl U 0JI00pEHBI Ha 3aceaHuu Kadeapsl

[IpoToKOI OT « » 20 1. Ne

3aB. kadeapoii

Or1eHOYHBIE MaTEPHUAIIBI TIEPECMOTPEHBI,
00CyXIeHBI U 0JIOOPEHBI Ha 3aceaHuu Kadenps

[IpoTOKOIT OT « » 20 r. No

3aB. kadeapoit

OrneHoYHbBIE MaTEPHUAIIBI IEPECMOTPEHBI,
00CyX/IeHBI U 0JIOOPEHBI Ha 3aceaHuu Kadenpsl

[IpoTOKOI OT « » 20 r. Ne

3aB. kadeapoii

OreHOYHBIE MaTEPHAIIBI TICPECMOTPCHBI,
00CYKIeHbI U 0JI0O0OpPEHBI Ha 3acelaHuK Kadeapbl

[IpoToKOI OT « » 20 1. Ne

3aB. kadeapoii
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